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FOREWORD
The year 2015 was a pivotal one for Tracfin. In the
wake of the January attacks, the fight against terrorism and terrorist financing was given fresh impetus;
the Unit was provided with additional resources and
became more fully integrated into France’s intelligence
community.
In March 2015, the Minister for Finance and Public
Accounts unveiled an action plan that included an
additional 10 positions within Tracfin for the purpose
of setting up a separate CFT division.
On 15 June, Tracfin took part in the setting up of an
inter-agency unit within the DGSI (Directorate General
for Homeland Security). In the autumn, it began to
establish a secure data link between the two bodies.
At the time of the terrorist attacks on 13 November
2015, Tracfin’s close ties with the DGSI allowed for fast,
trouble-free circulation of information. As of 14 and
15 November, the Unit was able to quickly field a team
tasked with understanding the financial networks of the
known terrorists and with gathering and analysing all
relevant financial data. The team worked in close and
immediate cooperation with foreign FIUs.
This responsiveness and ability to generate and
transmit data within the intelligence community as
well as to the criminal investigation department under
emergency conditions are textbook examples of the
importance of rapidly processing financial information
in connection with anti-terrorist efforts.
2015 also marked the 25th anniversary of Tracfin, which
was set up in 1990. On 1 December 2015, reporting entities, institutional partners and foreign FIUs gathered
at a one-day conference in the presence of the Minister
for Finance and Public Accounts. The event was the
occasion to reflect on how far Tracfin has come, and
on the increased tempo of efforts to fight money
laundering, corruption and terrorist financing at both
domestic and international levels. This can be seen in
the ongoing rise in STR submissions – 45,266 in 2015
(an 18% increase over 2014, and a 56% increase over
2013).
This upswing in activity goes hand-in-hand with
increased staffing levels, which rose 38% between 2013
and 2015.
Several projects have been launched to help Tracfin
to carry out its work in a constantly-changing environment. A major project to design an entirely new IT
system is in its test phase; one of the primary goals is
to overhaul the secure ERMES platform, which receives

supplementary data flows and connects the Unit’s
public and private partners.
New analytical tools, including the rollout of a «data
pool», and new mapping resources are planned for 2016
and 2017.
In the run-up to international assessments of France’s
AML/CFT system in 2019 and 2020, the mutation of
Tracfin, which has been underway for five years, has
been given fresh impetus.
These changes would not be possible without the
ongoing support of the public authorities, the additional resources granted to Tracfin’s many and diverse
actions and the need to anticipate and detect all forms
of organised financial crime.
2015 clearly reflected the Unit’s responsiveness and
ability to adapt – two vital assets in the collective effort
to combat all types of fraud.
However, our commitment to these efforts would be
fruitless without the work of Tracfin’s dedicated staff,
who gave their all in 2015 – proof positive of their
powerful sense of duty. I extend my thanks to each and
every one of them.
This collective commitment will remain the hallmark
of 2015, and will undoubtedly be a reference mark for
years to come.in the years to come.

Bruno Dalles,
Director of Tracfin
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STRS SUBMITTED
BY REPORTING
ENTITIES

AN 18% INCREASE IN INFORMATION
RECEIVED IN 2015 – INCREASED DECLARATIVE
FLOWS CONFIRM THE STEADY TREND
IN RECENT YEARS
* 2014/2015 change (%)

RECEPTION
+18%

45,266 Reports submitted to Tracfin
43,231

ANALYSIS
+8%

10,556 	Investigations carried out

in 2015
based on reports received during
the year or in previous years

+18%

Suspicious transaction reports

1,414

+26%

Incoming requests
	from foreign FIUs and judicial
requisitions

621

+8%

Administrative
reports
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51,401

Investigative measures

25,654
Requests for information

DISCLOSURE

1,635

+17%

Referral notes

448 -3%
Judicial referrals

1,187+27%
Disclosures to government
departments

2,192
Requests sent to foreign FIUs

23,555
Searches (consultation of files

and open databases, questioning
of other government departments)

ÆÆ45,266 reports received in 2015. All information
received by Tracfin were analysed and redirected.
ÆÆ10,556 investigations carried out in 2015. They were
the result of 5,935 reports received in 2015, and
4,621 reports submitted in previous years.
ÆÆ51,401 investigative measures carried out to add
substance to existing data.
ÆÆInformation flows received by Tracfin increased 56%
in two years.
ÆÆOver the past decade, there has been more than a
threefold increase in the number of reports received,
and the number of referrals to the courts and to
Tracfin’s partner authorities rose from 405 in 2005
to 1,635 in 2015.
––
Against the backdrop of the terrorist attacks in Paris
in January and November of 2015, Tracfin once again
experienced an upswing in its activity, in terms of
both the number of STR submissions and the amount
of information shared in 2015. The increase in staff
(14 new arrivals in 2015) helped the Unit rise to cope
with the inherent challenges in processing an evergrowing mass of data. Tracfin received 45,266 reports,
including 43,231 STRs from reporting entities, an 18%

increase year-on-year. This upswing in activity is primarily due to the more widespread use of due diligence
measures for combatting tax evasion and the active
participation of reporting entities in the fight against
terrorist financing.
The growth seen in previous years is continuing: the
number of reports received by Tracfin in 2015 grew
by 18% (45,266 reports submitted versus 38,419 in
2014).
Three types of reports are submitted to Tracfin:
–– S uspicious transaction reports (STRs) sent by
entities subject to AML/CFT reporting requirements
–– Reports sent by central government departments
–– Systematic information disclosures

SUBMISSIONS FROM REPORTING ENTITIES:
A STRONGER PUBLIC-PRIVATE PARTNERSHIP

In 2015, close to 95% of the reports received by
Tracfin were sent by reporting entities, in other words
43,231 suspicious transaction reports (+18% over
2014).

Reporting entities

Changes
20142015

2009

2010

2011

2012

2013

2014

2015

Banks and credit institutions*

12,254

13,206

15,582

19,288

21,950

29,508

31,276

+6%

Money changers

2,249

3,002

3,251

2,104

1,199

1,141

1,709

+50%

Insurance undertakings

1,007

808

889

1,059

1,169

1,423

2,159

+52%

Insurance intermediaries

2

3

40

38

25

62

65

+5%

Mutual insurance undertakings
and benefits institutions

58

56

98

35

60

139

320

+130%

Payment institutions*

/

0

290

1,218

831

1,641

4,535

+176%

Digital currency institutions

/

/

/

/

/

1

10

+900%

Money-issuing institutions

675

608

779

436

259

254

142

-44%

Investment firms

67

134

133

52

46

51

105

+106%

Financial investment advisers

46

78

92

20

20

25

35

+40%

Investment management
companies

3

10

10

13

20

23

58

+152%

16,361

17,905

21,165

24,263

25,579

34,268

40,414

+18%

Notaries

370

674

1,069

995

970

1 040

996

-4%

Gambling activity, sports
and horse-racing betting

361

269

73

120

127

185

212

+15%

Casinos

30

137

149

171

153

270

422

+56%

Online gaming operators

/

0

76

127

181

450

146

-68%

Total for all financial reporting
entities

Receivers and trustees

57

55

62

52

82

100

528

+428%

Chartered accountants

55

98

135

145

195

215

286

+33%

Real estate agents

33

14

19

34

54

29

35

+21%

Dealers in precious goods

12

2

13

3

12

16

29

+81%

Auctioneers, auction houses

5

8

16

7

25

26

33

+27%

Auditors

22

46

57

54

72

84

88

+5%

Bailiffs

2

0

17

14

18

23

39

+70%

Lawyers

2

0

1

4

6

1

0

-100%

Commercial registered office
providers

0

0

4

21

3

8

3

-63%

Sports agents

/

0

0

0

0

0

0

/

Total for all non-financial
reporting entities

949

1 303

1 691

1 747

1 898

2 447

2 817

+15%

Total reporting entities

17,310

19,208

22,856

26,010

27,477

36,715

43,231

+18%

*The rise in the number of STRs submitted by payment service providers (+176%, or 2,894 additional STRs between 2014 and 2015) should be
clarified. In 2015, some institutions that had previously been grouped under the «Banks and credit institutions» heading in 2014 were put into
the «Payment institutions» category, in conformity with accreditations granted by the Prudential Supervision and Resolution Authority (ACPR).
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Entities subject to reporting obligations must report all
sums recorded in their books (VERIFIER) or transactions
relating to sums that they know, suspect or have good
reason to suspect are of fraudulent origin to Tracfin.

Thus, on a like-for-like basis (without attributing 1,474
reports to payment institutions), the yearly increase
would have been:
–– + 11%, i.e. 3,242 additional STRs for banks and credit
institutions
–– + 86%, i.e. 1,410 additional STRs for payment
institutions
In the «Financial reporting entities» section, the figures
are given using the new 2015 nomenclature. For observations concerning the 2015 figures, the elements
listed below should be kept in mind.

Reporting practices by financial
and non-financial reporting entities,
2009–2015
45,000

Fact sheet 1 - Banks, credit institutions
and issuing institutions
The banking sector was the primary source of STRs
submitted to Tracfin.

1. Volumetric analysis
With 31,276 STRS, banks and credit institutions remained the leading contributors in 2015 in absolute terms.
The number of reports issued by credit institutions
rose by 6% during the year. This figure is not completely comparable to previous years inasmuch as STRs by
Western Union’s representatives in France1 were, for the
first time, classified under the «Payment institution»
category instead of the «Credit institutions» catergory2.
Since 2010, leaving aside the outlying year of 2014,
in which incoming flows spiked by 33%, the number
of reports has grown in a fairly linear fashion, at an
average annual rate3 of 14%. The number of reports
submitted in the final two months of 2015 increased by
more than 30%, suggesting that the inflows of reports
in 2016 and 2014 will be similar.

40,000
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FINANCIAL SECTOR
REPORTING ENTITIES

35,000
30,000
25,000
20,000
15,000
10,000
5,000
0
2009 2010 2011 2012 2013 2014
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Financial reporting
entities

2015

Non-financial
reporting entities

1 La Banque Postale and the Société Financière de Paiements
2 Without the internal reclassification, the number of reports would
have totalled 32,750, an 11% rise over 2014.
3 Calculated over 10 years

STRs submitted by banks, credit institutions and issuing institutions
40,000
35,000
29,508

30,000
25,000

31,276

32,750

21,950
19,288

20,000
15,582
15,000
10,000

9,785

10,047

11,511

12,254

13,206

5,000
0

182
2006

233
2007

675

200
2008

2009

Banks and credit institutions

779

779

436

254

142

2011

2012

2013

2014

2015
(scope:
2015)

608
2010

Poly. (Banks and credit institutions)

Money-issuing institutions

In terms of monthly flows, an analysis of the previous
three years reveals that the flow is not constant. Rather,
it varies depending on the month, with slack periods
in May and August, corresponding to summer vacations

2015
(scope:
2014*)

and holidays. Looking at STRs received by the Unit in the
wake of the attacks in January and November, the sharp
rise in January did not continue, whereas the surge in
November 2015 appears to be more long-lasting.
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Submissions by banks and credit institutions in comparison to all other reporting entities
100%
90%

2,262

2,423

3,049

5,056

6,002

7,274

12,254

13,206

15,582

2009

2010

2011

80%

6,723

5,527

7,207

21,950

29,508

2013

2014

11,955

10,481

31,276

32,750

2015
(scope:
2015)

2015
(scope:
2014*)

70%
60%
50%
40%

9,785

10,047

11,511

30%

19,288

20%

0%

2006

2007

2008

Banks and credit institutions

2012

Total financial institutions (excl. banks and credit institutions)
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a. Quantitative data

and New Caledonia, those from entities in Guadeloupe
and Martinique fell by more than 15% in comparison
with 2014.

When compared with the number of accounts held, the
submission practices of the six largest French banks1
fluctuate by nearly 100%.

Politically Exposed Persons (PEPs)

2. Analysis of submission practices

Moreover, with the exception of one major French institution2 whose submissions fell off dramatically this
year, a 13% to 55% increase in submissions by banks3
was recorded over 20154.
In addition, the seven online banks5 collectively submitted 313 STRs to Tracfin; despite a 27% increase
over 2014, this figure remains low in comparison with
the number of accounts opened with these operators.
Given the attractiveness of these establishments6 and
the expected growth in online banking, the FIU will be
paying greater attention to the sector.
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Finally, despite a 43% increase in reports from private
banks between 2014 and 2015, the total value of the
736 submissions is low in absolute terms, particularly
in light of these institutions’ heightened exposure to
money laundering risks. This is due to their business
relations (non-residents, politically exposed persons
(PEPs) in both France and abroad, and French residents
directly overseeing substantial assets or carrying out
particularly significant international transactions)
and to the nature of the transactions they conduct
(involving large sums of money, a heightened need for
confidentiality, clients represented by third parties,
complex arrangements, the use of trusts, etc.).
Entities in France’s overseas départements, regions
and communities submitted 754 reports in 2015, a
10% increase over the previous year. This is in line
with the entire banking sector. In absolute terms,
this is a relatively low number (2.3% of reports from
credit institutions), although it is important to note
that this does not include reports from entities in which
the AML/CFT remit is centrally organised. Although
there were more submissions from Réunion, Polynesia

During the year, 278 STRs dealing with Politically
Exposed Persons were submitted, a 29% increase over
2014. It should be noted that some reporting entities
anticipated the enactment into French legislation of the
Fourth Anti-Money Laundering Directive7, which widens
the definition of PEPs to include persons entrusted with
prominent public functions within France («domestic
PEPs»). The Unit has observed that, in far too many
STRs, the nationality of the individual(s) in question is
not stated.

Amounts of money declared
67.1% of STRs received from credit institutions concerned sums of less than €100,000 (the lowest tranche).
23.4% ranged between €100,000 and €500,000, 3.9%
between €500,000 and €1 million, 4.2% between
€1 million and €10 million, and only 0.4% had to do
with amounts over €10 million8.
For the largest banks in which reporting activity
increased, the heightened flows mostly concerned smaller amounts of money. There appears to be a connection between the percentage of STRs for amounts in
the lowest tranche and the limited number of moneylaundering and fraud typologies declared. Thus the
French institution with the lowest proportion9 of STRs
in the lowest tranche is also the one that reported the
widest range of predicate offences (in particular fraud,
fraudulent use of company property and abuse of a state
of weakness or of trust, in addition to undeclared work
and tax evasion).

1 BNP Paribas, Crédit Agricole, Société Générale, BPCE, Crédit
Mutuel (including CM11 and Arkéa) and La Banque Postale – excluding online banking activity
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2 In terms of net banking income
3 Excluding online banking activities
4 Average growth in submissions for all credit institutions was 11%
in 2015
5 Axa Banque, BforBank, Boursorama, Fortunéo, Groupama Banque,
ING Bank and Monabanq
6 In particular, their account maintenance fees

7 Directive (EU) 2015/849 of the European Parliament and of the
Council of 20 May 2015 on the prevention of the use of the financial
system for the purposes of money laundering or terrorist financing
(AML/CFT), published on 5 June 2015.
8 The remaining 1%, the amount of money was not stated
9 57.29% of STRs concerned amounts of money under €100,000

On the other hand, entities that submitted large numbers of reports concerning low amounts1 appear to be
highly focused on relatively simple typologies, such as
undeclared work2 or tax evasion.

Following up on STRs
Across the board, the share of reports submitted by
credit institutions that led to investigations by the
Unit fell slightly (-2.5% over 2014). To date, after the
routing phase3, slightly less than two STRs in ten lead
to various levels of investigations; this is primarily
due to the increase in reports concerning low amounts
or ones that are insufficiently documented, and also
to a change in Tracfin’s in-house rules. Nevertheless,
between the six institutions mentioned above, the
proportion of STRs that lead to investigations varies
as much as threefold, and the same is true for online
banks.
According to Tracfin’s internal criteria, the two factors4
that contribute to a high rate of STRs being investigated are the breakdown of reports among the various
financial stake levels, and the nature of the predicate
offence. On the other hand, neither the size of the
financial institution, nor the volume of STRs, nor the
number of PEPs have any effect on this rate.

Disclosures to prosecutors’ offices and to partner
authorities
Much like the total set of financial and non-financial
reporting entities, the number of disclosures to the
courts resulting from an STR submitted by a bank or
a credit institution remained unchanged in 2015. The
number of disclosures to government departments,
however, grew by 17% over 2014.
As a corollary to the percentage of STRs leading to
investigations, for each of the six largest French banks,
the ratio of total number of referrals5 to the volume
of STRs submitted varied by a factor of three. For one
institution6, this rate is close to 10%: the relevance of
its submissions is primarily due to continuously improved queries and to the implementation of a tool for
detecting atypical transactions that takes into account
geographical risks, among other elements. Since
money launderers are able to adapt very quickly, banks
and credit institutions are advised to update their risk
maps on a regular basis – i.e. several times per year.

b. Qualitative data
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A look at the full spectrum of banks shows that their
STR submissions vary widely in quality. On the whole,
reports lack analysis and it is not always easy to decipher why the transactions contained in them are
suspect, particularly with respect to the customer’s
profile and the financial «habits» of the business
relationship.
This is particularly the case at private banks, which
are supposedly much more well-informed about their
customers. The quality of STRs leaves a great deal to be
desired (STRs sometimes submitted late, lack of customer due diligence, lack of supporting documentation).

1 For one institution, STRs dealing with amounts under €100,000
accounted for 78% of the total.

3 All STRs, once they are entered into Tracfin’s information system,
are assessed by a group of analysts who route the information depending on the extent of the investigation required. STRs that are
put on hold can be reactivated at any time, particularly following
receipt of information concerning the same individuals.

5 Court referrals and disclosures to government departments

4 With the quality of the STRs, particularly the analysis of the facts
and the clarity of the explanation of the suspicion.

6 Leaving aside this institution, the rate varies between 3.1% and
7.7%, depending on the bank
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2 Example: undeclared work accounts for one third of the judicial
referrals from an institution whose STRs mostly concerned amounts
under €100,000 (72%).

For the six main French banks, the standard of reporting
is satisfactory overall1, although quite varied. Intragroup reporting practices are particularly dissimilar in
nature. Thus:
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–– O
 ne entity submits a great many STRs on the grounds
of «money laundering», although this suspicion
must be based on a statement of facts2
–– A bank declines to state the possible infringement associated with questionable financial flows.
Although it is neither the reporting entity’s nor
Tracfin’s responsibility to determine the infringement, insufficient descriptions of suspicious transactions erodes the quality of the assessment and
eliminates elements that help Tracfin redirect STRs.
By contrast, the Unit has already observed the positive effects of a cooperative bank’s efforts to harmonise its STRs, which now all begin with a paragraph
entitled, «Type of suspicion».
–– One reporting entity stands out by the variety and
quality of its reports; its STRs are summarised and
well-structured, the account of the facts is clear
and the analyses are very often relevant, and the
accompanying documents3 are sufficient and of good
quality.
–– To a lesser extent, this is also the case with two
cooperative banks, whose reports are generally of
satisfactory quality, even though the analyses of the
facts vary widely from one regional office to another.

3. Information requests
In 2015, Tracfin sent 7,425 information requests 4
to banks and credit institutions. This accounted for
nearly 29% of all requests sent to all reporting entities,
government departments or organisations entrusted
with a public service mandate, and transporters. This

1 Tracfin can only assess the STRs it receives, and has no mandate
to judge the overall effectiveness of the AML/CFT measures and processes put in place at each entity.
2 Examples: «suspicion of conspiracy to defraud», «suspicion of
undeclared work», «possible laundering of the proceeds of tax evasion», etc.
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3 In particular bank statements in Excel format
4 In order to reconstruct the full set of transactions carried out by
an individual or a company that is the subject of an STR, Tracfin may
request entities subject to AML/CFT reporting requirements to provide it with documents (bank statements, invoices, etc.) that are
germane to its investigation. To this end, Tracfin exercises its right
of communication as provided for in Article L.561-26 of the French
Monetary and Financial Code.

represents an 18% increase over 2014, notably thanks
to the increase in submissions, but also to stepped-up
investigations into terrorist financing.
The responsiveness of credit institutions to Tracfin’s
requests is a key link in the AML/CFT system. Because
of this, the FIU is able to complete its enquiries in a
timely manner and quickly disclose information to the
courts, government departments and intelligence services. In particular, recipients of Tracfin’s information
notes welcomed the promptness of answers to the Unit’s
requests concerning financial flows with possible links
to the terrorist attacks in November 2015.

4. Awareness-raising
In early 2015, in an effort to foster understanding
among the various institutions and improve the quality of report submissions, Tracfin set up a network of
advisers within the Information Routing and Enrichment
Division (DOVI), which is responsible for the financial sector’s reporting entities. Each of the Division’s
analysts monitor a minimum of two entities and/
or a specific category, such as online banks (in close
cooperation with the adviser of the group to which the
institution belongs), insurance undertakings, private
banks, and so on.
In addition, improving understanding among banks
will lead to more detailed activity reports at subnational level for certain banking groups in a bid to
provide declarants with a more documented response.
Starting in 2015, this shift resulted in a marked increase
in the number of phoned-in reports and bilateral meetings that – depending on the agenda – can be led by
analysts, the division head or the head of the Analysis,
Intelligence and Information Department (DARI). Over
the past year, more than 40 meetings have been held.
Tracfin’s analysts also attended Financial Security Days
held at several entities, and/or gave a more in-depth
presentation about typologies in areas such as tax
evasion.

In an effort to improve implementation of AML/CFT
arrangements, regular exchanges take place between
the Unit and the ACPR. In 2015, in accordance with the
exchanges provided for under Article L.561-30 II of the
French Monetary and Financial Code, the Unit received
200 submissions from the ACPR, a 43% increase over the
previous year.
In addition to the secondment of a liaison officer, the
close collaboration between Tracfin and the Authority
included bilateral meetings between advisers and ACPR
staff tasked with monitoring the operations of these
institutions.
Within the scope of the provisions of Article L.561-30 I
of the French Monetary and Financial Code, Tracfin
drafts an annual information note in which it reports on
the submission practices of the full set of entities supervised by the ACPR and how those practices have evolved
over the previous three years. These entities include,
among others, credit institutions, electronic money
institutions, payment institutions, money changers,
the insurance sector and investment companies. As part
of this note, Tracfin may share its concerns about the
quality of a given entity’s AML/CFT vigilance measures.
During the year, Tracfin may specifically call the ACPR’s
attention to flagrant cases of non-compliance, or to
reporting practices that point to systemic failure of an
AML/CFT system that was set up by a professional. In
2015, Tracfin sent 28 information notes to the regulatory authority concerning banks and credit institutions,
compared with 4 in 2014 and 2 in 2013.

ON 20 NOVEMBER 2015,
THE PRUDENTIAL SUPERVISION
AND RESOLUTION AUTHORITY (ACPR)
AND TRACFIN ISSUED JOINT
GUIDELINES CONCERNING SUSPICIOUS
TRANSACTION REPORTS
On 20 November 2015, the ACPR and Tracfin adopted
a set of joint guidelines on reporting and disclosure
obligations with respect to Tracfin They replace the
previous guidelines from 2010.
The guidelines lay out what the FIU and the
ACPR expect in terms of reporting and disclosure
obligations towards Tracfin, including:
–– Appropriate and effective means for combating
money laundering and terrorist financing
–– Due diligence measures in case of fraud,
particularly document fraud
–– Due diligence as part of transactions involving
repatriation of funds from abroad where
applications for tax regularisation are involved
–– Due diligence with respect to occasional
customers
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The updated guidelines now include a chapter on
Systematic Communication of Information (COSI)
systems with respect to money transfer transactions.
An appendix to the guidelines offers examples
of money laundering typologies in the banking
and insurance sectors. The guidelines are publicly
available and will be updated periodically to take
into account changes in standards and feedback
from the ACPR and Tracfin.

6. For more information

Fact sheet 2 - The insurance sector

–– Article L.561-2 1° of the French Monetary and
Financial Code
–– ACPR/Tracfin joint guidelines on reporting and
disclosure obligations with respect to Tracfin, updated
in November 2015

Since 2012, there has been a constant increase in the
number of STR submissions from the insurance sector
as a whole. Between 2013 and 2014, submissions rose
by 10.8%, but the 56.7% spike in 2015 was an increase
of a different order.
This increase can be broken down as follows:
+51.7% from insurance undertakings
+4.8% from insurance intermediaries
+130.2% rom mutual insurance undertakings and
benefits institutions
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5. Exchanges between Tracfin
and the Prudential Supervision
and Resolution Authority (ACPR)

With 2,159 reports submitted in 2015, insurance undertakings remain the sector’s primary source of STRs
Within this category, bank insurers accounted for 47%
of submissions, insurance firms about 23%, and mutual
insurance companies 30%.
On the other hand, although the number of STRs submitted by insurance intermediaries rose slightly, it is
still low – 65 STRs in 2015, against 62 in 2014. Given
these entities’ share of the insurance sector, their participation in AML/CFT efforts remains weak.
With an 11% market share, insurance brokers represent
the third largest vector for individual insurance policies.
And yet, they account for only 2.6% of insurance sector
STR submissions.
Efforts to raise awareness of AML/CFT arrangements
among mutual insurance companies have led to an
increase in STRs. In 2015, Tracfin received 320 reports,
while only 139 documents were submitted in 2014,
representing a 130% increase.
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These positive results can be partly attributed to more
than two years of awareness-raising efforts in this sector. The 2015 publication of the revised sector-specific
implementing principles helped to make the applicable
regulations more accessible, and provided professionals
with answers. Updating the implementing principles
– which was necessary given the changes in legislation
since 2010 – drew on both experience gained by the
ACPR during audits and on feedback provided by the
insurers. An appendix presents typologies that offer
real-world illustrations of applicable regulations; they
focus on topics such as bearer bonds, life insurance and
non-life insurance.
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With respect to typologies, Tracfin is disappointed by
the low percentage of STRs from the insurance sector
that have to do with legal entities (7% in 2014, 6%
in 2015). Although life insurance policies can only be
purchased by private individuals, endowment contracts
are available to legal entities under certain conditions. Moreover, funds invested by individuals may be
derived either directly or indirectly from legal entities
(for example, through misuse of company assets). Yet,
it must be pointed out that these issues are of little
concern to reporting entities in the insurance sector.
Finally, in the healthcare and benefits sectors, typologies involving legal entities have been noted, some
of them involving large sums of money. These include
organised fraud concerning healthcare claims and supplementary insurance policies sold by bogus companies.
More details about these typologies are available in the

COMPLYING WITH CUSTOMER
DUE DILIGENCE OBLIGATIONS
The November 2015 ACPR/Tracfin guidelines alert
financial organisations – insurance professionals
among them – to their customer due diligence
obligations. Therefore, pursuant to Articles L.561-5
and R.561-5 of the French Monetary and Financial
Code, «Before entering into a business relationship
[...] [financial organisations] shall identify
their client and, where applicable, the effective
beneficiary of the business relationship.» They shall
also «gather the information relating to the object
and nature of said relationship and any other piece
of relevant information» (Article L.561-6).
However, STRs issued by the insurance sector
contain a number of breaches of customer due
diligence, and data concerning a client’s profession,
assets and income is often incomplete or altogether
lacking.
The guidelines also state that «the Monetary
and Financial Code establishes the principle
of ongoing due diligence concerning the
business relationship and a close assessment
of transactions using a risk-based approach.
Financial organisations are expected to possess
up-to-date information about the business
relationship.»
Yet, shortcomings are regularly noted in insurance
professionals’ current knowledge of their customers,
particularly with respect to politically-exposed
persons (PEPs).
A better knowledge of customers throughout the
business relationship results not only in a clearer
analysis of the transactions declared, but also in
the submission of an STR at the beginning of the
business relationship (rather than when policies are
cashed in, as is all too often the case).

Behind the insurance sector’s increased involvement
in AML/CFT efforts, there is substantial divergence.
Although certain entities have introduced appropriate
and effective procedures (such as greater intra-group
exchanges, customised IT tools and alert management
procedures), others seem unaware of exactly what is
at stake in the fight against money laundering and
terrorist financing. In 2015, Tracfin continued to
hold bilateral meetings with reporting entities in the
insurance sector, particularly with respect to activity
reports. During the year, the Unit met with 14 professionals who were responsible for 1,196 STRs (47% of
this sector’s submissions).

WHEN MUST STRS BE SUBMITTED?
Tracfin notes that paragraph 1 of Article L.561-16 of the
French Monetary and Financial Code (CMF) stipulates
that reports should, in principle, be submitted prior to
execution of the transaction, particularly as it allows
Tracfin to exercise its right to object.
The CMF nevertheless allows for derogation from this
principle (paragraph 2 of Article L.561-16): a report may
concern «transactions that have already been executed
where it was impossible to defer their execution, or
because their deferral could have obstructed ongoing
investigations where a request had been made by the
competent authorities, or because the suspicion did not
appear until after the execution of the transaction in
question. In these cases, the financial entity shall submit
a suspicious transaction report without delay.»
The exception should not become the rule. However,
Tracfin has observed that nearly all STRs issued by the
insurance sector are submitted after execution of the
suspicious transaction.
Similarly, considerable time (several months) is
sometimes allowed to elapse between the execution
of the transaction and the submission of the STR. The
timelines are not always clarified by the investigations
carried out by the reporting entity.
STRs submitted too late can serve as proof that an entity
is failing to conduct due diligence. Pursuant to Article
L.561-30 of the CMF, Tracfin may inform the ACPR of such
breaches.

Fact sheet 3 - Money changers
A number of factors set money changers apart from
other financial-sector reporting entities; these include
their foreign exchange activities (gold and currency),
the institutions that make up the profession, how they
are organised, their AML/CFT approach and their reporting practices.
In 2015, Tracfin received 1,709 STRs from 67 money
changers. This represented a sharp increase over 2014
(+49.8%), ending two years of poorer results.
Reporting practices by money changers vary widely.
Of the 177 changers registered as of 1 January 2015,
67 submitted at least one STR during the year. Five of
them accounted for 60.7% of the 1,709 reports. The
absence of suspicion and the non-regular nature of
foreign exchange transactions, not to mention a poor
understanding of the legal framework and of reporting
and due diligence obligations, are often factors behind
a lack of reporting activity.
From a quality standpoint, a significant number of STRs
lack analysis and research into the individuals mentioned in the reports, and/or do not provide enough perspective on the suspicion that gave rise to the STR. All
too often, they simply offer a brief description of the
transaction. For this reason, the reports submitted to
Tracfin frequently fall under the heading of Systematic
Communications of Information (COSIs).
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Poor quality STRs impede the use of intelligence
provided by this profession. STRs submitted by money
changers in 2015 resulted in only 3 court referrals and
14 referrals to government departments.

Example
Amounts involved: €170,000
Following a money changer’s identity check on a customer
and various cross-checks carried out using the company’s
IT system, it was found that the customer had carried out
exchange transactions in other branches of the same company under different names.
Tracfin’s investigations revealed that an arrest warrant
had been issued for Mr X, who was unemployed, for fraud
and falsifying government documents. A financial analysis
shed light on his modus operandi, which consisted of opening dozens of bank accounts under different names using
false identification, and then taking out significant sums in
cash via withdrawals, exchange transactions and transfers
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sector-specific implementing principles (https://acpr.
banque-france.fr).

of funds with the help of «high end» credit cards issued by
several banks. These various transactions allowed Mr X to
run up a total debt of over €170,000 at several banks.
The case was handed over to the judicial authorities for
suspicion of fraud, forgery and use of forged government
documents and laundering the proceeds of these offences.

ELEMENTS OF CUSTOMER DUE DILIGENCE
Money changers are forced to work with the due
diligence elements with which they are presented,
including:
–– The customer’s ID, nationality and behaviour
–– The type and amount of the transaction, and its
consistency with what the money changer knows
about the customer and the paperwork provided

INSURANCE INTERMEDIARIES
AND THE APPOINTMENT OF TRACFIN
DECLARANTS AND CORRESPONDENTS
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Articles R.561-23 and R.561-24 of the French Monetary
and Financial Code oblige financial sector reporting
entities, including insurance undertakings, insurance
intermediaries, mutual insurance undertakings and
benefits institutions, to appoint Tracfin declarants
and correspondents. Depending on the entity’s
organisation and/or size, the functions of declarant
and correspondent may be carried out by one person.
Tracfin and the ACPR must be notified of the appointment
of these persons, and they must also be informed of
any changes of these persons. This is an essential
obligation, but one that the majority of insurance
intermediaries fail to fulfil. Failure to do so, specifically
the failure to appoint a correspondent, could hamper
investigations carried out by Tracfin. Sometimes Tracfin
staff who wish to send information requests to insurance
intermediaries find that no correspondent has been
named.
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In its efforts to build a more effective AML/CFT system,
Tracfin calls on insurance intermediaries to be more
vigilant in this area, and encourages them to comply
with the regulations in force as quickly as possible.

Information that the money changer is able to glean
from any post-transaction research using publiclyavailable databases comes in addition to these elements.
Thus, in the case of unusually high amounts, the money
changer should systematically try to find out the reasons
and should carry out an in-depth assessment. A report
should be submitted to Tracfin if reasonable assurance
is lacking as to the legitimate origin of the funds or
their use. For example, in the case of transactions
involving very large amounts that are inconsistent with
normal transactions associated with tourists, the money
changer should gather sufficient documentary evidence
for an STR. In this respect, it should be pointed out that
the declarations of cash required by French Customs
upon arrival in French territory are not commensurate
with AML/CFT requirements concerning the origin and
source of funds, and cannot by themselves serve as
documentary evidence for the purposes of reporting a
suspicion concerning an atypical transaction.
New regulations concerning thresholds
for producing ID
Starting on 1 January 2016, Decree no. 2015-1338
of 22 October 2015 obliges money changers to ask
for identification for transactions involving €1,000
or more (previously the threshold was €8,000).

In 2015, on a like-for-like basis, the reporting activity
in the payment institutions sector increased by 86.5%.
These results, however, conceal some sharp disparities:
93% of STRs were submitted by the traditional cash
transfer sector. Only 7% had to do with payment service
transactions on behalf of a third party1.
In 2015, 1,576 STRs related to transfers of funds by
banks were received. In France, this is due to the
overwhelming use of traditional channels to transfer cash. At a time when technological payment solutions are increasing and when Fintechs2 are on the
rise, the number of reporting entities, which operate
under French law as payment institutions or use their
European passport to exercise the right to freedom
of establishment, is expanding. The payment service
sector has become highly diversified in recent years and
is continuing to change3. The use of new technological
means to transfer funds or pay for goods and services
is upending the AML/CFT system. Today, the goal is to
detect and cover risks inherent in:
–– E lectronic identification of the instructing party or
beneficiary
–– Flows unconnected with banking (cash transfers) or
only partially so (transit via a payment account)
Given the above, payment institutions must expand
their due diligence to include financial transactions for
smaller amounts that are often isolated or occasional,
that are of short duration, and for which the economic
justification is rarely known.
This effort must go hand in hand with complete
and reliable information being held by the payment
institution. Tracfin often observes a lack of information
concerning those sending or receiving funds (identification and financial elements).
These elements should lead to a reasoned analysis in
the STR4. However, Tracfin receives a significant number of STRs devoid of analysis of flows, but to which
are appended a table of cash transfers or transactions.

1 Excluding payment service transactions on behalf of a third party
by electronic money institutions.
2 Companies that use new technologies to offer innovative financial
services.
3 Cf. Directive (EU) 2015/2366 of 25 November 2015 on payment
services in the internal market («PSD2»)
4 Article R.561-31III 5 of the CMF

Although such tables are an essential part of assessing
the STR, they are no replacement for an analysis.
Reporting entities are thus encouraged to use their
knowledge of the products and means available to
them to analyse suspicious transactions and to provide a rationale for their STR submissions. They should
assess the various risks associated with each product:
basic cash transfer, sending money to a crowdfunding
platform, paying into jackpots, etc. Numerous transactions in a short period of time, transactions that have
been split up, a disproportionate number of occasional
transactions or disproportionate amounts being sent
to a single beneficiary, inconsistent locations of flows
– these are all warning signs that should be assessed
in light of the payment solution chosen and customer
due diligence.

THE CONCEPT OF THE PERMANENT
REPRESENTATIVE AND REPORTING
OBLIGATIONS TO TRACFIN
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Reporting practices cover the activities of ACPRapproved payment institutions, but also payment
institutions that use their European passport to exercise
the right of freedom of establishment. These entities
are subject to the same AML/CFT reporting requirements
as their ACPR-approved counterparts. Note that these
institutions, under the provisions of Article L.561-3
of the French Monetary and Financial Code, must
appoint a permanent representative who is a French
resident. Under the provisions of Article R.561-3 of the
Monetary and Financial Code, representatives must make
themselves known to Tracfin. As part of their activity in
France, representatives must submit STRs to the FIU of
the country in which they are doing business – in this
case, to Tracfin.
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Fact sheet 4 - Payment institutions

THE CONCEPT OF INFORMATION EXCHANGE
FOR THE PURPOSES OF AML/CFT-RELATED
DUE DILIGENCE OUTSIDE THE NOTION OF
THE GROUP1
By going through a bank, a payment institution and
an electronic money institution, the same customer
can carry out multiple transactions involving various
products on the market.
In such cases, French financial reporting entities, in
compliance with the provisions of Article L.561-21 of
the CMF, can ascertain the existence and the content of
an STR for a specific customer and a specific transaction
between banks and payment / electronic money
institutions.

1 Article L.561-21 of the CMF
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Tracfin is in regular contact with payment institutions
concerning the transactions they carry out and how
they are processed. As part of this, the Unit is making
professionals in this sector aware of the key role they
play in combatting money laundering and terrorist
financing, even if the information they provide seems
to be of minor importance given the relatively small
amounts of money or restricted number of transactions. As it turns out, this information could be used to
supplement existing information, or it could highlight
new patterns of fraud. Certain typologies that Tracfin
has detected were only brought to light as a result of
STRs submitted by payment institutions.

ELECTRONIC MONEY INSTITUTIONS
With 6 ACPR-approved companies and 7 others carrying
on their business under freedom of establishment
arrangements in France, the activity of electronic money
institutions might seem inconsequential.
However, the economic reality of the situation is much
more complex. A large number of electronic wallets,
prepaid cards and other electronic media that are
accessible on line or from local shops, and that are
used as vectors for electronic money transactions, are
distributed outside the banking network.
Technology has made it easy to circulate electronic
money, which is similar to cash. Electronic payment
institutions are meeting a genuine economic need: fast
and easy payments without the need for cash, immediate
cash flow requirements, circulation of money on an
electronic chip in complete safety and regardless of the
currency, or ways to structure and monitor business
expenses.
Despite their many advantages, certain aspects of these
electronic media increase their vulnerability in terms of
AML/CFT, including the partial or complete anonymity
they offer, the speed of transactions, their easy
availability in local shops, etc.
Given the above, electronic money institutions need to
implement adapted due diligence measures as regards
AML/CFT. They should introduce means to allow them to
ensure that transactions are traceable and economically
coherent, and to monitor their distribution networks.
Institutional and operational exchanges between
Tracfin and electronic money institutions have led to
the discovery of fraudulent systems using electronic
accounts that were opened using false documents. These
fraud systems are characterised by the financing of
illegal activities, transfers of capital without declaring
them to the authorities, and payment for undeclared
work.
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The Unit calls on electronic money institutions working
within France to play an active role in combatting money
laundering and terrorist financing.

Under the supervision of the Autorité des Marchés
Financiers (AMF), as part of their due diligence and
reporting requirements, financial investment advisors
and investment management companies may refer to
the guidelines drawn up by Tracfin and the AMF (Joint
Guidelines on Reporting Requirements with Regard
to the Prevention of Money Laundering and Terrorist
Financing – www.economie.gouv.fr/files/lignes_
amf_2016.pdf) and to the AMF’s educational guide
for financial investment advisors (Educational Guide
on the Obligations of Financial Investment Advisors
in the Fight Against Money Laundering and Terrorist
Financing – www.amf-france.org).
Despite the increase in reporting activity by these two
groups (+40% for financial investment advisors and
+150% for investment management companies), the
number of STRS submitted remains low (35 and 58,
respectively). Moreover, a significant number of these
STRs only indirectly concerned activities linked to the
two professions, some of them dealing with cashing in
life insurance policies.
The participation of financial investment advisors and
investment management companies in the AML/CFT
system is thus far from ideal. This is all the more vital
since these entities, by the nature of their activities,
should play a key role in combatting money laundering
and terrorist financing.

THE KEY ROLE PLAYED BY FINANCIAL
INVESTMENT ADVISORS AND INVESTMENT
MANAGEMENT COMPANIES IN THE FIGHT
AGAINST MONEY LAUNDERING AND
TERRORIST FINANCING
As part of a money-laundering operation, the use
of a financial investment advisor and investment
management company may serve to legitimise the
transaction while making it less transparent to
eliminate any suspicion by adding a «shell» between
a financial intermediary and the individual carrying
out the transaction. In situations where the point of
using a financial investment advisor or investment
management company to conceal the final beneficiary
of a transaction, an STR should be submitted under the
conditions provided for in the French Monetary and
Financial Code. Given their roles and the documents
provided by their customers, these entities are in a
position to assess the consistency of the transactions
requested in view of their assets, income and investment
strategy. These reporting entities have a good
knowledge of their customers and their customers’
assets.
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Financial investment advisors and investment
management companies should be capable of tracing the
source of their clients’ funds, particularly those coming
from abroad. If not, an STR should be submitted under
the conditions provided for in the French Monetary and
Financial Code.
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Fact sheet 5 – Financial investment
advisors and investment management
companies

NON-FINANCIAL REPORTING
ENTITIES
Breakdown of reporting entities
within the non-financial sector
in 2014

Notaries, 42.5%

Sports agents, 0%

Bailiffs, 0.9%
Receivers and trustees, 4.1%

Accountants, 8.8%
Auditors, 3.4%
Dealers in precious goods, 0.7%
Auctioneers, auction houses, 1.1%
Real estate professionals, 1.2%
Casinos, 11%

Commercial registered
office providers, 0.3%
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Lawyers, 0%

Organisers of games of chance
and sports and horse-racing betting, 7.6%
Online gaming operators,18.4%

Breakdown of reporting entities
within the non-financial sector
in 2015

Notaries, 35.4%

Bailiffs, 1.4%
Sports agents, 0%

Receivers and trustees, 18.7%

Accountants, 10.2%
Auditors, 3.1%
Dealers in precious goods, 1.0%
Auctioneers, auction houses, 1.2%
Real estate professionals, 1.2%
Casinos, 15%

Commercial registered
office providers, 0.1%

Lawyers, 0%

Organisers of games of chance
and sports and horse-racing betting, 7.5%
Online gaming operators, 5.2%

Breakdown of reporting entities
in 2015
Bailiffs, 0,09 %
Financial investment advisors,
investment management
companies, investment
companies, 0,46 %
Money-issuing institutions
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Digital currency
establishments,
0,01 %

Auctioneers,
auction houses, 0,08 %

Banks and credit institutions, 75.78%
Payment institutions, 7.06%
Money changers, 3.95%
Insurance sector, 5.89%
Notaries, 2.30%
Receivers and trustees, 1.22%
Chartered accountants,
statutory auditors, 0.87%
Gaming sector, 1.80%

With 996 STRs submitted in 2015, notaries lead the field
among reporting entities in the non-financial sector.
Some clarifications are nonetheless needed. First of all,
reporting activity by notaries was down 4% over 2014,
and has returned to its 2012 level (995 STRs). In addition, the plateau of about 1,000 STRs annually needs
to be seen against the sharp decrease in the relative
share of notaries in reporting flows (29% of STRs from
the non-financial sector in 2015, against 57% in 2012).
Although 95% of STRs received concerned private
real estate transactions, other areas within the scope
of their profession that could be the focus of reports
– such as inheritances, loan agreements, gifts, and the
commercial sphere (off-plan sale transactions, commercial lease transactions, share transfers, etc.) remain
unexplored.
Real estate investments are a preferred means for integrating illicit funds into the legal economy; the indispensable role played by notaries in the purchasing
process give them a key role in detecting and preventing money laundering operations. In this area, however, the growth in the number of STRS does not match
the increase in real estate transactions, which reached
792,000 operations in November 20151. The discrepancy
is most noticeable in luxury real estate sales, which
expanded dynamically in 2015 in both Paris and the
rest of France2.
The use of the Ermes online reporting system is expanding within the profession, and now stands at 60% of
all submissions. For reports submitted by means other
than Ermes, one out of every six STRs was not in compliance with Article R.561-31 of the Monetary and
Financial Code for the following reasons: lack of signature and failure to use the dedicated form (available on
Tracfin’s website), which deprives the reporting entity
of coverage by the provisions of Article L.561-22 of
the French Monetary and Financial Code concerning
exemption from criminal liability. Using Ermes ensures
that STRs are admissible.

1 12% increase year-on-year in the number of transactions involving existing housing, 10% increase in gross sales of single-family houses over the last 12 months (Source: Note de conjoncture
immobilière (Real Estate Trends), January 2016, published on the
www.notaires.fr website in November 2015).
2 A 38% increase in transactions in 2015 over the previous year
for the Barnes network of international estate agents (Source:
«Immobilier de luxe : les ultra-riches reviennent à Paris», Les Echos,
21 January 2016).

Tracfin notes that notaries’ involvement varies widely:
out of more than 450 notaries’ offices, less than 13%
of them submitted at least one STR to the Unit in 2015.
Although the quality of certain STRs is improving, a
large number of them cannot be used. This is due to
sketchy summaries of the facts, a lack of supporting
documentation to back up the claim, or STRs that are
submitted solely on the basis of the buyer’s nationality or the lack of analysis. The Unit strongly hopes that
the sector will improve its customer due diligence, as
well as systematically appending relevant documents
such as copies of deeds, bank transfers and personal
identification.
To this end, given that an entity may not have in its
possession all of the elements relating to a transaction, or that new elements may come to its attention,
a supplementary STR may be submitted with this new
information. These types of submissions, which are
little used by notaries (41 supplementary STRs received
in 2015), allow the Unit to fill out its understanding of
a case.
Every STR and supplementary STR, as well as all attachments submitted to Tracfin are strictly protected,
under the provisions of Article L.561-19 of the French
Monetary and Financial Code.
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In 2015, 7 out of the 43 disclosures to supervisory
authorities and the courts for disciplinary reasons had
to do with notaries who had failed to comply with AML/
CFT reporting requirements, basically for a lack of due
diligence as regards the origin of the funds, but also for
inadequate responses to Tracfin’s information requests.
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Fact sheet 6 - Notaries

Case study
Lack of due diligence
On 1 May 2015, Mr X and his spouse Ms X, set up a property
investment company X&Y, in which they were equal shareholders, for the purpose of carrying out a real estate transaction.
On 10 May 2015, the couple decided to use their company to
purchase a house for €2 million. On 1 June 2015, X&Y sold
48% of its share capital to Alpha, a company governed under
the laws of a Middle Eastern country. On 30 June 2015, the
bank account of the notary handling the real estate transaction was credited with a wire transfer of €700,000 from
an account belonging to Alpha that had been opened in a
bank operating in a Middle Eastern country.
On 5 August 2015, X&Y purchased the aforementioned property with the help of a €700,000 bank loan and a personal
down payment of €550,000. The deed was notarised by the
notary.
Tracfin’s investigations:
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A consultation of the tax databases showed that in 2015,
Mr and Ms X declared earnings of nearly €400,000. They did
not state that they had any assets in a foreign bank account.
An information request was sent to the couple’s French
notary in an attempt to obtain the identities of Alpha’s
shareholders. The documents provided in response indicated only the company’s representatives, not its owners.

And yet, the involvement of Alpha in this real estate
transaction, which was theoretically for the purchase of a
private home by individuals, is atypical. Moreover, due to (i)
the lack of transparency around Alpha and the impossibility
of identifying its real owners and (ii) its location in a Middle
Eastern country, it was suspected that the transaction had
been set up to hide a part of Mr and Ms X’s income. Thus, the
notary’s suspicions should have been raised by the following
elements:
– The sequence of the real estate transaction
– The intervention of a foreign entity from a Middle Eastern
country
– Lack of knowledge of the legal origin of the payments made
Based on the above, the notary should have submitted an
STR to Tracfin. However, the Unit learned of this transaction
from an STR sent by a bank. Moreover, Tracfin’s information
request showed that the notary had not carried out even the
most basic checks on the real owners of the foreign company. The notary should have ensured the legitimate origin
of the funds paid into its accounts. This situation was reported to the Public Finances Directorate General. Tracfin also
informed the Chamber of Notaries in the département where
the notary is located, as well as the competent Public Prosecutor’s Office, for breach of due diligence and reporting
requirements.

ify
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1 May 2015: X&Y signs a purchase
agreement for the acquisition
of a house for €2 million

SCI X&Y

5 August 2015: purchase of property
with a €700,000 bank loan and a
personal down payment of €550,000
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1 May 2015: creation of the X&Y property
investment company for the purpose of
a real estate purchase

50%

30 June 2015:
€700,000 is wired
into the notary's
bank account

50%
Mr X

Ms Y

Company Alpha

1 June 2015: Mr and Ms X transfer 48%
of their company's share capital
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Between 2012 and 2015, real estate professionals
(including estate agents, property managers, developers and, since 20141, co-ownership managers) submitted an average of 30 STRs annually, a stable but low
figure.
Generally speaking, given that the real estate sector is
on the front line of the fight against money laundering
and terrorist financing, the volume of STRs submitted
by these entities should be of an entirely different order
of magnitude.
The few declarants include major players in the
sector. Nevertheless, only fifteen separate entities
submitted one or more reports in 2015 – a year that
witnessed nearly 803,000 transactions involving existing housing2.
Real estate professionals who have networks of agencies throughout France submitted a total of 25 STRs
out of the 35 reports that Tracfin received during the
year. Of this total, two major banking groups that have
their own real estate divisions submitted 8 and 10 STRs,
respectively, leading one to assume that these divisions
partly benefited from the AML/CFT experience of their
parent company.
On the other hand, the number of STRs submitted by
independent professionals or franchises was low (10 out
of 35 submissions in 2015). Generally, they only submit
one STR per year.
It should be pointed out that the reporting activity of
entities specialising in luxury properties was almost
non-existent, despite the exposure of this sector to
money laundering risks.
In 2015, the Unit noted that 501 real estate professionals were registered as reporting entities – an extremely
low number in comparison with the estimated 30,000
real estate agencies operating in France (Source:
FNAIM).
Between 2012 and 2015, the few professionals that submitted STRs were located in the Greater Paris region,
but this figure slightly decreased in 2015 (41% of
declarants).

1 Subject to AML/CFT reporting requirements by the Act of 24 March
2014 (the Alur Act).
2 Source: INSEE

Moreover, there was little or no reporting activity from
entities located in regions where the real estate market is booming and where transactions can represent
large sums; these regions include Provence-Alpes-Côte
d’Azur, Rhône Alpes, Corsica and the overseas départements and communities.
In recent years, the amounts declared by real estate
professionals have rarely exceeded €1 million, which
is completely out of phase with the amounts reported
by other entities connected with the real estate sector
(notaries and the Caisse des Dépôts et Consignation,
CDC). About a third of STRs submitted by these latter
entities were for amounts of more than €500,000. As
a result, the lack of STRs from real estate professionals
concerning large sums is inexplicable. The 35 reports
that Tracfin received during the year were most often
due to a lack of information about the origin of funds
(loan-free acquisitions made from abroad), the presence of a complex legal structure or the suspicion that
the «purchase» was a concealed donation to the buyer.
STRs from this sector were often of poor quality, and the
supporting documentation was sometimes missing or
unreadable. They did not contain a real analysis of the
facts nor did they clearly define the suspicion.
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Real estate professionals cannot be exempted from
submitting STRs by relying on the vigilance of other
reporting entities that are party to the transaction
(notaries in particular).
As a reminder, they can submit STRs concerning transactions that are cancelled, rescheduled or based on the
small amounts paid to reserve a property (as in the case
of off-plan sales). We also recommend that they submit
supplementary STRs to provide details on how the case
was followed-up and how the transaction was financed
(if known) and any information required to identify the
client.
In any case, real estate professionals should familiarise themselves with the DGCCRF-Tracfin guidelines
(www.economie.gouv.fr/Tracfin/lignes-directrices).
These guidelines discuss the legislation in force and
show how these entities should fulfil their due diligence
and reporting requirements (detection of anomalies,
analysis of the facts leading to a suspicion, and how
and when to declare). Similarly, we feel it is our duty to
point out that AML/CFT requirements are also applicable
to real estate consultations, and that submitting an STR
to Tracfin does not automatically put the transaction on
hold.
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Fact sheet 7 – Real estate
professionals

AML/CFT SUPERVISION FOR REAL ESTATE
PROFESSIONALS
In 20091, the DGCCRF became the supervisory authority
for real estate professionals as regards AML/CFT
reporting, and the National Enforcement Committee2
(CNS) was set up and tasked with sanctioning noncompliant reporting entities (including real estate
professionals).
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The difficulties faced by the sector since 2008,
together with the expansion of online agencies and
networks of independent agents in competition with
the so-called «traditional» agencies, have led to a
drop in the number of real estate agencies in France
and to changing professional practices. These changes
should be accompanied by greater understanding and
implementation of AML/CFT requirements within the real
estate community, regardless of the type of structure
in which professionals operate (national network,
franchise, independent agency). Frequent reminders
of existing regulations and training efforts will help
raise awareness of AML/CFT issues and, as a result, allow
for the gradual introduction of appropriate AML/CFT
structures.

1 Order no. 2009-104 of 30 January 2009
2 Decree of 10 December 2009

–– The incorporation, administration or management
of trusts governed by Articles 2011 to 2031 of the
Civil Code or by a foreign legal system, or of any
other similar structure
–– The incorporation or administration of endowment
funds
Lawyers are professionals that are likely to be involved
in particularly complex cases.
Thus, Tracfin would like to call their attention to a wellknown case study.

Example
Lawyer X is instructed by a client to negotiate the sale of a
business for €1 million. He performs all due diligence with
respect to knowledge of the client, and begins negotiating with the buyer’s lawyer. In the course of negotiations,
Lawyer X asks his counterpart about the origins of the funds
that will be paid over to him. The other lawyer refuses to
disclose this information.
Lawyer X knows his client very well. In the interest of his
client, he should proceed with the sale of the business.
However, because of a lack of knowledge about the origin of
the funds paid by the buyer, he has doubts about the transaction. In this situation, pursuant to Article L.561-22 of the
Monetary and Financial Code, only by submitting an STR to
Tracfin can Lawyer X be released from any professional, civil
or criminal liability should the purchase of the business be
linked to a money-laundering circuit.

Fact sheet 8 - Lawyers
Under the provisions of Article L.561-3 of the Monetary
and Financial Code, lawyers are subject to reporting
requirements when:
• They participate for and on behalf of their client in
any financial or real-estate transaction or act as a
fiduciary
• They assist their client in the preparation or
execution of transactions relating to:
–– The buying and selling of real-estate or businesses
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–– The management of funds, securities or other
assets belonging to the client
–– The opening of current accounts, savings accounts
or securities accounts or insurance contracts
–– Organisation of the contributions required to set
up companies
–– The incorporation, administration or management
of companies

THE ROLE OF THE PRESIDENT OF THE
BAR ASSOCIATION FOR LAWYERS
AT THE CONSEIL D’ETAT AND THE COURT
OF CASSATION AND THE PRESIDENT
OF THE BAR WITH WHICH THE LAWYER
IS REGISTERED
The president of the bar association for lawyers at
the Conseil d’Etat and the Court of Cassation and the
president of the bar with which the lawyer is registered
are supervisory authorities for lawyers. Under the
provisions of Articles L.561-3 and L.561-17 of the
Monetary and Financial Code, lawyers must submit their
STRs to their supervisory authority, who will examine
their legality, and who then must submit STRs directly
to Tracfin.

Fact sheet 9 – Bailiffs
When compared with the number of bailiffs working in
France (3,265 as of 1 January 2014)1, the number of
STRs submitted by this group in 2015 remained low
(39). A geographic breakdown of the submissions shows
that the highest number came from the Rhône Alpes
region (17 STRs) followed by Limousin (8 STRs). On the
other hand, only a very few STRs (3 in 2015) came from
the Greater Paris region.
The 39 STRs all referred to the suspicious origins of cash
payments. The amounts of money were mostly small:
95% of submissions in 2015 concerned sums under
€100,000.
STRs drawn up by bailiffs are generally brief and only
include little supporting documentation. This makes it
difficult for the Unit to make use of them.
We recommend appending all documents that could be
useful for analysing the STR, such as the court ruling at
the origin of the case. When Tracfin examines a case, it
needs to have all the contextual elements.

Fact sheet 10 – Court-appointed
receivers and trustees
There was a noticeable and exemplary upswing in STRs
submitted by court-appointed receivers and trustees
(AJMJs) in 2015: 528 compared with 100 in 2014.
This was due in part to the active involvement of the
profession’s representative body, the Conseil National
des Administrateurs Judiciaires et Mandataires
Judiciaires (CNAJMJ), which has rolled out a largescale information and training programme for its members. The CNAJMJ offers training courses throughout
France, which has helped to make a large number of
professionals aware of the AML/CFT system. Receivers
and trustees gain a better understanding of the legal
definition of a money-laundering operation and how it
is carried out, and learn about due diligence and reporting requirements, and the risks they run in not complying with these requirements.
A detailed analysis of the reporting practices by professionals in this sector shows that most STRs were
submitted from regions of France with thriving economies, such as the Provence-Alpes-Côte d’Azur region
(30% of STRs received), the Greater Paris region (21%)
and the Rhône-Alpes region (14%). Two-thirds of STRs
submitted in 2015 came from one of these three areas.
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Conversely, certain areas at high risk of AML/CFT activities submitted few or no STRs. This was true for the
Aquitaine region (16 STRs) and Corsica, which filed no
STRs at all in 2015.
The STRs received showed a marked improvement in
quality, although some were still sketchy and/or did
not back up the suspicion.
The amounts reported in STRs should be estimates of
the amounts that are suspected to be criminal in nature
(for example, estimates of misused company assets,
the potentially illicit source of a contribution, etc.). If
the entity cannot reliably establish a figure, the total
liabilities declared at the date of payment default could
be used.

1 Source: Ministry of Justice – «Statistics relating to bailiffs»,
issued on 1 January of each year
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If a case has been referred to the public prosecutor,
the statement of facts in the STR should include any
measures taken by the competent prosecutor’s office
– disciplinary proceedings, criminal investigations, etc.

STILL TOO MANY INADMISSIBLE STRS
In 2015, the FIU received 26 inadmissible STRs
(nearly 5% of the total submitted). This principally
stemmed from a lack of information about the
identity of the customer and/or the beneficial
owner, the purpose and nature of the business
relationship or the timeline of the transaction, as
well as failure to use the online STR form accessible
on Tracfin’s website. Only 31% of these cases were
rectified. For greater security, Tracfin recommends
using the Ermes e-reporting platform. In 2015,
unlike other reporting entities, the percentage of
STRs submitted by court-appointed receivers and
trustees using Ermes actually declined from 36% to
32%.
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Tracfin’s investigations

Case study
Misuse of company assets by
concealing assets abroad during
a safeguard procedure, forgery and
the use of forgeries, and tax evasion

On the credit side, the company’s bank accounts received
payments from customers in the construction sector.
The Unit was alerted by the outflows recorded during the
safeguard procedure:

The FIU’s attention was drawn to unusual activity on the bank
accounts of Company A that could be associated with undeclared labour and concealment of activity. As it turned out,
the company had been making large-scale use of temporary
employment agencies that sidestepped France’s labour laws
(no declaration of employees, companies managed by individuals connected to Company A, frequent statutory changes,
companies active for only a few months). An analysis of the
flows involved revealed a fraudulent scheme involving foreign
bank accounts and company structures.
After this first report, Tracfin then received the following
information:
«Following its creation, Company B, which is managed by
the same persons as Company A, and which manufactures
and markets metal structures for the construction industry,
experienced a surge in growth, with turnover passing from
€15 million to €60 million in a year.
In October 2014, the CEO of the company was charged and
then placed in temporary detention.
Litigation with a supplier put Company B in serious financial
difficulty. In this context, the safeguard procedure under
which it had been operating since May 2014 ended in courtordered liquidation in April 2015.»

• In 2014, Company C received more than €3.8 million
from Company B. Subsequent investigations revealed
another recently-created letterbox firm with a bank
account in another EU Member State. The company had
no production facilities nor bank account or employees
declared in France. It was unknown in the French
metallurgy sector.
The initial suspicion was that Company C was being used to
set up a carousel fraud scheme. The shell company issued
fake invoices and thus was able to collect the related VAT.
The wire transfers to Company C stopped in October 2014, at
the same time that the CEO was placed in detention.
• In four months, Company B transferred more than
€920,000 to its parent company in a Middle Eastern
country. These transactions took place right before
Company B was placed in court-ordered liquidation.
These various transactions imply that:

• There was a desire to postpone the start of liquidation
proceedings in order to transfer some of the company’s
assets abroad

Between January N+2 and October N+2:
Transfer of flows towards Company C

Located in
a high-risk
Middle Eastern
country

Company C

• Letterbox company
•

In €92
4 0,0
mo 0
nt 0
hs

• Newly-created company

May N+2: Opening of the safeguard
procedure following litigation
with a supplier

Parent Company B
€
In 3.8
10 m
mo illio
nt n
hs
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• Throughout 2014, a system of shadow billing was used to
illegally collect VAT

Transfer
of assets abroad

October N+2: CEO taken into custody

November and December N+2:
hearings before the Commercial Court

Bank account in Spain

• No employees

metallurgy sector
Company B
Metallurgy
False invoices allowing
the company to:

• Illegally collect VAT
• Push back the start of

liquidation proceedings

• Same managers
as Company A

• Very high turnover

Year N: €15 million
Year N+1: €60 million

From January N+3 to April N+3:
Transfer of flows to parent company

April N+3: proceedings shifted
to court-ordered liquidation
until May N+3

May N+3: Company discontinues
activity
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• Unknown in the
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Fact sheet 11 – Commercial registered
office providers

Warning signs for commercial registered office
providers:

Very few STRs were submitted by commercial registered
office providers in 2015 (3). In addition, they were brief
and provided very little background.

• A recently-created company

Most of them, however, included attachments, in particular the lease agreement and identification elements
gathered when the company was being set up, as well
as updates to these elements. As a reminder, as part
of Tracfin’s STR analysis process, these contextual
elements are vital.

• A series of statutory changes in a short space of time

Over the past several years; the sector’s supervisory
authority (the Directorate General for Competition
Policy, Consumer Affairs and Fraud Control – DGCCRF)
has mounted information campaigns targeting registered office providers. The DGCCRF frequently reminds
these reporting entities of the critical role they play
in KYC and in the legal framework of the offence of
money laundering, which the entity should be capable
of detecting in its business relations with its customer base. The business activity, the type of exchanges
with managers and statutory changes are the key elements available to the office provider – a set of clues
that could lead to a suspicion of money laundering or
terrorist financing.

SHELL COMPANIES
The FIU is regularly alerted of cases of managers
of multiple firms registering with office providers.
Generally, they have a fictitious business activity or are
known to Tracfin for cases of undeclared work. Most of
the time, these letterbox companies are in existence for
between 6 and 18 months, and disappear before the tax
authorities become aware of any failure to comply with
reporting requirements.
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Office providers can thus play a key role in combatting
the fraud perpetrated by shell companies, which has a
significant impact on France’s public finances.

• A lifespan of less than 18 months
• A rapid surge in turnover
• Lack of financial statements
• The young age of the managing partner
• A sensitive business sector (construction, telephony,
training, security, IT, etc.)
• Staff and resources (storage, logistics) unrelated to
the normal practices of the sector

TRACFIN AND COMMERCIAL COURT
CLERKS (GTC) – AN ACTIVE PARTNERSHIP
In April 2015, Tracfin and the National Association
of Commercial Court Registrars (CNGTC) signed a
partnership agreement. The goal was to carry out joint
AML/CFT-related actions. The agreement paves the way
for collaborative efforts, particularly as regards critical
issues such as firms with multiple management and shell
companies.
The initial results prove the relevance of such a
partnership, and have resulted in a substantial number
of cases in various areas, including misuse of company
assets, breach of trust, tax evasion, laundering the
proceeds of drug dealing and the creation of circuits to
gather and conceal illicit funds abroad.
This partnership has brought to light the frequent use
of commercial office providers by multiple managers of
shell companies to set up fraudulent schemes.

In 2015, Tracfin received 374 STRs from accounting professionals, an increase of 25% over 2014.
The representative bodies and supervisory authorities
(the Governing Council of Chartered Accountants, the
National Company of Auditors, the Regional Company of
Auditors, and the High Council of Auditors) have taken
steps to increase these professionals’ awareness of the
AML/CFT system. In particular, they offer training in
the due diligence and reporting requirements that each
reporting entity needs to put in place. The Governing
Council of Chartered Accountants’ newly-created AML
Committee has rolled out an extensive AML/CFT training
programme aimed at chartered accountants and their
associates.
Despite the improved reporting figures, the number of
STRs received remains low in comparison with these
entities’ reporting potential. Both chartered accountants (depending on the extent of their remit) and
statutory auditors have a global view of the financial
activities of the economic stakeholders with which
they work, particularly cash transactions, partners’
current account contributions, capital increases and
equity investments. Moreover, accounting professionals are active in many types of structures. Although
chartered accountants are the preferred partners of
SMEs, statutory auditors, who act in a legal capacity,
are called on to certify the accounts of much larger
organisations (public limited companies, partnerships
limited by shares, non-profit organisations that receive
more than €153,000 in public grants, etc.). Given their
ongoing and up-to-date knowledge of their customers’
economic and financial activities, they are uniquely
positioned in the fight against money laundering and
terrorist financing.
An examination of the geographic distribution of the
entities that submitted STRs shows a high concentration
in regions1 with high economic activity. Nearly half of
submissions came from the Greater Paris region (20%),
and from the regions of Rhône Alpes (11%), ProvenceAlpes-Côte d’Azur (9%) and Nord-Pas-de-Calais (8%).

1 As at 31 December 2015, the French territory was divided into
22 administrative regions.

Conversely, other, more sensitive regions in terms of
AML/CFT risks are under-represented. This is the case
with Corsica and France’s overseas regions, where
accounting professionals only turned in 12 STRs2 in
2015. And yet, these geographic areas are at risk in
terms of both organised crime and tax incentives that
are propitious for public finances fraud.

Every piece of documentation that could be of use
during examination of the case should be appended to
the STR. This could include the company or non-profit
organisation’s statutes that contain the identities of the
structure’s managers or partners, litigious invoices, an
extract from the till transactions, a cash management
agreement, etc. Including these documents helps speed
the processing of information and keeps Tracfin from
filing an information request with the reporting entity.
To help keeping STR submissions secure, entities are
encouraged to use the Ermes e-reporting system.
Ermes highlights the fields that must be filled in by the
reporting entity and ensure that exchanges (which are
entirely paperless and secured) remain confidential.
This is one of the main reasons why the majority of STRs
submissions by accounting professionals in 2015 were
carried out using Ermes (61.8% in 2015, compared with
49.5% in 2014).
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From a quality standpoint, accounting professionals
have made efforts to provide a better description of the
facts leading to their submission of the STR. However,
far too many reports are still too short and give little or
no background for the entity’s suspicions. As a result,
they are difficult to make use of. Generally speaking,
an accurate and detailed description of the suspicion
and the financial flows involved (debit and/or credit
transactions, cash withdrawals or deposits, international bank transfers, etc.), together with supporting
documentation mean that Tracfin can process the report
more effectively and avoid time-consuming information
requests.
Similarly, when the facts have been disclosed to the
Public Prosecutor, statutory auditors must ensure that
this is mentioned in the body of the STR in order to
facilitate coordination between Tracfin and the public
prosecutor’s office.

2 Réunion was responsible for 11 of the 12 STRs submitted.
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Fact sheet 12 - Auditors and chartered
accountants

Connecting the disclosure of criminal acts to the Public
Prosecutor with an STR was discussed in Tracfin’s newsletter for accounting professionals from March 2015,
available online from the Unit’s website.

Casinos

Fact sheet 13 - Gaming sector
professionals

The number of STRs submitted by casinos grew significantly in 2015 to reach 422, or a 56% increase from the
previous year. This trend goes hand in hand with a 33%
rise in the number of casinos that submitted at least
one STR during the year.

The gaming sector is of economic significance for
France. On average, citizens spend 0.8% of their budget
in this area, which expanded markedly in 2015, with a
2% increase in amounts waged.
The FDJ (France’s publicly-owned lottery and betting
company), casinos (which are resuming economic
growth after seven consecutive years in crisis) and
Internet-based sports betting operators are the primary
beneficiaries of this upturn.
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In 2015, Tracfin’s actions in this sector focused on
expanding its partnerships with operators, in a bid
to improve performance of their due diligence obligations. To this end, in late 2014 Tracfin created a position within the Analysis, Intelligence and Information
Department for a person responsible for relations with
gaming sector professionals. This analyst is their main
point of contact.
The Unit’s strategy has primarily involved organising
more seminars to increase the sector’s awareness of
AML/CFT issues, as well as leading technical working
groups to discuss the shortcomings that have been
identified.
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Overall, the number of STRs submitted by reporting
entities in the gaming sector fell by 13.8% over 2015
(780 STRs, against 905 in 2014). This does not necessarily imply that the involvement of gaming professionals
in AML/CFT efforts is diminishing; it is important to look
at the results from the various sub-sectors. And indeed,
one online gaming operator, which had submitted 439
STRs in 2014, only submitted 137 in 2015 (i. e. a 68.8%
drop). If we do not consider this reporting entity’s activity, we note a 38% increase in the gaming sector’s
submissions over 2014.

The casino sector is a particularly sensitive area, in that
France – with nearly 200 establishments on its territory – is the world leader speaking of casinos density.
Their activity is divided between slot machines (about
90% of gross gaming revenue) and traditional gambling
activities (10% of gross gaming revenue).

Submissions remain quite concentrated: 47% of STRs
received in 2015 came from just ten casinos, and the
list does not satisfactorily include the highest earners,
or those located in the most sensitive French areas.
The uneven application of AML/CFT standards can also
be observed in the quality of submissions.
Outside of ten or so casinos whose STRs meet Tracfin’s
requirements, reports submitted by the other 190 establishments were incomplete. The problems encountered included insufficient description of the suspicion
(inclusion of customer due diligence elements and
information from the casino’s records), less-than-ideal
targeting and recurring difficulties in accurately reconstructing customers’ gaming practices, particularly as
regards betting.
Given all of the above, Tracfin expects an increase in
submissions from the sector in 2016, especially from
the major players.

Banknotes-accepting slot machines mean that players
can place their money directly into machines, and do not
have to go to the cashier’s desk to bet. In these cases,
casinos are urged to use every element that the law
allows (records of chip purchases and revenues, CCTV,
etc.) to monitor the most suspicious gamblers.

La Française des jeux (FDJ)
La Française des Jeux (France’s publicly-owned lottery
and betting company) is a key player in the gaming
sector, and accounts for 40% of gross gaming revenue.
This gives FDJ a special responsibility in terms of AML/
CFT and makes it a key contact for Tracfin.
Tracf in has an excellent relationship with FDJ’s
gaming security division, based on responsiveness and
transparency.
In 2015, FDJ submitted 95 STRs, a slight increase over
the previous year.
The soundness of its submissions – particularly due to
the significant quantity of data and high-quality analyses they contain – means that FDJ exceeds sector
standards. As Tracfin understands it, this is the result
of the strong capacity of the gaming security division to
work in sync with FDJ’s support departments.
2015 witnessed a rise in the number of AML-related
submissions from certain points of sale that saw an
abrupt and significant rise in their turnover related to
sports betting. In 2016, it will be important to understand, ring-fence and control this risk by developing
the appropriate tools to better identify individuals who
gamble massive sums.

Pari mutuel urbain (PMU)
In a sluggish economic context, PMU – a key player in
horse-racing betting in France – saw a drop-off in its
activity in 2015. Nevertheless, it is still a major global player in this field. The size of PMU’s points of sale
network and its successful transition to online betting
make it one of the sector’s major stakeholders.

During the meeting, PMU stated that it expected its AML
office to get up to speed in 2016. The initial effects of
this new service were noticeable at the end of financial
year 2015, although they need to be confirmed.
In 2016, Tracfin’s expectations will focus on perfecting the tools that PMU has provided to its AML office,
improved contextualisation of suspicions (by making
greater use of elements at the company’s disposal) and
increased exchanges between the two stakeholders.

Online gaming websites
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Over the past few years, this sector has been shrinking,
and many authorised operators have disappeared.
Having consolidated, the online gaming sector is now
seeking a new growth path in sports betting.
Generally speaking, the sector presents low AML risks
compared with other gaming sectors, since AML issues
were satisfactorily addressed by Act 2010-476 of 12
May 2010 on the opening up to competition and regulation of the online gambling sector. Under the law, for
example, customers must identify themselves in order
to collect their earnings. Moreover, the information
stored by authorised operators means that gaming
practices (bets and winnings) can be minutely monitored, which is not true for the «real world» gaming
sector1.
The online gaming sector submitted 146 STRs in 2015, a
67% decrease as compared with 2014.
This is primarily due to a drop in the submissions by a
single operator that is the sector’s main player (439
STRs in 2014, against 137 in 2015), and whose risk
mapping does not really correspond to real AML/CFT
vigilance.

PMU submitted 101 STRs in 2015, a 12% increase in its
reporting activity. The lion’s share of these had to do
with the online vector and the use of prepaid cards.
1 In comparison with online gaming
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SLOT MACHINES

On 20 October 2015, Tracfin and PMU carried out a joint
assessment of the company’s submission practices. The
assessment noted the significant progress achieved in
terms of surveillance of brick-and-mortar points of sale,
the care taken to assemble suspicion-related information in PMU’s possession (for example, by analysing
data about the point of sale visited), as well as the need
to expand the practice of submitting supplementary
STRs when there are changes in the gaming practices of
gamblers who have previously been reported (increased
activity, behavioural change, etc.).

Generally speaking, the profession needs to pay more
attention to putting AML/CFT measures in place, as can
be seen in the lack of STRs submitted by certain leading
players.
In 2016, as regards AML/CFT, the online gaming sector
needs to focus on the issues of prepaid cards, the use of
gaming to transfer funds from one account to another,
the age of players and the amounts of losses registered
in accounts.

Gambling rings
2015 was a time of transition for this sector, given the
shuttering of many establishments and ongoing discussions launched by the Ministry of the Interior to
update the sector’s regulatory framework. The current
legal issues around gambling rings have served as a
«wake-up call» to the sector, with 13 STRs submitted in
2015 (against 3 the previous year).

34

These STRs were of little practical use to Tracfin – the
provisions of Article L.561-13 of the Monetary and
Financial Code mean that players’ gaming practices
within gambling rings are difficult to accurately reproduce, since the only information recorded in the rings’
books concerns earnings above €5,000.

TRACFIN AND THE GAMING SECTOR
SUPERVISORY AUTHORITIES
In 2015, Tracfin stepped up cooperative efforts with the
Service Central des Courses et Jeux (Central Racing and
Gambling Unit – SCCJ) and the Autorité de Régulation
des Jeux en Ligne (Online Gambling Regulatory
Authority – ARJEL). The goal was to gain knowledge
about the sector, particularly in order to identify
weaknesses in various operators’ AML structures.
Tracfin’s staff took part in training for local
correspondents organised by the SCCJ, and also
attended technical workshops with both the ARJEL and
the SCCJ. These two regulators also submitted 64 STRs,
in accordance with the provisions of Article L.560-30 II
of the Monetary and Financial Code.
The sports sector
Reports about financial flows related to the sports sector
generally come from three distinct categories of entities:
–– Sports agents. Since they became subject to reporting requirements in 2010, no STR was submitted by
sports agents
–– Sports federations
–– Professional sports leagues
Reports concerning banking suspicions in connection
with the sports sector generally have to do with issues
around professional football.
Several recent cases involve players’ agents, whose
offices are based in tax havens, receiving kickbacks
following the transfer of a player.
Platform for combatting sports manipulations
The introduction of this platform comes on the heels of
France’s signing the Council of Europe Convention on
the Manipulation of Sports Competitions, ratified on
18 September 2014.
The goals of the platform are:
–– To coordinate the fight against the manipulation of
sports competitions
–– To gather and transmit relevant data to the competent authorities
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–– To collate and analyse information concerning atypical and suspicious betting
–– To cooperate with the relevant organisations at national and international levels

The platform offers two training courses:
–– Coordination, prevention and combatting the manipulation of sports competitions, under the leadership
of the sports director
–– Surveillance of the French sports betting market,
under the leadership of ARJEL
Work on the platform got underway in the second half
of 2015.

Fact sheet 14 - Auctioneers
and auction houses
The profession of auctioneer has changed considerably
since it was deregulated in 2000. Today, it is highly
concentrated, with most auction companies focusing
solely on voluntary sales and with the presence of large
international groups.
Against this background, the reporting activity of
auctioneers and auction houses was limited to 26 STRs
in 2014 and 33 in 20151.
Between 2013 and 2015, only 13 reporting entities submitted one or more STRs. These figures attest to these
professions’ weak involvement, but also to the real
difficulties in grasping the risks associated with money
laundering and terrorist financing, and in implementing
the appropriate due diligence measures.
The fact that a limited number of auctioneers and
auction houses are registered with Tracfin2 as reporting entities is an indication of the sector’s lack of
knowledge of its legal and regulatory obligations with
respect to AML/CFT.

1 Total for both auctioneers and auction houses.
2 72 offices and firms as of 31 December 2015. This number has
increased very slowly in recent years.

In 2015, the sector of activity that was responsible for
the highest number of STRs (23) was «art and collectibles», followed by «used vehicles and industrial equipment» (10). More than half of the amounts reported
between 2013 and 2015 were under €25,000.
The quality of the analyses submitted by auctioneers
and auction houses leaves much to be desired; very
often, STRs contained only one or two lines of text.
The analysis of the facts leading to a suspicion of an
unlawful transaction was thus very brief. It should be
noted that, in situations where foreign buyers are often
represented by companies or individuals acting on their
behalf, «customer due diligence» is insufficient. The
reasons most often mentioned in submissions include:
a mismatch between the account holder making the
payment and the name of the buyer, payment or
attempted payment in cash, the involvement of sensitive countries or tax havens in the financial circuit.
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In order to improve the quality of submissions, STRs
submitted to Tracfin must include all useful information
about the item that was sold: type and amount of the
winning bid, the gap between the asking price and the
sale price, scarcity, origin, etc. In addition, reporting
entities must systematically append any documentation
that will help process the information (sales receipt,
invoice, description of the goods, selling order, seller’s
ownership title, payment instructions, etc.). Inclusion
of contextual information about the transaction, such
as how the purchase was made (directly in the auction
hall, via an intermediary, off-market sale (outside the
auction process), online bidding or by telephone) or
information about the customer add considerable value
when the STR is processed by Tracfin.
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The platform’s participants include representatives
from the Ministries of Justice, the Interior, Economy
and Finance (including Tracfin) and Sports, as well as
ARJEL, Française des Jeux, the French National Olympic
and Sports Committee (CNOSF) and representatives of
stakeholders in professional sports movements.

Outside the Greater Paris region, where most of the
reporting entities are based, the few operators that are
actively involved in AML/CFT efforts are located in the
regions of Brittany, Lower Normandy, Midi-Pyrénées
and Provence-Alpes-Côte d’Azur.

THE ART MARKET – A SECTOR EXPOSED
TO THE RISK OF TERRORIST FINANCING
The art market sector is at risk of becoming involved
in terrorist financing operations. In Iraq and Syria,
many archaeological sites that appear on UNESCO’s
World Heritage List, as well as many museums, have
been targets of looting and clandestine excavations.
After oil sales, trafficking in antiquities and works
of art has become ISIS’s second-largest source of
income.
To address this, on 12 February 2015, the UN
Security Council adopted Resolution 2199 (2015),
which extended the ban on trading in stolen
cultural heritage items that had been applied to
Iraq since 2003. To mark the occasion, President
Hollande announced a series of 50 measures1 aimed
at protecting cultural heritage in areas threatened
by or under the control of Islamic State, thereby
countering the illegal trafficking in cultural goods
from these areas.
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This issue led the Minister for Finance and
Public Accounts to address a letter to art world
professionals calling for vigilance2 in the face of
this risk, given the current international climate.
The letter reminded members of the two federations
of antique and art dealers of their due diligence
obligations when confronted with the trade in
art stolen by ISIS, the origins of which could be
concealed.

1 Cf. Bulletin Quotidien no. 10735 of 18 November 2015
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2 Letter dated 13 November 2015

ADMINISTRATIVE
REPORTING
Aside from STRs, Tracfin also receives information from
various public bodies or bodies with a public service
mandate. This includes government departments, local
authorities, government-funded institutions or any
other entity with a public service mandate. The FIU also
receives reports connected with money-laundering
activities identified by supervisory authorities and professional associations as part of their duties. Reports
transmitted in this way have the same legal value as
STRs and can be used as a basis for in-depth investigations by Tracfin.
In 2015, 621 administrative reports were received by
Tracfin.
The government departments that sent the most reports
continue to be our partners within the intelligence community and the Ministry for the Economy and Finance
(DGFiP, DGDDI and DGTPE), which sent 297 reports.
In 2015, there was a significant upswing in reports from
supervisory authorities, primarily from the Prudential
Supervision and Resolution Authority (ACPR), which
submitted 254 reports (150 in 2014).

SYSTEMATIC INFORMATION DISCLOSURES
(COSI)

In contrast to STRs, COSIs are submitted on the basis
of objective criteria for identifying transactions that
present AML/CFT risks. They strengthen Tracfin’s investigative capacities.
COSIs proved to be useful, and their scope was soon
extended. To introduce new types of COSIs, Article
L.561-15-1 of the Monetary and Financial Code was
supplemented by the Banking Activity Separation and
Regulation Act of 26 July 2013 (Article 12 of Act 2013672). Since 1 January 2016, credit, payment and digital currency institutions must submit COSIs in respect
of cash deposits or withdrawals totalling more than
€10,000 in a calendar month that are made into or out
of deposit or payment accounts.
COSIs are systematic, and do not entail any notion of
suspicion. In contrast to STRs, a COSI alone cannot
serve as the basis for an investigation launched by the
Unit. Data included in COSIs is entered into a database,
accessible only by Tracfin, and this data is only used to
enhance ongoing investigations.
To pave the way for the introduction of this second
COSI initiative on 1 January 2016, there were a number of meetings in 2015 between Tracfin, the ACPR, the
Directorate General of the Treasury and the relevant
reporting entities.

In 2015, Tracfin received some 1.36 million COSIs
relating to fund transfer transactions carried out
through a cash transfer or using a digital currency
(Paragraph 2 of Article 561-15-1 of the Monetary and
Financial Code)1.
COSIs received by the Unit are systematically checked
in order to enrich information about individuals and
legal entities mentioned in STRs, as well as additional
information added during the analysis or investigation phase. COSIs can confirm a suspicion or reorient
it towards a recipient who appears in the COSIs who is
linked to several STRs.
In addition, in a bid to detect new transfer patterns and
to prioritise investigative efforts, strategic monitoring
studies are carried out on COSIs concerning transactions from or to selected geographic areas (a country,
border or region) for specific periods of time.
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Before a case is referred to the courts, to avoid errors
(particularly in connection with duplicates), Tracfin
sends an information request to the operator, which
also allows the FIU to check the existence of more
recent financial flows and to enrich the case with flows
under the reporting thresholds.
These requests are often issued as part of AML/CFT
efforts, as it seems that the financial flows that should
be tracked are most often below the COSI thresholds.
To process COSI data, Tracfin has developed three types
of search tools:
• A COSI-specific tool for advanced, multi-criteria
searches
• A text-based search engine capable of fuzzy matching
• IT applications for improvised theme-based searches
based on lists of individuals or geographic criteria

1 This drop in comparison to results in 2014 (2 million COSIs) can
be attributed to improvements in Tracfin’s statistical tool that eliminate duplicate submissions, as well as to submission delays by
certain entities following changes in their in-house procedures.
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As provided for in Section I of Article L.561-15-1 of
the Monetary and Financial Code, the Systematic
Communication of Information (COSI) system was
launched in January 2013 (Article 13 of Act 2013-100).
The COSI obliges credit, payment and digital currency
institutions to send Tracfin information relating to
fund transfer transactions carried out through a cash
transfer or using a digital currency, when these transactions exceed amounts established by decree. To this
end, Article D.561-31-1 of the Monetary and Financial
Code introduces two alternative thresholds for sending
COSIs to Tracfin: €1,000 per transaction and €2,000 per
customer per calendar month.

NOTEWORTHY
CASES

In addition to the €7 million recovered from Country
Alpha, Mr X gambled €6 million from his French accounts.
His total winnings came to only €372,000, which appeared
to be a modest sum.
The profits actually earned by Mr X were in the form of
cash that was outside the banking circuit. It is more likely,
however, that – in order to finance possible illicit activities –
Mr X directly recovered large amounts of cash outside any
gaming scenario, in exchange for funds paid to accomplices
in the points of sale, who deal with very large amounts of
cash due to the nature of the business.

Case study 1:
An aggravated tax evasion structure
to conceal capital gains and repatriate
funds to France via parimutuel betting
and lottery shops

Tracfin suspected that the predicate offence was aggravated
tax evasion.

Mr X is the founder of an industrial conglomerate. He became
a partner in a company registered in European country
Alpha. With no economic justification, the company transferred nearly €10 million to Mr X’s bank accounts and to French
companies managed by Mr X, but primarily (€7 million) to
parimutuel betting and lottery shops frequented by Mr X.
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Warning signs
• Flows from a Luxembourg-based firm
• Flows that were mostly credited to the bank accounts of
betting and lottery shops rather than to those of the FDJ
or PMU

These financial flows were equivalent to the price of
shares held by Mr X that he contributed to the company in
Country Alpha as part a subscription to the company’s capital increase. This arrangement allowed Mr X to recover the
proceeds of the sale of these shares by the company, and
to conceal from the tax authority the capital gains on which
he would have had to pay taxes if he himself had sold the
shares.

• Abnormally small winnings given the amounts spent in
betting and lottery shops
• Outlying functioning of points of sale: turnover connected
to very high sports bets, atypical wagers and winnings,
anomalies in the use of betting terminals, etc.

1
France

Shares contributed to the company
in Country Alpha as part
a subscription to the company's
capital increase

Mr X

Shares
in a French
company

Company
in European
country Alpha

France

€1,5

00,0

Mr X's companies

€1,500

,000

France

€7,000,000
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Points of sale
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Sale of shares
by Company
Alpha
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Case study 2:
Laundering of criminal assets,
use of the right to object

A criminal investigation later revealed that part of the
money had been derived from fraudulent activities and tax
evasion in connection with the underground economy.

A credit institution alerted Tracfin to a potentially fraudulent wire transfer that had not yet been carried out. The
€65,000transfer was intended for a company located in an
Eastern European country. In addition to submitting an STR,
the reporting entity took the initiative of telephoning Tracfin, which helped expedite matters.

Warning signs

The STR listed warning signs that are usually associated with
shell companies without business activities and whose only
purpose is to transfer funds during the layering phase of the
money-laundering process (see warning signs). The Unit’s
investigations uncovered links with a known criminal gang
and the Unit exercised its right to object (Article L.561-25
of the Monetary and Financial Code) to put the transaction
on hold for five days.

• Client companies operating in a variety of at-risk economic sectors (opticians, energy-saving work for households, the construction sector, vocational training, scrap
metal, repairs, the real estate sector, etc.)

• Recently created company
• Rapid increase in revenue
• Deposits from French companies followed by wire transfers
to Eastern European countries (transit account)

• A large number of «clients» (inflows) and very few
«suppliers» (outflows)
• No economic coherence between the declared business
activities of the various companies

During that time, Tracfin urgently contacted the Public
Prosecutor, who decided to order that the amount of the
transfer be seized, along with account balance, totalling
€305,000.
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Case study 3:
Conspiracy to defraud
and breach of trust

• These funds were transferred to other entities abroad

A foreign FIU reported to Tracfin the existence, on its
territory, of a procedure to block suspicious funds possibly
connected with a fraud, some of which originated in France.
This information allowed Tracfin to make a connection with
wire transfers by individuals in France for the purpose of
making high-return financial investments. These investments were with companies that were on a list, published
jointly by the Autorité des Marchés Financiers and the
Prudential Supervision and Resolution Authority, of entities and websites barred from offering investments on the
foreign exchange market.
The investigation, with significant support from several FIUs, allowed Tracfin to identify some thirty potential
victims who had, between 2012 and 2015, wired at least
€6 million to the foreign bank account in question, but also
to other accounts in several other countries (and one in
Eastern Europe particularly).
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The modus operandi uncovered by Tracfin was as follows:
• Individuals living in France wired money to companies
that were either registered in another country or had
bank accounts there. They were promised very handsome
returns.

• A portion of the proceeds from this fraud was laundered
through a real estate transaction – the purchase of a
property in France for €600,000. Thanks to information
supplied by one of Tracfin’s foreign counterparts, a link
was established between this purchase and the proceeds
from the fraud.
It revealed the existence of a sophisticated criminal network
that operated using offshore shell companies and multiple
account holders in several countries, withno direct contact
between the criminals and their victims.

Warning signs
• Promises of excessive returns via investments that are the
subject of warnings by French and European regulatory
bodies
• No direct contact between the investor and the middleman
• Companies registered in tax havens
• A large number of trading names
• The use of transit accounts in other countries
• An all-cash real estate purchase with a buyer switch, and
in which payment is made from a foreign bank account
with no known connection to the buyer

2

1
FOREIGN ENTITIES
Warnings

FOREIGN ENTITIES

A

B

A1

B1

A2

B2

A3

B3

Binary options
(Forex)
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€600,000

Purchase of a hotel
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Case study 4:
International drug smuggling by
organised crime – money laundering

The investigation pinpointed three main players, who travelled frequently, and revealed financial flows between
Europe and America, as well as between mainland France
and Europe.

Tracfin was alerted to staggered wire transfers of cash from
five senders in the Greater Paris region. The transfers were
sent to South America and the Caribbean.
An analysis of these international transactions revealed:
• The existence of connections between 39 individual
senders in three specific locations in the Greater Paris
region
• €290,000 in international wire transfers over 30 months
• 45 recipients in South America and the Caribbean
The cash transfers were made from the same establishments,
sometimes in very specific locations.
The primary individuals involved were unemployed, and
some had lifestyles that were completely inconsistent with
their resources (large cars, life insurance policies from the
Isle of Man, numerous trips).Most lived in criminal milieu
that were connected with drug smuggling, and some were
also known for their involvement in importing counterfeits
from Asia.
Some cash shipments showed geographic connections with
North Africa, the Middle East and Europe.

Given the criminal circles with which the key players where
associated, their lifestyles that were incommensurate with
their income, the financial flows and the many geographic connections involved, it was possible to suspect that
this was a gang involved in international drug-smuggling
between Europe and the Caribbean, on one hand side,
and, on the other hand side, between the Netherlands and
France, as well as laundering of the proceeds.
This information was referred to the competent public prosecutor’s office.

Warning signs
• Staggered cash transfers
• The use of specific wire transfer locations and travel by
the protagonists
• North-South financial flows
• A great deal of travelling
• Discrepancies between a person’s income and observed
spending habits
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As a result, the transactions described above led to the
suspicion that a number of offences had been committed,
including:

Case study 5:
Concealed activity – tax evasion –
money laundering – art trafficking
A bank alerted Tracfin to a number of cash deposits into the
bank accounts of Company G, which had operated as an art
and antiquities dealer since 2013.
The investigation, which owed a great deal to international
cooperation, revealed:
• Significant cash deposits (€260,000 in all) into Company
G’s bank accounts. These were justified by an invoice
issued by an offshore company held by Lawyer X.
• Lawyer X made use of foreign bank accounts to sell
paintings and to deposit the fees earned from these sales

• Undeclared work via the exercise of a hidden activity of
art dealer thanks to the use of the foreign bank accounts
of Lawyer X2
• Tax evasion
• Laundering of the resulting proceeds
Moreover, the conditions under which the works of art were
sold did not dispel doubts about the origins of these works
and the existence of a possible smuggling ring.
All of these elements were the subject of a disclosure to
the jurisdictionally appropriate public prosecutor’s office
for hidden activity as an art dealer, tax evasion and money
laundering.

• These foreign bank accounts had not been declared to the
tax authorities
• The presence of Community transactions and exports of
art works with possible breach of the rules governing the
circulation of cultural goods1
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• A part of the proceeds from dealing in art works had been
sent to a notary for the purpose of purchasing real estate

Warning signs
• Repeated, large cash deposits
• International fund transfers to tax havens
• A specific area of activity: the purchase and resale of art
works
• A property purchase with a wire transfer from abroad

$1,700,000
Cash
deposits

$2,200,000

Mr X France

Art dealers

Foreign bank
account no. 1
of Mr X

€260,000
European
art purchasers

Company G

Justification
by an invoice
issued by
the offshore
company
of Mr X
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1

Art dealers

€400,000

€300,000
€200,000

€170,000

French
notary

Foreign bank
account no. 2
of Mr X

Offshore company
of Mr X

2

1 Circulation and export of cultural goods are governed by specific
EU and national legislation (Council Regulation (EC) No 116/2009
of 18 December 2008, Articles L.114-1 and L.111-1 to 111-7 of the
French Heritage Code, Article 38, Section 4, paragraphs 215ter and
322bis of the French Customs Code). Cultural goods that fall within
one of the 15 categories set out in Annex 1 of the Regulatory Section
of the Heritage Code may not leave the customs territory of France
unless they are accompanied by a Certificate for Possible Sale or a
Temporary Export Licence. The Certificate is issued by the Ministry of
Culture.

3

2 Foreign bank statements obtained thanks to international
cooperation.

Case study 6:
Fraud and money laundering

than the company’s other accounts. Inflows to this new
account were primarily wire transfers from Internet customers, for a total of €1.4 million.

A bank and a receiver alerted Tracfin about atypical financial
transactions carried out by legal entities and individuals.

The funds were then transferred to Companies B, C and E,
and then either to the accomplice employees or to a bank
account of Company E that was located in Asia.

Mr X, manager of Company A, had created companies to
swindle individuals seeking to purchase used vehicles. He
advertised vehicles for sale on websites where sale prices are
negotiated with car manufacturers and their networks. Comforted by the fact that the company was located on French
soil, customers made several down payments, but no vehicle
was ever ordered nor delivered.
Between January and May 2015, Mr X set up three companies: two in France (Companies B and C) and one in European
country Alpha (Company E). Mr X was the manager of Company E, while the other two were managed by two employees
of Company A.
In March 2015, Company A, which had been placed in
insolvency proceedings, opened a new bank account that
was in use for only three months, and in a different manner

These elements were referred to the competent public prosecutor’s office for fraud and laundering of the proceeds of
fraud.

Warning signs
• Creation of companies whose statutes are quickly
amended
• Bank accounts that are used differently from a company’s
other accounts
• Very large in- and outflows as soon as the bank accounts
are opened
• Large financial outflows abroad
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Individuals

€350,000
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TRACFIN’S ACTIVITY
IN 2015

HOW INFORMATION IS PROCESSED

From the STR to the completion of an investigation
How information is processed within Tracfin

Arrival of an alert
or a report

Information
entered
into database

Information
put on hold
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Initial assessment /
orientation

Investigation

REFERRAL
to the courts or to Tracfin's
partner authorities

Information note

INTEGRATING INFORMATION
The FIU receives information about potentially illicit financial flows from reporting entities subject to
AML/CTF requirements. Tracfin neither self refers nor
processes anonymous accusations.
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Once the quality of the information and the formal
admissibility of the STRs and reports received have
been verified, they are entered into a secure database.
The quality is checked by a formal control of incoming
information and correlation with individuals in the
database (merging or creating links and aliases).
Reporting entities must supply the precise identity of
individuals (first and last name, date and place of birth)
and legal entities (SIRET no.). In 2015, this information
was supplied for 95% of individuals reported, but for
2,793 individuals, the profile was incomplete. For legal
entities, the profiles were complete in 87% of cases.
In 2015, out of 1,355 STRs received in paper format,
the Unit found that 213 were inadmissible. Following
requests by Tracfin to amend these STRS, 94 were
amended and 119 letters were sent to the relevant
reporting entities to inform them that their STRs were
inadmissible.

THE CONDITIONS GOVERNING THE
ADMISSIBILITY OF SUSPICIOUS
TRANSACTION REPORTS
Decree No. 2013-480 of 6 June 2013 sets the conditions
for the admissibility of STRs submitted in accordance
with Article L.561-15 of the Monetary and Financial
Code. Aside from rewording the requirements for
the form of STRs, it introduces a procedure for their
admissibility if these requirements are not met or if
the correct submission methods are not used. This
inadmissibility procedure does not concern the content
of STRs, such as the quality of the information sent
and the analysis of suspicions, but only their form.
Accordingly, any reporting entity that does not use the
Ermes platform or the mandatory electronic form (for
the persons referred to in point 2 and points 6 to 17
of Article L.561-2 of the Monetary and Financial Code),
or that fails to provide one or several mandatory items
of information, will be asked to rectify their STR within
one month.

Otherwise, the entity will be informed by Tracfin of
the inadmissibility of its STR. This inadmissibility has
significant consequences for the reporting entity, as it
will be deprived of the benefit of the provisions of Article
L.561-22 of the Monetary and Financial Code absolving it
of civil, criminal and professional liability.

ANALYSING AND REDIRECTING
INFORMATION
Once they have been integrated, the STRs and information are compared with any other pre-existing data.
Tracfin retains information for ten years, and this timeperiod can be extended for another ten years in the case
of disclosures to the courts.
If the information received can be used, Tracf in
employees contextualise the suspicion by comparing
the information received with any other relevant data
that it finds among the administrative files to which
it has direct or indirect access, and with data from
partner government departments (criminal investigation departments, customs, intelligence services, tax
authorities, social services, etc.). Public-access databases are also consulted.
Orientation is the first step in processing information.
Information either leads to an investigation or is put on
hold if the report appears to be potentially unusable,
or the suspicion unclear, or if any doubts are resolved
after enquiries. It may, however, be reactivated in light
of new information later received by the Unit.
All of the information received by Tracfin is analysed
and transmitted by the Unit. In 2015, 10,556 reports
led to an in-depth analysis (investigation) – 5,935
based on information received in 2015 and 4,621
based on information that had been received earlier
and reactivated.

carried out through «investigative measures». This first
analysis stage is used by Tracfin to decide how it will
move forward with the case.
Investigative measures involve exercising the right to
information, directly or indirectly consulting files (bank
account file – Ficoba –, tax authority or customs files,
company data or gendarmerie or police files), mining
open databases and questioning other members of the
intelligence community or other government departments. Tracfin carried out 51,401 investigative measures
in 2015.
Foreign FIUs are also consulted when financial or legal
connections (registration of companies, etc.) are
discovered.

THE ERMES E-REPORTING SYSTEM
Non-financial reporting entities, for which Ermes is
not mandatory, used it for 59% of their submissions
(compared with 68% in 2014). Nevertheless, due to
the increased number of declarants, in 2015 there was
a significant increase in the number of STRs submitted
by non-financial reporting entities (+15% as compared
with 2014). A great many first-time declarants in 2015
were determined to send their first STR in paper form,
which explains the marked increase in paper-based STRs
received by the Unit in 2015 (+67% yearly).
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Breakdown by means of transmission of STRs received
from non-financial reporting entities

100%
90%
80%
70%

1.705

1.989

60%
50%
40%
30%
20%
10%

Tracfin’s investigators carry out investigations, and the
initial analyses focus on contextual details concerning
the individuals mentioned in STRs. Initially, additional
information is used to round out the context of the
suspicion reported and/or enrich it so as to assess
whether or not an information note should be sent
to the public prosecutor’s office, partner authorities
or foreign financial intelligence units. Searches are
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INFORMATION ENRICHMENT

Finally, using information requests, Tracfin staff gathers
and analyses any relevant documentation received from
reporting entities (bank statements, notarised deeds,
statutes, accounting documents, invoices, documents
from opening bank accounts, etc.), or from and any
other government department or individual tasked with
a public service mandate, such as financial institutions
and the tax authorities. Tracfin issued 25,654 requests
for information in 2015.

WHAT IS THE FICOBA?
The National Centralised Bank Accounts Register
(FICOBA) was set up to cover all kinds of accounts (bank,
post office, savings, etc.) opened in France, and allows
this information to be used during tax audits and tax
collection proceedings.
It is also used to provide authorised persons and
organisations with information on accounts held by
individuals or companies.
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The FICOBA’s information comes from declarations of
account openings, closings and changes supplied by the
organisations, individuals or legal entities that manage
those accounts (banking and financial institutions,
postal order centres, stock exchange firms, etc.). FICOBA
data, as set out in Article 164 FD of Appendix IV of the
General Tax Code, is as follows:

NEW LEGISLATION – INFORMATION
REQUESTS FROM TRANSPORT COMPANIES
AND TRAVEL AGENCIES
Act 2015-912 of 24 July 2015 concerning intelligence
measures expanded Tracfin’s powers with respect to
information requests. The FIU may now exercise its right
to request information from transport companies and
travel/holiday agencies. A clause (II bis) has been added
to Article L.561-26 of the Monetary and Financial Code,
which reads:
«The unit referred to in Article L.561-23 may ask any
road, rail, sea or air transport firm and any travel or
holiday agency for information concerning the identity
of persons who have purchased or benefitted from
a service, together with the dates, time, places of
departure and places of arrival of these persons and,
where appropriate, any information in their possession
concerning the luggage and goods transported.»
Moreover, under the terms of a new provision in the
French Transport Code (Article L.1631-4), road transport
companies must, under certain circumstances, ascertain
the identity of their passengers:
«Road-based public transport companies shall, when
supplying scheduled international road transport
services to passengers for distances greater than or
equal to 250 km, ascertain the identity of the passengers
transported and shall retain this information for one
year.»

For individuals: first and last names, date and place of
birth, and address
- For legal entities: company name, legal form, SIRET no.
and address
- For each account: name and address of the
establishment that manages the account,
name of account, account number, nature, type (single
or joint) and details (opening and closing dates, last
update to the account’s file, etc.)
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The FICOBA provides no information about account
transactions or balances. Since 1 January 2016, the
FICOBA must be informed about the opening of all
payment accounts.

Specific use of the right to object
Tracfin may also exercise the right to oppose a transaction that has been reported, and to suspend its completion for 5 business days, after which the judicial
authorities can take over and, where necessary, order
the seizing of the assets.
In 2015, the Unit exercised its right to oppose the execution of a transaction 12 times, an increase over 2014,
when it was exercised 8 times.

In 2015, the Unit received a report about a wire transfer
from a French bank account to an account in a foreign
country.
However, the holder of both these accounts had been
charged in France with undeclared work, misuse of
company assets and money laundering. Tracfin was
able to suspend the transaction before the funds could
leave the country, leaving time for the courts to seize
the entire account balance.

Referrals of analysed information are
governed by the Monetary
and Financial Code
Disclosure of information held by Tracfin is strictly
regulated by the Monetary and Financial Code (Articles
L.561-23 and L.561-29 to L.561-31), which tasks Tracfin
with investigations that result in criminal prosecutions.
If, at the end of its investigations, Tracfin discovers
evidence of money laundering, offences punishable
with a custodial sentence of more than one year, or
terrorist financing, the law stipulates that Tracfin must
submit an information note to the Public Prosecutor
with territorial jurisdiction.
Concurrent with this obligation to refer cases of suspected criminal offences to the courts, the Unit may decide
to disclose its information to other recipients stipulated in the Monetary and Financial Code. Specifically,
these include other intelligence services, as set out in
paragraph 2 of Article L.561-29, II., which states that
Tracfin, «may also send the specialised intelligence
services information relating to acts related to the
purposes listed in Article 811-3 of the Internal Security
Code.» This ability to provide other services with information is entirely at the discretion of Tracfin.

Referrals leading to the presumption
of criminal offences
448 cases were referred by Tracfin to the courts in 2015
(a 3% decrease over the prior year).
This drop is primarily due to the referral of cases that
were particularly complex and that required the intervention of FIU’s investigators, the use of a large number of investigative measures, and to the increase in
the number of information notes submitted to Tracfin’s
partner government departments (147 in 2015, against
128 in 2014), in particular to the courts and the criminal investigation departments.

Number of referrals to the courts since 2010
600
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In 2015, Tracfin submitted 595 notes to the courts,
compared with 592 in 2014:
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Total sums involved in cases referred
to the courts by Tracfin since 2010
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DISCLOSURES TO JUDICIAL
AUTHORITIES
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The financial amounts at stake in these referrals may be
estimated at €896 million in 2015.

- 147 disclosures to judges and the criminal investigation departments (including 50 responses to judicial
requisitions)
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- 448 notes concerning suspicions of one or more
criminal offences

Estimated value of cases in 2015

4%

8%

41%
29%

18%

Less than €100,000
Greater than €10m
Between €1m and €10m
Between €500,000 and €1m
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Between €100,000 and €500,000

Origin of reports and defining
of the offences giving rise to referral
to the courts
A court referral may result from one or more reports
received by the Unit. Many cases may be put together by combining reports from different reporting
entities operating in separate sectors. The number of
reports received by Tracfin cannot therefore be compared against the number of cases referred by the Unit
without taking this key fact into account.
Given the nature of the Unit, all of the investigations
that it conducts concern suspected money-laundering
activities as described in the STRs received, based on
the provisions of the Monetary and Financial Code.
Tracfin’s investigators and analysts uncover a body of
reasonable evidence that suggests that offences have
been committed and may, in their note, suggest the
category of offence under which those activities might
fall. This categorisation is purely a suggestion and in no
way commits the judicial authorities, which are alone
authorised to decide what action to take in response
to the Unit’s reports. It merely reflects Tracfin’s assessment based on the information at its disposal at the
time of its investigations.

In 2015, out of the 448 notes referred to the courts,
8% concerned amounts of less than €100,000, 59%
amounts between €100,000 and €1m, 29% amounts
between €1m and €10m and 4% amounts above €10m.

A court referral may also help to later reveal other facts
that could not have been detected by the reporting
entity or by Tracfin, either at the STR stage or during the
subsequent administrative investigation by the Unit.

These sums correspond to the amount of money uncovered by the Unit’s investigators during the investigation phase. Following a court referral, the proceedings
often reveal much higher amounts of money than those
initially estimated by Tracfin. Nevertheless, they serve
as a benchmark for the value of Tracfin’s activity.

Thus, in a case of breach of trust committed by a financial director towards the firm that employed her, Tracfin,
when it referred the case to the Public Prosecutor with
territorial jurisdiction, estimated that the amount of
money that had been diverted came to €77,000. The
judicial investigation launched on the basis of Tracfin’s
referral found that the sum was actually €125,000.

Court referrals by category of primary underlying
offence
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In 2015, the five categories of predicate offence that
were the most frequently reported were tax offences,
undeclared work, misuse of company assets, breach of
trust and fraud.

Primary offence observed

Number

Undeclared work

111

Tax offences
(tax evasion, missing or false declaration, fraudulent organisation of insolvency)

105

Breach of trust

79

Misuse of company assets

75

Laundering of the proceeds of criminal acts and offences

69

Fraud

46

Abuse of ignorance or weakness in a minor or an adult

44

Conspiracy to defraud

35

Handling stolen goods

21

Corruption

13

Illegal practice of the profession of banker

11

Forgery and use of forgeries

11

Bankruptcy

10

Embezzlement

10

Theft

8

Violation of narcotics legislation

3

Conspiracy to commit a crime

2

Offences under the Customs Code

2

Extortion

2

Terrorism financing

2

Unlawful taking of interest by a public official

2

Corruption of a foreign public official

1

Influence peddling

1
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Two cases relating to terrorism financing transactions
were referred to the courts in 2015 (and 9 notes to
the criminal investigation departments). Cases with
an apparent link to terrorism financing are systematically referred to the competent intelligence services as
early as possible. This does not preclude a concomitant
or later referral to the courts in cases where there is a
well-grounded presumption that an offence has been
committed.
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It should be pointed out that, out of the 448 referrals to the courts, in 69 cases Tracfin’s investigations
were unable to establish with certainty the predicate
offence, although the financial flows seemed undeniably illicit or suspicious.

Courts of appeal that have received information notes from Tracfin
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2010

2011

2012

2013

2014

2015

Paris

124

204

214

182

196

207

Aix-en-Provence

53

54

58

44

37

31

Versailles

21

34

31

54

39

45

Lyon

19

19

22

19

19

13

Douai

9

25

19

22

29

9

Bordeaux

9

14

16

10

15

10

Montpellier

8

13

16

12

5

8

Rennes

27

20

15

5

8

14

Bastia

10

13

14

13

7

11

Amiens

7

4

11

6

11

9

Colmar

15

4

11

6

7

11

Toulouse

14

9

10

9

9

7

Nîmes

5

3

9

2

6

4

Reims

3

5

8

8

1

4

Chambéry

3

4

7

5

6

6

Fort-de-France

4

5

7

1

2

3

Rouen

6

3

6

6

6

8

Nancy

6

1

5

5

4

2

Angers

7

5

4

4

11

3

Grenoble

10

11

4

6

4

5

Pau

6

6

4

4

8

4

Orléans

4

7

3

5

3

2

Riom

3

0

3

3

5

6

Polynésie française

0

4

3

0

1

1

Metz

5

4

3

3

2

5

Agen

1

1

3

4

2

2

Caen

1

3

2

2

1

4

Basse-Terre

8

5

2

2

2

1

Besançon

2

4

2

1

3

1

Bourges

2

2

2

1

2

1

Poitiers

5

3

2

3

4

3

Saint-Denis de la
Réunion

1

2

2

0

2

2

Dijon

2

4

1

3

1

2

Nouméa

0

0

1

0

0

2

Cayenne

2

2

1

2

1

1

Limoges

3

0

0

0

2

1

Mamoudzou

0

0

0

1

1

0

Saint-Pierre et Miquelon
(Tribunal Supérieur)

1

0

0

0

1

0

404

495

522

458

464

448

TOTAL

Breakdown of court referrals in the Greater
Paris region’s départements:
Bobigny 35 (36 in 2014)
Créteil 18 (17 in 2014)
Evry 15 (7 in 2014)

connection with a criminal investigation or for other
purposes.
While the information disclosed by Tracfin may not
report a criminal offence, it must be connected with
the activities referred to in paragraph I of Article L.56151 of the Monetary and Financial Code and the magistrate’s duties.
As with any disclosure by the FIU, the source of the
information will be strictly protected. Tracfin’s legal
adviser, who is not obliged to issue an opinion in such
cases, will also be consulted before information is sent
to the judicial authorities.
Furthermore, the information note sent to the competent judicial authority on this basis will constitute a
pleading that may be included in the case file.
In 2015, Tracfin referred 97 cases to the judicial authorities (excluding judicial requisitions): 46 to the courts
and 51 to the criminal investigation departments.

Fontainebleau 1 (1 in 2014)

Judicial requisitions

Meaux 1 (6 in 2014)

Both magistrates and criminal investigation departments may send two types of judiCMF art.
cial requisitions to Tracfin’s Director
L.561-19 II
as part of their investigations. The
purpose of these requisitions may be to obtain:

Melun 0 (2 in 2014)
Nanterre 21 (13 in 2014)
Paris 128 (119 in 2014)
Pontoise 13 (18 in 2014)
Versailles 8 (8 in 2014)
Breakdown of court referrals in France›s
overseas départements
Basse-Terre and Pointe à Pitre 1 (2 in 2014)
Cayenne 1 (1 in 2014)
Fort de France 3 (2 in 2014)
Nouméa 2 (0 in 2014)
Papeete 1 (1 in 2014)

Saint Denis de la Réunion 3 (0 in 2014)

Disclosures to the courts
and criminal investigation
departments
Tracfin may provide information notes that do not establish the presumption that a criminal offence has been
committed but may, however, usefully contribute to an
ongoing court case. The relevant judicial authority may
therefore be sent information deemed pertinent and
that it is able to use and investigate further, either in
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• Any information held by Tracfin that may shed light
on an ongoing investigation. Tracfin received 68
judicial requisitions in 2015 (versus 67 in 2014)
issued by magistrates or Criminal intelligence
directorate (CID) officers.
• The disclosing of a suspicious transaction report,
solely in cases where a criminal investigation
reveals that the reporting entity might be involved
in the money-laundering or terrorist-financing
scheme exposed. In 2015, Tracfin received 3 judicial
requisitions aimed at incriminating a reporting
entity, 2 of which concerned financial sector entities
and 1 non-financial sector entity.
The judicial authorities or CID officers cannot use a
warrant or requisition to obtain the disclosure of a STR
directly from a reporting entity. The principle of confidentiality in the reporting of suspicious transactions is
in fact enforceable against the judicial authorities and
CID officers, who may never request the disclosure of a
STR. Reporting entities may, however, inform them that
they have disclosed information to Tracfin.
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Three courts of appeal stood out in terms of the number of referrals. The Paris Court of Appeal remained
largely in the lead with 207 referrals (versus 196 in
2014). Paris’s Tribunal de Grande Instance (Court of
First Instance, TGI) was the primary recipient, with 128
referrals, followed by the Parquet National Financier
(9), and the TGIs of Bobigny (35), Créteil (18) and
Evry (15). In second place was the Versailles Court of
Appeal (45, compared with 39 in 2014), 21 for the TGI
of Nanterre, 13 for the TGI of Pontoise and 8 for the
TGI of Versailles. For 2015, the Aix-en-Provence Court
of Appeal was a third recipient, with 31 cases received
(against 37 the previous year).

Daily, active interactions with the
judicial system
Whether it is a question of providing support for the
cases that Tracfin sends to the courts, assisting magistrates and CID officers in preparing judicial requisitions
or disclosing information likely to be relevant to court
cases under way, Tracfin may be contacted by telephone
or e-mail in relation to a request connected with the
fulfilment of its judicial mandate.
In 2015, Tracfin’s three liaison officers (DGGN, OCRGDF
and OCLCIFF) were contacted more than 2,200 times by
the criminal investigation departments in connection
with various requests and to improve the quality of the
information held by the Unit.
The liaison officers play a very active role in effectively
coordinating Tracfin’s efforts with those of investigation departments in cases of scams involving social
engineering.
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In addition, joint efforts continued with the Ministry of
Justice on the TRAJET application for electronic transmissions, which is in its final stages prior to rollout. In
2015, the public prosecutors in France’s various courts
– the ultimate users of this new tool – were brought into
the project. The application will provide direct, secure
electronic transfers between Tracfin and public prosecutors, in order to make it easier for public prosecutors’
offices to inform Tracfin about follow-ups to the Unit’s
referrals, pursuant to paragraph 2 of Article L.561-24 of
the Monetary and Financial Code.
The application will be rolled out in the second half of
2016.

DISCLOSURES
TO PARTNER AUTHORITIES
Disclosures to intelligence services
Relations between France’s intelligence services were
significantly affected by key events in 2015 (the continuation of the Ukrainian crisis and the terrorist attacks
in France in January and November). As part of this,
the number of notes sent to the intelligence services
rose sharply, from 213 in 2014 to 349 in 2015 (90 of
which were sent during the months of November and
December alone).
The main themes of these notes remained the same as in
2014: individuals or movements suspected of terrorist
activities, real estate investments by foreign investors
suspected of money laundering within France, counter-proliferation operations, intelligence concerning
efforts to circumvent embargoes, financial flows linked
to arms trafficking, etc.

Disclosures to the tax authorities
In 2015, Tracfin sent 410 information notes to the Public
Finances Directorate General (DGFiP), an increase of
12% over the previous year.
From an operational standpoint, Tracfin has frequent
contact with the DGFiP’s main national directorates
tasked with tax audits (the DVNI1, DNVSF 2, DNEF 3,
DIRCOFI4, etc.). For complex cases requiring information exchanges with the DGFiP, Tracfin’s investigators
and analysts are regularly called on to meet with tax
audit officials.

DGFiP’s use of notes submitted by Tracfin
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Cooperation with the tax authorities takes the form of
frequent meetings with key contacts tasked with the
DGFiP’s tax audits. In consequence, 90% of the notes
sent by Tracfin result in tax audit proposals.

1 National and International Tax Audit Directorate
2 National Tax Situation Audit Directorate
3 National Tax Investigation Directorate
4 Tax Audit Directorate with Interregional Coverage

The main typologies encountered
The widespread presence of tax evasion in reports
received by Tracfin can be largely attributed to the fact
that tax evasion frequently goes hand-in-hand with
other patterns of fraud: misuse of company assets,
scams, undeclared work, etc.
Nevertheless, reporting entities have also identified more complex tax avoidance schemes. The most
frequently mentioned subjects are:
• Financial structures involving funds or entities
located in non-cooperative countries or territories
• Transfer, repatriation or possession by French
residents of financial assets derived from border
countries or tax havens

5 It is worth noting that 2010 and 2011 were exceptional years due
to a limited number of carbon tax-related cases (€455 million in
taxes and €137 million in penalties).

• Suspicions connected to flows originating from
trusts, most often to individuals of foreign origin
residing in France
• Suspicions of carousel fraud or participation in
networks designed to illicitly obtain VAT refunds
• Attempts to organise insolvency in connection with
a tax procedure
• Suspicions of concealed activity or the partial
concealment of an activity or of turnover, sometimes
using third-party accounts
• Suspicions of exercise of an undeclared professional
activity in addition to a salaried activity, or combined
with the reception of minimum social benefits. These
cases involve widely varying sums, and may be the
subject of parallel disclosures to the relevant social
protection body.
• Various asset-based issues, sometimes connected
with the movement of large amounts of cash (wealth
tax avoidance, concealed gifts, inheritance, etc.)
This information regularly forms a large part of the
tax evasion-related STRs received by Tracfin.
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The DGFiP’s most recent report concerning notes
submitted by Tracfin assessed the situation as at
31 December 2015. It notes that, since 2010, 1,286 tax
audit proposals were the result of information notes
from Tracfin. The total revenue for this period includes
more than €580 million in assessed taxes and more than
€226 million in penalties5.

Case study
VAT fraud
SARL X is a construction company that was set up at the end
of 2014. Each month, the manager, Mr Y, who was born in
1990, receives a transfer from the French Treasury. For the
first half of 2015, these deposits totalled €90,000. For the
same period, total inflows in the company’s account came to
€120,000. The transfers from the Treasury thus represented
75% of all deposits by SARL X.
Tax analysis: if the VAT that a company charges for work is
less than the VAT that is deductible from expenses, the company may request that the VAT credit be refunded (provided
that it is over €760).

A study of Company X’s monthly requests for refunds based
on VAT returns with a credit balance showed a significant
discrepancy between output and input VAT with respect to
the financial flows into and out of the company’s single bank
account.
Warning signs
• Financial inflows that mainly consist of recurrent wire
transfers from the Treasury, issued by a Business Tax
Department
• A recently-created company working in an at-risk sector
(such as construction or security)
• The age of the manager
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SARL X
At-risk company
(area of activity,
youthful director,
business address, etc.)

Business Tax
Department
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Constant inflows from
the Business Tax Department
that represent the lion's
share of an at-risk company's
eposits

SARL X's bank
account

Monthly wire transfers
(€15,000 on average)

2

Processing of refund
requests

Disclosures to social security bodies

The interministerial operational unit for the early
detection of VAT fraud, known as the VAT Task Force,
is responsible for overseeing anti-VAT fraud measures
with an eye to coordinating and improving performance
levels. Tracfin is involved in the work of this unit which
also comprises officers from the DGFiP (Public Finances
Directorate General), French Customs and the Interior
and Justice ministries.

ASSETS HELD OVERSEAS
Amongst the information received by Tracfin,
declarations of assets held overseas by French residents
are very prominent. A certain amount of this information
relates to the tax compliance procedures rolled out
by the DGFiP under the circular signed by the Minister
Delegate for the Budget on 21 June 2013.
In this respect, 106 information requests (right of
communication) from the STDR (Offshore Disclosure
Unit) were made in 2015, as against 123 requests in
2014. In 2015, €107 million was at stake, compared to
€136 million in 2014.
Following examination, information on cases for which
the STDR has not received an application for filing an
amended return is sent to the DGFiP once the assets
have been precisely identified. This is carried out in close
collaboration with Tracfin’s foreign counterparts that
can often provide decisive evidence.

Tracfin receives numerous STRs that directly address
social security fraud issues or that have repercussions in
this area to a greater or lesser degree. This information
can be split into two major categories:
• Social security contribution fraud: principally use
of undeclared labour, with compensation not being
subject to any legal provisions. As a result, social
security contributions are not paid on all or part of
these wages (sometimes the compensation paid is
partially declared). The same may be true for selfemployed workers, who joined the RSI social security
scheme or the MSA social agricultural mutual fund,
who only officially declare part of their business
activity.
• Social security benefit fraud: this involves people
unduly or improperly receiving social security
benefits (unemployment benefit, RSA (social
inclusion benefit), AAH (disabled adults allowance),
APL (personalised housing benefit), etc.) to which
they are not, or are no longer, entitled (income
received from carrying on an undeclared business or
failure to comply with a special condition governing
entitlement to a social security benefit, for example,
the condition of French residency). Sometimes
individuals present false ID papers to illegally obtain
social security benefits.
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Tracfin also receives STRs regarding fraud involving
health professionals whose financial dealings or conditions for practicing their profession may have alerted
the reporting entities.
There are many financial implications. Consequently,
cases that appear the most complicated, with major
financial flows, or that reveal organised crime rings, are
handled as a priority through disclosures to the judicial
authorities.
In 2015, 190 information notes were sent to social
welfare agencies, 31% up on 2014. This rise can essentially be explained by the fact that more than twice as
many notes were sent to the ACOSS (Central Agency
for Social Security Bodies) in 2015 (85 compared to 38
in 2014), that is to say 78% of all notes sent to social
welfare agencies.
€70 million is at stake (against €37 million in 2014),
representing an average of €0.64 million per case.
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TRACFIN’S INVOLVEMENT
IN THE VAT TASK FORCE

The main types of fraud
In 2015, the main types of social security fraud resulting in an information note were as follows:
• Social security contribution fraud:
–– Suspicion of undeclared work and failure to declare
the use of labour
–– Understatement of the base for calculation of
social security contributions by concealing a major
or minor proportion of professional activity

The amounts reassessed after audits carried out by the
ACOSS (the primary target of social security fraud) on
the basis of information notes from Tracfin came to:
Years

Cases closed with
reassessments

Total amounts
notified

2012

27

6,3 M€

2013

36

3,1 M€

2014

19

11 M€

2015

25

18,4 M€

• Social security benefit fraud:
–– Carrying out regular undeclared work while at the
same time collecting unemployment benefit
–– Residence fraud
–– Receiving large amounts of sundry benefits whilst
substantial financial activity is noted
–– Suspicion of the diversion of pension benefits via
“collection accounts”
–– For health professionals, defrauding supplementary mutual funds
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Sector-based breakdown
As for previous years, the construction sector is by far
the largest employer of undeclared labour.
The scaling up of the medical/para-medical sector,
owing to more notes being sent to the CNAMTS (National
Health Insurance Fund for Wage-Earning Workers) in
2015, should also be mentioned.
The Greater Paris region remains the most-affected
region, concentrating70% of cases in 2015 (versus 50%
in 2014 a growing trend.
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A detailed report of Tracfin information notes sent to
social welfare agencies is drawn up twice a year under
the aegis of the DNLF (National Anti-Fraud Office)
which aggregates the results.

When this report was being drafted, 20 cases sent in
2014 and 60 cases sent in 2015 were in the process of
being audited.

AN URSSAF COLLECTION OFFICER WORKING
FOR TRACFIN
Talks concerning seconding a “social security” liaison
officer to Tracfin, held with the ACOSS and the Social
Security Directorate, led to the conclusion of a tripartite
agreement (Tracfin/ACOSS/URSSAF IDF) on 17 November
2015. The agreement provides for the secondment to
Tracfin of a collection officer from URSSAF IDF. It took
effect on 4 January 2016 and has paved the way for more
active and responsive collaboration between the ACOSS
and Tracfin on fighting undeclared labour.

Case study
Undue welfare benefits paid
to a non-resident

In addition, Pôle Emploi reported that Mr A had not informed them that he was leaving the country nor that he had
found a new job.

Between August 2014 and June 2015, Mr A, a professional football player, received 11 transfers from Pôle Emploi
(French employment center) totalling €45,000.

Warning signs

Three transfers amounting to €17,800 from two banks in an
EU Member State were also identified.
When his contract with a French professional football club
terminated in 2014, Mr A signed a new contract with a club
in this EU Member State in 2015.

• Simultaneous transfers from Pôle Emploi and other sources, which are potentially salary payments originating,
in particular, from abroad
• Documents appended to the STR
• Copies of bank statements
• Foreign transfer vouchers

His new contract stipulated total compensation, not including performance-related bonuses, of €100,000.
Following exchanges between Tracfin and Pôle Emploi, it
became clear that Mr A had been receiving unemployment
benefit for the position he previously held with the French
club.
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French football club

Contract from
12.09.2014
to 30.06.2015

Contract until
30.06.2014

€17,800
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Between August 2014
and June 2015:
11 payments
totalling €45,000

French Customs
An active and functional partnership with French
Customs in 2015
In 2015, the number of information notes sent by
Tracfin to the DGDDI (Directorate General of Customs
and Indirect Tax ) remained stable at 43. Exchanges with
the SNDJ (National Customs Judicial Department) were
on the rise. At the same time, day-to-day exchanges,
governed by the protocol signed in June 2013, ballooned in 2015 as database queries doubled from 700 in
2014 to 1,459 in 2015.
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French Customs’ analysis and investigation departments receive information that has been enriched by
Tracfin beforehand. This information covers a wide
range of customs fraud including items imported without having been declared or using false declarations,
tobacco and alcohol smuggling, unlicensed exports of
cultural goods, smuggling endangered species protected by the Washington Convention (CITES), and also all
information on the increase in fraud, inter-alia, in the
e-commerce sector, for undeclared imports and sales of
counterfeit items (medicines, sports shoes, etc.).
Information notes on financial fraud, such as failure
to comply with reporting obligations (MOD) for capital
transfers, are generally the most widespread (around
60% of the total). The notes may lead to the exchange
of highly relevant information between Tracfin and
French Customs, even if the initial information was only
basic.
Another key issue is to heighten cooperation in the fight
against terrorist financing by the regular exchange of
information received by the departments and which
helps better mutual risk assessment.

TRACFIN - ANNUAL REPORT 2015

The partnership with French Customs, including the
SNDJ, will be scaled up in 2016 with more exchanges,
ranging from ordinary documentary information to
more elaborate or specific intelligence, or even information that relates directly to operations. Tracfin and
French Customs are also looking to hold joint discussions on the complementarity of the means to be
rolled out to combat intra-Community VAT fraud, particularly its customs version known as fraud in Customs
Procedure 42.

In this respect, a case handled in 2015 symbolises the
constructive relationship between French Customs and
Tracfin. In March of that year, as part of its relations with
a European FIU, Tracfin received a report concerning
a French national potentially bringing money back to
France that had been held in a bank account in an EU
Member State. After an initial analysis, this information
was quickly forwarded to the DNRED (National
Directorate for Customs Investigations and Intelligence)
which managed to obtain specific information on the
individual’s arrival in France. A customs’ inspection led
to the discovery of €360,000 in cash that the individual
had brought back to France without complying with
reporting obligations. The offender admitted that he had
opened and credited an account abroad in order to evade
wealth tax. This case was subject to both customs and
tax litigation.

Cooperation with supervisory
authorities
The recommendations of the FATF (Financial Action Task
Force) and the Third European Directive of 26 October
2005 concerning the fight against money laundering
and terrorist financing oblige Member States to effectively monitor that declaring professionals are applying
these measures.
Monitoring is exercised by a supervisory authority or by
a so-called “surveillance” body. Should they fail to comply with their obligations, and without prejudice to any
possible criminal proceedings, professionals are liable
for “effective, proportionate and dissuasive” administrative or disciplinary sanctions.
In 2015, Tracfin sent 36 information notes to the supervisory authorities and professional associations1.
Cooperation between Tracfin and the supervisory authorities, as set forth in Article L.561-30 of the Monetary
and Financial Code, stipulates (subject to derogations
concerning lawyers):
• Mutual exchange of all information useful for the
fulfilment of their respective missions: Tracfin
and the supervisory authorities may contact each

1 Tracfin sent 43 information notes concerning breaches of due
diligence requirements in terms of AML/CFT to the competent
authorities.

other within the framework of the definition and
implementation of annual supervisory plans. For
this purpose, Tracfin may share information about
the level and quality of the reporting entities’ STR
submissions and also about the responsiveness of
the relevant professional as regards its rights of
communication (legislation now allows it to set a
deadline).
• Information to Tracfin about any facts uncovered
during their oversight mission which may be
related to money laundering or terrorist financing.
The authorities may send reports to Tracfin when the
facts point to a connection with money laundering
and terrorist financing. The reports are based on
suspicions. As an example, the box below focuses on
exchanges between Tracfin and the ACPR (Prudential
Supervision and Resolution Authority).

EXCHANGES BETWEEN TRACFIN
AND THE ACPR ARE ON THE RISE
Since 2014, exchanges with the ACPR have increased and
200 information notes were sent to Tracfin.
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As regards providing information to the ACPR, every year
Tracfin sends a declarative, statistical and qualitative
report on all the financial institutions in the banking
and insurance industries to the appropriate ACPR
directorates.
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These regular exchanges have led to a sharp increase
in disclosures of information. In 2015, Tracfin sent
28 information notes to the ACPR compared to only four
in 2014.

A HEIGHTENED COMMITMENT
TO COMBATING TERRORIST FINANCING
As a member of the inner circle of the French intelligence community since 2008, Tracfin implements
exchanges and forges ties with all the community’s
stakeholders. In 2015, Tracfin sent 168 disclosures to
intelligence units concerning the fight against terrorist
financing, up 151% compared to the 67 disclosures in
2014. These were broken down as follows:

In addition to its intelligence remit and in compliance
with its obligations, Tracfin also refers cases to the
courts that lead to the start of investigations into
terrorist financing. Tracfin may be called upon to handle
cases of departures of radicalised individuals, funding
proselytism, facilitation, collection of funds for fighters
in the field and the diversion of humanitarian aid.

• 59 to the inter-agency unit at the DGSI (Directorate
General for Domestic Security)

Lastly, like the other domestic anti-terrorism stakeholders, Tracfin is involved in the various government
action coordination bodies (CNR, SGDSN (Secretariat
General for Defence and National Security), UCLAT
(Antiterrorist Action Coordination Unit)).

• 40 to the DGSI
• 21 to the DGSE (Directorate General for External
Security)
• 34 to the DPSD (Directorate for Defence Protection
and Security), including 19 for the special interagency unit
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• 1 to the DNRED (National Directorate for Customs
Intelligence and Investigations)
• 13 to the CNR (National Intelligence Coordinator)
At present, to provide a response to the growing threat
posed by international terrorism, bilateral and multilateral partnerships, such as the DGSI’s inter-agency
unit, are being established to address specific issues or
targets. The fact that a Tracfin’s liaison officer is part of
the platform means that expertise is almost immediately available. This immediate operational response is a
direct consequence of the 2015 terrorist attacks when
real time cooperation, in November, between French
and international partners led to fast understanding
of how ISIL’s units were organised and identification of
their logistical resources.
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To this end, the Combating the Financing of Terrorism
Division has close relations with European and international FIUs joined in the fight against terrorism.

ANTI-TERRORIST FINANCING
EFFORTS – KEY FIGURES
FOR 2015
RECEIPT
> 801 reports received and analysed in 2015 (a 148%
increase over 2014)
INVESTIGATIONS
> On 31 December 2015, 431 cases were being processed
DISCLOSURE
In 2015, Tracfin disclosed 179 “Combating terrorist
financing” notes, up 130% as compared with 2014
> 168 disclosures to intelligence units (+151 %)
> 11 disclosures to courts or to the criminal investigation departments tasked with fighting terrorism

Mr A is married to Mrs B and they have two children. The
couple’s income consists of salaries paid by a temping
agency and benefit paid by Pôle Emploi and the CAF (Family
Allowances Fund).
In October 2014, Mr A closed two of his bank accounts (a
current account and a savings account) and transferred the
balance of €23,000 to the last account still open with the
bank. A few days later, he withdrew €20,000 in cash claiming
that he was going to study in the Middle East. At the same
time, the individual made purchases from a Middle Eastern
airline and on a website offering visas. As from November
2014, movements on these accounts in France gradually
slowed down, including those held by Mrs B on which there
had never been much activity.
In October 2014, Mr A opened an account with another
bank together with a subscription enabling him to carry
out international transactions cheaply. After it was opened,
this account was used almost exclusively in the Middle East
(withdrawals and purchases using a bank card). Further
bank card purchases from the same airline were flagged up
in December 2014 and again in January 2015.

The analysis of the bank activity suggests that Mr A left
alone for the Middle East in November 2014 and was in
all likelihood joined there by Mrs B in February 2015. It is
possible that they may have gone on to the war zone.

Warning signs
• Single withdrawal of a large amount of cash
• Reason put forward by the individual when making the
withdrawal
• Sensitivity of the destination
• Closing accounts and no longer using them in France
• Type and location of bank card payments (airline tickets,
websites offering visas, transactions abroad)
• Couple’s profile (young, radicalised)
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Radicalised individuals attempting
to join the jihadists

ENACTMENT OF THE FOURTH ANTI-MONEY
LAUNDERING AND TERRORISM FINANCING
DIRECTIVE
Directive (EU) 2015/849 of the European Parliament
and of the Council of 20 May 2015 on the prevention
of the use of the financial system for the purposes of
money laundering or terrorist financing (AML/CFT) was
published on 5 June 2015. The main purpose of this
4th Anti-Money Laundering and Terrorism Financing
Directive is to bring EU law into line with the recommendations of the FATF that were adopted in February 2012.
In November 2015, Tracfin published a document called
“The 4th Directive in 12 points” to provide professionals
with an overview of the new provisions contained in the
Directive (http://www.economie.gouv. fr/tracfin).
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The 4th Directive has more provisions applying to FIUs
than the 3rd Directive and pays particular attention to
the latter’s operational independence and autonomy, in
accordance with FATF standards. It also sets out stipulations to bolster cooperation between European FIUs.
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Whilst French law already broadly complies with the
requirements of the 4th Directive, some of its provisions
will need to be adjusted to enshrine this operational
independence and autonomy, to increase the options
for exchanges with the FIUs of other Member States
and to spell out the conditions for disseminating the
exchanged information.

NEW: CROSS-BORDER CASES
According to Article 53(1), paragraph 3, of the 4th AML/
CFT Directive, cross-border cases regard STRs received by
a Member State, which content may concern another/
other Member State(s). The information set out in the
STR should be forwarded by the recipient FIU to the FIU
of the other relevant Member State(s).The European
Commission, Tracfin and three other FIUs are members of
a working group tasked with tabling practical proposals
for implementing these new arrangements.

The 4th Directive, containing limited harmonisation
measures, is slated to be written into national law prior
to 26 June 2017. Due to the events of 13 November
2015, and having regard to the Directive’s provisions
for more effective combating of terrorist financing,
France has committed to incorporating it into French
law before the end of 2016. Tracfin is primed together
with the government departments and professionals
affected by these new provisions, within the various
working groups led by the Directorate General of the
Treasury, to comply with this deadline for enactment.
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TRACFIN’S
INTERNATIONAL
ACTIVITY

TRACFIN WITHIN THE INTERNATIONAL
COMMUNITY
TRACFIN’S CONTRIBUTION TO
THE FATF AND MONEYVAL
The FATF was founded in 1989 at the Paris G7 Summit
and it has 34 member countries. The current mandate
(2012-2020) reasserts the international organisation’s objectives, which are to produce standards and
promote the effective application of legal, regulatory
and operational measures for the combating of money
laundering, terrorism financing and related threats, so
as to ensure the integrity of the international financial
system.
The FATF assesses the implementation of its standards
by its members and the countries belonging to the nine
FATF-style regional bodies.
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Tracfin’s role within the French delegation is to manage
the work led by the Working Group on Typologies. In
2015, one of Tracfin’s officers, together with a representative from the US, were commissioned to write an
Emerging Terrorist Financing Risks report which was
published in October 2015.
Tracfin also took part in drafting the report on the
Financing of the Terrorist Organisation Islamic
State in Iraq and the Levant (ISIL), the report on
Money Laundering and Terrorist Financing Risks and
Vulnerabilities associated with Gold, and the report on
Money Laundering Through the Physical Transportation
of Cash, all published on the FATF’s website.
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The Unit also participates in the work and meetings of
Moneyval, which is the Council of Europe’s regional FATF
bodt. France is a full member until August 2017. France’s
special status, awarded by the Chairman of FATF to two
of its Member States, allows it to directly participate in
Moneyval’s work, in particular, in the mutual evaluations of this organisation’s members.

EVALUATION OF
EFFECTIVENESS USING THE
FATF’S NEW METHODOLOGY
For money laundering and terrorist financing to be
combated effectively, the standards must be met by as
many countries as possible.
Following the adoption of the 40 new recommendations
in February 2012, the initial assessments based on this
new methodology took place in 2014. The first conclusions were drawn from these assessments in 2015 and
these will inform France’s assessment scheduled for
2020.
It is essential to understand the risks of money laundering and terrorist financing, both as regards technical
compliance with the first recommendation “Assessing
risks & applying a risk-based approach”, and for
gauging the system’s effectiveness.
The FIU’s effectiveness is measured in relation to its
collaboration with all its partners, in the private sector,
within competent authorities, and with its international
counterparts.

TRACFIN WITHIN THE EGMONT
GROUP, WHICH REPRESENTS
151 FIUS THROUGHOUT
THE WORLD
Following the revision of the FATF’s standards in 2012,
the Egmont international group, which is responsible
for the operational sharing of information between
FIUs, began revising its own standards.
The Egmont Group’s plenary meeting, held in South
Africa in 2013, decided on the bold objective of bringing the Group’s standards into line with those of the
FATF. This group approach, which was supported by
Tracfin, was to extend the powers of FIUs and increase
international cooperation.
In 2014, at two meetings of the Egmont Group in
Budapest and Lima, Tracfin – as regional representative
for Europe – was involved in establishing new Group

standards and in discussions on the conditions for their
implementation. This work led to the revision of the
Egmont Charter, the Egmont Principles for Information
Exchange between FIUs and the Procedural Guidance for
FIUs. The purpose of these new standards is to highlight
the main functions of an FIU, namely, the receipt, analysis and dissemination of information relating to money
laundering and terrorist financing, and the need for the
closest possible cooperation between FIUs on these two
issues.
With an eye to bolstering effectiveness, 2015 saw a
reorganisation of the Egmont Group, reducing the number of working groups from five to four. It now has the
following working groups:
• Information Exchange on ML/TF
• Membership, Support and Compliance
• Policy and Procedure
• Technical Assistance and Training
The aim of this overhaul was to address the fragmentation of the Egmont Group’s work caused by having
too many working groups. Now, the same group deals
with complementary topics such as membership and
compliance.

TRACFIN WITHIN THE EGMONT GROUP IN
2015

2015: THE CIRCLE
OF FRENCH-SPEAKING FIUS
GATHERS MOMENTUM
In 2012, owing to the historical and linguistic ties
between French-speaking countries and their repercussions on cross-border financial flows, it was decided
to create a structure that would bring together FIUs
that share the same language, namely French, and
common anti-money laundering and counter-terrorist
financing issues.
The idea of an association or “Circle” therefore emerged, and its aims quickly took shape:
• Improving mutual knowledge of people and investigative capacities between French-speaking FIUs
and therefore sharpening up operational cooperation
• Exchanging good practices for dealing with shared
anti-money laundering and counter-terrorist financing issues
• Facilitating the accession of French-speaking candidate FIUs to the Egmont Group by setting up dedicated training
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In 2015, the Circle of French-speaking FIUs arranged
a symposium on terrorism financing in Africa with an
in-depth focus on regional terrorist cells and financial
flows generated using mobile phones. In 2016, these
two topics will be the subject of reports to the Egmont
Group.

–– Tracfin coordinates the paper on FIU independence
and operational autonomy aimed at better outlining
and fostering the independence of FIUs worldwide
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–– Admission of the FIU of Niger into the Egmont Group,
endorsed by Tracfin and the FIU of Senegal

BILATERAL COOPERATION
COOPERATION AGREEMENTS
In July 2015, Tracfin concluded two cooperation agreements with the FIUs of Jersey and Guernsey that set out
each party’s powers, the conditions for access to the
information held by each FIU and the rules for using and
disseminating the information sent. These agreements
helped significantly improve use of the information
exchanged. During 2015, 102 information notes were
received from Jersey and 26 from Guernsey.
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Moreover, at the FATF plenary meeting held in Paris in
February 2015, Tracfin had a discussion with the Chinese
FIU. Owing to France’s and China’s common ground as
regards AML/CFT and the need for operational cooperation between the two FIUs, their representatives were
looking to give fresh impetus to their relations. This
resulted in a decision to begin drafting a new cooperation agreement, containing more details than the
previous 2009 version, especially concerning powers,
rules for dissemination and communication channels.

VISITS FROM DELEGATIONS
Tracfin met with delegations from a number of countries:
–– China (police): January 2015
–– Jordan (anti-corruption judge): May 2015
–– Romania (FIU): July 2015
–– Ukraine (FIU): October 2015
–– Australia (FIU, Israel (FIU), Jersey (FIU): December
2015
During 2015, Tracfin was also involved in special bilateral
exchanges with Germany, Belgium, Cameroon, Spain,
the United States, Italy, Luxembourg, Morocco, Russia
and Switzerland.
In light of the strong terrorist threat in both France and
the United States, members of the US Congress visited
in September 2015 to discuss various issues such as
the centralised bank account file, the powers of FIUs
(in particular, regarding the to request information)
and access to SWIFT1 messages via the TFTP (Terrorism
Finance Tracking Program). Following this visit, Tracfin
appeared before the US Congress in October 2015.

MISSIONS OUTSIDE FRANCE
In 2015, Tracfin’s International Division carried out
various assignments:
–– From 23 to 24 March in Libreville, as part of the GIABA
seminar on new means of payment (money laundering and terrorist financing using mobile phones)
–– From 17 to 22 May in Madagascar to bolster the operational capabilities of the Madagascan FIU
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–– From 27 to 28 October in Washington where Tracfin
took part in the US/EU Forum on terrorist financing.
Tracfin presented its role and scope of action in the
wake of the January terrorist attacks in Paris. The
Unit also explained the interest of having a centralised bank account file, broader powers for FIUs (in
particular, regarding the right of communication)
and access to SWIFT messages.

1 SWIFT is an international financial cooperative based in
Belgium which manages, inter alia, a system for exchanging
encrypted and secure messages. The system is used for global
interbank transfers.

PROCEDURES FOR INTERNATIONAL
INFORMATION SHARING
Breakdown of incoming information
(requests and reports)
by geographical area

Information requests from foreign FIUs are handled
by the Unit in the same way as STRs. Based on these
requests, Tracfin can exercise the same rights as when
investigating STRs submitted by a reporting entity. It
may in particular exercise a right of communication visà-vis the relevant professionals, or request additional
information from the national public authorities and
foreign FIUs other than the one that made the request
(providing, in this last case, that the foreign FIU that
made the request authorises the disclosure of this
information).

7%
24%
3%
1%

65%

The standard of the Unit’s reply is dictated by the clarity
of the reasons for the request.
As exchanges are subject to the principle of reciprocity,
requesters may only ask for information that they themselves would be able to obtain in their own countries.
In 2015, the number of requests received from foreign
FIUs rose sharply. Tracfin received 1,346 incoming
reports (up 28%) relating to over 6,500 individuals and
legal entities, including:
• 815 requests for information
• 531 unsolicited reports: the FIUs provide Tracfin
with information that does not require a response.
In 2015, these related essentially to combating
terrorist financing (in particular, from our American
counterpart, FinCEN), and made a substantial
contribution to the strong increase in information
from other FIUs.
There were 636 exchanges with EU partners, 108 unsolicited reports and 528 requests for information (65%
of total requests).

Africa

Asia, Middle East

Europe

The Americas
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Australia, Oceania

The Unit has more exchanges with certain countries on
the basis of specific criteria:
• Luxembourg, Belgium and Switzerland: Possible
money laundering venues owing to favourable tax
conditions, proximity and shared language
• The US: In the wake of the terrorist attacks in
January 2015, a large number of unsolicited reports
were received
• The UK: An area of interest for tax matters and a
specialist in complex arrangements
• Italy and Spain: Tracfin’s long-standing partners
owing to proximity and numerous exchanges
concerning cases of organised crime or drug
smuggling
• Jersey/Guernsey: Receipt of a large number of
unsolicited disclosures from these FIUs relating to
French citizens’ assets which are not necessarily
declared to the French tax authorities and British
citizens who are resident of France for tax purposes
• Singapore and Hong Kong: Free trade zones that
could be used for the laundering of the proceeds of
tax evasion where the FIUs are especially active
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REQUESTS FROM FOREIGN
FIUS

• The Netherlands: Frequent queries to find out
whether individuals or legal entities that may have
ties to France are known to the FIU or not

DISCLOSURES
TO FOREIGN FIUS

• Russia: Exchanges primarily concerning the
financing of Chechen terrorism and searches relating
to the property assets of certain individuals

Independently of the information sharing with foreign
FIUs, Tracfin provides information to its counterparts
in two ways. First, unsolicited disclosures that result
from analyses made based on domestic STRs received
by the FIU. In 2015, Tracfin sent 87 information notes
to its partners so that the intelligence gathered in
the STRs received in France could be used abroad. The
overall value of suspicious transactions totalled around
€120 million. The vast majority of these notes were sent
to European FIUs (45 notes to 13 recipients).

• Hungary, Czech Republic and Slovakia: Collaboration
concerning false transfer orders and fraudulent
payments

List of the 22 leading countries having sent Tracfin
requests and reports in 2015
Countries
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Number of incoming
requests (FIU)
received in 2015

List of the 15 leading countries to which Tracfin sent
unsolicited information notes

United States

275

Luxembourg

236

Belgium

150

Jersey

102

Spain

11

United Kingdom

57

Belgium

8

Switzerland

34

Morocco

8

Canada

33

United States

7

Spain (incl. Balearic Islands)

30

Switzerland

6

Guernsey

26

Italy

6

Netherlands

26

United Kingdom

5

Mauritius

24

Russian Federation

4

Seychelles

20

Greece

3

Italy

19

Ukraine

3

Singapore

17

Luxembourg

2

Gibraltar

15

Canada

2

Russian Federation

15

Poland

2

Slovakia

15

Bulgaria

2

Cyprus

13

Czech Republic

2

Hungary

12

Germany

10

Bulgaria

10

Isle of Man

10

Countries

Number of
unsolicited
disclosures

Tracfin also draws the FIUs’ attention to the targets of
investigations in order to obtain financial information
on individuals and legal entities.
In 2015, the Unit sent around 2,195 requests concerning 925 cases being investigated to 85 different FIUs,
with European FIUs receiving the most requests. The
foreign FIUs can also glean information from these
requests which often form the basis for constructive
exchanges.

List of the 15 leading countries to which Tracfin sent
requests for information

Countries

Number
of requests
for information

Switzerland

80

Belgium

76

Luxembourg

73

United Kingdom

46

Italy

41

Spain

39

Poland

31

Monaco

31

United States

28

China

26

Germany

24

Hong-Kong

24

Romania

22

Morocco

20

Latvia

18

TOOLS FOR INTERNATIONAL
OPERATIONAL COOPERATION
FIU.net
Council Decision no. 200/642/JHA of 17 October 2000
introduced the concept of appropriate and
protected channels of communication between
European FIUs. The FIU.net computer network was set
up in 2002 by five countries, including France, with all
the European FIUs gradually being connected as from
2004.
FIU.net is a secured and closed computer network that
allows the EU’s 28 FIUs to exchange different types of
information pursuant to their operations. Exchanges
may be either bilateral or multilateral. It enables the
recovery or automated sending of structured data and
provides an effective interface between the FIUs’ databases. Processing European requests, the Unit’s replies,
requests sent by Tracfin and the replies received are all
paperless. 511 requests were sent to Tracfin via this
network in 2015.
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EGMONT SECURE WEB (ESW)

INTERNATIONAL COOPERATION
IN COMBATING TERRORIST FINANCING
The responsiveness of foreign FIUs following the 2015
terrorist attacks has been exemplary. Replies to Tracfin’s
requests for information were received extremely
swiftly and they were often decisive for the ongoing
investigations in France. In this respect, Tracfin sent over
600 requests to its counterparts in 2015.

This system, which was introduced in 1995, is also secured. It can be used by the 151 FIUs that are members of
the Egmont Group. It provides access to a broad network
of FIUs that share common operating standards. It is a
vehicle for operational exchanges and is also used for
institutional communication within the Group.
Unlike FIU.net, the structure of ESW’s data does not
provide Tracfin with an automated import process. In
2015, the Unit received 800 requests using this system.
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Foreign FIUs also sent a large number of unsolicited
reports to the Unit. Around a hundred of these, that
were deemed to be of relevance, were handled by the
CFT Division. The Unit also replied to numerous foreign
requests relating to this topic.
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ABOUT TRACFIN
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TRACFIN CELEBRATED ITS 25TH ANNIVERSARY
IN 2015!
When it was set up in 1990, Tracfin was not a department with national scope but simply a specialised
unit of the Directorate General of Customs, grouping
together three staff members. Over the last 25 years,
there has been a permanent rise in staffing levels with
employees from increasingly diverse backgrounds. This
trend has been particularly marked over the last five
years.

Fraud Control), contract agents (11%), and magistrates
and police and gendarmerie liaison officers.

Breakdown of headcount
by original department

The changing face of assignments and the amount of
information received account for the constant rise in
employee numbers.
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19%
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As mentioned above, the increase in staffing levels has
been continuous and particularly marked over the last
five years. From three officers in 1990, the Unit had 22
in 1995, 27 in 2000 and 72 in 2010. At 31 December
2015, there were 119 officers in Tracfin’s teams (including five liaison officers seconded from their original
government departments).

Tracfin’s staffing levels
between 2008 and 2015

36%

4%
3%

DGFiP

Seconded officers

DGDDI

Contract staff

DGCCRF

Central government

119

Key dates
92

84
73
67

104

87
72

2008 2009 2010 2011 2012 2013 2014 2015

In the wake of January’s terrorist attacks, Tracfin was
granted multi-annual reinforcements in the shape of
10 new employees, six in 2015 and four in 2016. These
employees focus on combating terrorist financing.

Tracfin is enriched by the diverse backgrounds of its
staff
TRACFIN - ANNUAL REPORT 2015

27%

Tracf in can no longer be considered as solely a
customs unit. Its day-to-day operations involve officers
from customs (36%), from the DGFiP (27%), from central government (18%), from the DGCCRF (Directorate
General for Competition Policy, Consumer Affairs and

2007: First officer from the DGFiP posted to Tracfin
2009: First legal adviser position for assigned to a
magistrate from the judiciary
2010: First contract officer
2011: First DGCCRF officer

Liaison officers are a strong point for Tracfin
Liaison officers are a unique feature of the Unit and are
part of a concrete strategy. They epitomise the relations
that Tracfin has forged with its partner government
departments and demonstrate the need to cooperate
with the latter as regards operations. In 2002, the first
liaison officer from the Gendarmerie Nationale was
posted to Tracfin, followed by one from the Police in
2008 and, in 2010, the ACPR made one of its officers
available to Tracfin to create a direct and responsive

bridge between the two bodies. The trend continued
with the arrival of the first DGDDI liaison officer in 2013
and the signing of an agreement at the end of 2015 with
the ACOSS and the URSSAF de Paris providing for the
integration of an ACOSS liaison officer as from January
2016.

Training programmes tailored to the new needs of the
Unit and its teams
Tracfin offers a large number of targeted training
programmes tailored to the assignments of its officers.

In 2015, 96.6% of the Unit’s staff attended at least one
training session, with an average of 5 days’ training per
member. The IGPDE (Institute for Public Management
and Economic Development), the French Economy and
Finance Ministries’ training organisation, is the main
provider offering the Unit standard or customised
training courses. At the same time, to meet special requirements, the Unit’s skilled officers provide
in-house training. Lastly, officers receive training from
the intelligence academy that caters for executives
belonging to the inner circle of the French intelligence
community.

TRACFIN IN 2015
DIRECTOR
Bruno DALLES

ADMINISTRATIVE
AND FINANCIAL AFFAIRS
DEPARTMENT

DEPUTY DIRECTOR
Albert ALLO

77

Security Unit

Expert Adviser
FATF

Strategic Analysis
Unit

Communication

LEGAL AND JUDICIAL
DIVISION

Report Development
and Fraud Detection
Division

Information Routing
and Enrichment Division 1
Financial sector

Information Routing
and Enrichment Division 2
Non-financial sector

International Division

Liaison Officers
ACPR and French
Customs

Combating
the Financing of
Terrorism Division

INVESTIGATIONS
DEPARTMENT

INFORMATION SYSTEMS
TASK FORCE

Investigations Division 1
including gaming office

Upstream Intelligence
Office

Investigations Division 2
including non-banking
circuits office

Projects Office

Isabelle MINGUET
Legal Adviser

Police
and Gendarmerie
liaison officers

Infrastructures Office

Investigations Division 3
including anti-terrorist
financing office
Investigations Division 4
including complex legal
structures office
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ANALYSIS,
INTELLIGENCE
AND INFORMATION
DEPARTMENT

The Unit’s operational wing is organised around two
departments and a division:
• The DARI (Analysis, Intelligence and Information
Department) comprises four divisions that redirect,
develop and enrich information, as well as overseeing
relations with reporting entities and exchanges
with foreign FIUs. Two liaison officers (from the
Directorate General of Customs and Excise and the
Prudential Supervision and Resolution Authority)
are also a part of the Department. As from 1 January
2016, an ACOSS liaison officer joined the DARI team
within the DEDF (Report Development and Fraud
Detection Division).
• The DE (Investigation Department) consisting of four
divisions. When a case so requires, the Department
conducts in-depth investigations, and for all types
of money laundering. Each division has its own
specialised unit responsible for the gaming sector,
non-banking financial circuits, economic predation,
and complex legal structures respectively.
• The DLFT (Combating of Terrorist Financing Division)
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The PJJ (Legal and Judicial Division) provides legal
and judicial expertise and support for all cases that fall
within its remit. The Legal Adviser is tasked with providing a consultative opinion, independent of Tracfin’s
Director, as to whether the evidence provides sufficient
proof of money laundering. Three liaison officers (from
the Police, the National Gendarmerie and the OCRGDF
(Central Office for the Prevention of Serious Financial
Crime)) are also part of the Division.
An IT Unit is tasked with operating and developing
Tracfin’s information systems in line with users’ expectations and the regulations in force.
The CAS (Strategic Analysis Unit) uses available information to identify money laundering and terrorist
financing-related trends and patterns.
The DAAF (Administrative and Financial Af fairs
Department) manages human and financial resources.

TRACFIN’S IT PRIORITIES
In late 2014, to bolster its effectiveness and foster the
best possible use of data received, Tracfin initiated a
strategic programme to overhaul its operational information system. The programme has three main parts:

To operate the current information system and to
oversee the work required for the future IS, the
Information Systems Task Force (18 officers) has three
offices:

• Collection: changes to the ERMES online platform
allowing it to receive larger information flows whilst
ensuring maximum security, and providing interconnections with public (national and international)
and private partners

• An Infrastructures Office tasked with maintaining
workstations, systems, the network, and providing
user support

• Analysis: rollout of innovative infrastructure for data
analysis to improve STRs’ quality using the Unit’s
information capital
• Viewing: development of new research tools for the
FIU’s analysts and investigators enabling business
processes to be adjusted to the challenges facing the
Unit

• A Projects Office tasked with designing and introducing a new IT system, with transitioning from the
current system and maintaining all current applications in operational condition
• An Upstream Intelligence Office responsible for
the quality, admissibility and integration of incoming information. In order to achieve highquality, consistent results, the Office is tasked with
integrating information received from reporting
entities and partners.
An Information Systems Security Manager and a data
scientist help the Information Systems Task Force to
carry out its assignments.
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STRATEGIC ANALYSIS – A KEY CONCERN

The Strategic Analysis Unit is helping to roll out a
risks-based approach. This is a method for measuring threats and the vulnerabilities of the French
systems in terms of money laundering and terrorist
financing.

In June 2015, the Unit published an analysis report
flagging up the trends for money laundering and
terrorist financing risks. The report highlighted the
increase in STRs concerning tax evasion and risks
relating to the use of cash as a vehicle for money
laundering, tax evasion and avoidance.
Tracfin’s report on the trends and risk analysis regarding money laundering and terrorist financing in
2014 can be consulted at www.economie.gouv.fr/
tracfin
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The Strategic Analysis Unit seeks to identify AML/CFT
trends and patterns, either through the cross-cutting
use of information received by Tracfin or by actively
monitoring new issues which are only rarely mentioned in the STRs received.

BOLSTERING THE LEGAL
AND JUDICIAL DIVISION
The Legal and Judicial Division was set up in 2014 and
is managed by a judicial magistrate providing legal
counsel to Tracfin within the meaning of the Monetary
and Financial Code (Art. R.561-34). It is tasked with
providing an opinion on referring information in the
form of a court referral or spontaneous disclosure to
prosecutors’ offices, and with considering the criminal
classification that is the most appropriate in light of the
facts which are known to the Unit, and which are subject
to a planned court referral. It assists with replying to
judicial requests and helps in cases where the right to
object is exercised.
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It also provides legal advice on legal and regulations
issues. It acts as an interface between the FIU and the
courts for the judicial follow-up of cases. The criminal
classification proposal, for eligible cases, is only binding on the Unit.
The Legal and Judicial Division has wide-ranging
responsibilities. Besides acting as an interface with
judges and the criminal investigation departments, it
is in charge of the Unit’s legal operations:

- Legal monitoring and the criminal justice training of
Tracfin’s employees
- Drafting legal documents relating to the Unit’s organisation and its operational and institutional activity
(legal and regulatory provisions, orders, etc.), in particular, as part of talks on the 4th AML Directive
- Preparing responses to written questions from members of parliament and questionnaires and surveys sent
by national and international public organisations
- Monitoring international legal developments and
taking part, if and when required, in working groups on
AML/CFT
- Awareness-raising of participants in the criminal
justice system and operational cooperation
Lastly, in 2015, a legal expert adviser and a lawyer
joined the Division bringing its headcount to seven.

AMENDMENTS TO THE MONETARY AND FINANCIAL CODE IN 2015
- Act no. 2015-912 of 24 July 2015 on intelligence and its implementing provisions confirmed Tracfin’s status as a
specialised intelligence unit. These units “are tasked, in France and abroad, with searching for, collecting, using and
making available to the government intelligence on geopolitical and strategic issues, and threats and risks having a likely
impact on the life of the nation. They contribute to knowledge and anticipation of these issues, and to the prevention and
constraint of these risks and threats” (Article L.811-2 of the Internal Security Code).
These units have been listed in a decree (Article R.811-1 of the Internal Security Code). They are the DGSE (Directorate
General for External Security), the DPSD (Directorate for Defence Protection and Security), the DRM (Military Intelligence
Directorate), the DGSI (Directorate General for Domestic Security), the DNRED (National Directorate for Customs
Investigations and Intelligence) and Tracfin.
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Besides the intelligence techniques these units may use, the Act institutes a right of communication (request for
information) for Tracfin vis-à-vis road, rail, sea or air carriers, and all tour operators (Art. L.561-26 II bis of the Monetary
and Financial Code). The right may concern “information concerning the identity of persons who have purchased or
benefitted from a service, together with the dates, time, places of departure and places of arrival of these persons and,
where appropriate, any information in their possession concerning the luggage and goods transported”.
Lastly, these arrangements are completed by a new obligation for public passenger road transport firms to keep certain
records that has been added to the Transport Code (Art. L.1631-4). These firms must request passenger ID when they
provide a regular international road transport service for distances of 250km or more.

THE COMBATING OF TERRORIST
FINANCING DIVISION
for financial analysis, investigations and multi-partner
collaboration. The Division is coordinated by a senior
executive who devotes all his time to this assignment.
Its goals range from increasing the workload to expanding the issues addressed, as well as forging relations
with the other intelligence units and, more broadly,
all administrative and judicial departments that are
involved in fighting terrorism. It is also supported by
all the Unit’s other departments.

A NEW SPECIALITY AREA:
ECONOMIC PREDATION
In July 2015, an office specialising in economic and
financial predation was set up within the Investigations
Department.
Its investigators are tasked with analysing and using
information relating to facts, actions or attempts to
interfere with capital, know-how, human resources and
the research efforts of French firms. Using financial
analysis and background checks, investigations concern
customer poaching, fraudulent operations or offences
committed when taking over struggling companies,
infringements of a business’s intellectual property, and
anything that harms France’s economic interests.
The office can send a court referral when an in-depth
investigation reveals that economic and financial crimes
have been committed. Examples of these offences are
laundering the proceeds of crime, breach of trust, corruption and fraudulent organisation of insolvency.
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Special relationships have been forged with the specialist departments to identify examples of predation, as
part of preventive action. The Unit can analyse investments in the capital of companies based in France which
are reported to it as part of AML/CFT arrangements.
The office’s scope of action is not limited. Although the
defence and aeronautics sectors are a priority for national defence interests, all economic sectors, including
the longest-established, are possible targets for economic and financial predation.
During its first six months of existence, the office sent
11 information notes. At the end of 2015, 27 investigations were ongoing.
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During 2015, owing to the tragic events early in the
year, Tracfin adjusted its organisation to factor in this
new priority for all units involved in gathering intelligence on terrorist financing. On 1 October, the specialised office that was responsible for combating terrorist
financing became a Division as the government had
earmarked new recruits in March. Its officers contribute their previous experience and the benefit of their
diverse backgrounds (Interior, Customs Public Finances)

APPENDICES
TWENTY-FIVE YEARS OF AML/CFT

1987

2006

• The offence of laundering the proceeds of drug
smuggling is introduced

• Tracfin becomes a department with national scope
under the supervision of the Economy and Finance
Ministries

1989
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• The FATF (Financial Action Task Force) on money
laundering is set up at the Arch Summit (G7)

2007

1990

2008

• Decree of 9 May 1990 concerning the creation
of a cooperation unit tasked with processing intelligence
and combating illicit financial circuits, Tracfin, reporting
to the Directorate General of Customs
• STR arrangements for the financial professions are
introduced for the benefit of Tracfin (Act no. 90-614
of 12 July 1990)

• Tracfin joins the French Intelligence Council
(6 units: DGSE, DGSI, DRM, DPSD, DNRED, Tracfin)
• In addition to referrals to the judicial authorities,
Tracfin becomes entitled to send administrative notes
• The first Police liaison officer joins Tracfin

2009

• First AML Directive

• Tracfin’s scope for fighting tax evasion is broadened
• The first legal adviser joins Tracfin
• Third AML Directive

1993

2010

• The scope of STRs is broadened to cover organised
criminal activities (Act no. 93-122 of January 1993)

• The first contract agent joins Tracfin
• The first ACPR liaison officer joins Tracfin

1995

2011

• The Egmont Group is set up to provide a forum
for operational exchanges between FIUs

• Tracfin is reorganised with the creation of two
operational departments

1996

2012

• The “general” offence of money laundering
is established

• The offence of terrorist financing is introduced

• The FATF’s standards are overhauled
• Tracfin’s scope of action is extended to cover social
security fraud
• A Tracfin division is set up to develop information
and detect tax evasion and social security fraud

2002

2013

1991

2001

• The first liaison officer from the Gendarmerie joins
Tracfin

2003
• Financial Security Act (writing the Second AML
Directive into French law)
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• The first tax officer joins Tracfin

2004
• Accounting and legal professionals become subject
to AML arrangements
• The JIRS (Specialised Interregional Courts) are set up

• Systematic information disclosures (COSI) are
introduced
• The French Financial Prosecutor’s Office is set up
• The first DGDDI officer joins Tracfin

2015
• Adoption of the Fourth AML Directive
• Michel Sapin’s CFT programme
(March and November 2015)
• The first Tracfin liaison officer at the DGSI

ACRONYMS
ACOSS

Agence Central des Organismes de Sécurité Sociale (Central Agency for Social Security Bodies)

ACOSS

Agence Central des Organismes de Sécurité Sociale (Central Agency for Social Security Bodies)

ACPR

Autorité de Contrôle Prudentiel et de Résolution (Prudential Supervision and Resolution Authority)

AMF

Autorité des Marchés Financiers (Financial Market Authority)

AML/CTF

Anti-Money Laundering and Counter-Terrorist Financing

ARJEL

Autorité de Régulation des Leux en Ligne (Online Gaming Regulatory Authority)

CMF

Code Monétaire et Financier (Monetary and Financial Code)

CNAJMJ	
Conseil National des Administrateurs Judiciaires et des Mandataires Judiciaires
(National Association of Court-Appointed Receivers and Trustees)
CNR

Conseil national du renseignement (French Intelligence Council)

COSI

Communication Systématique d’Informations (Systematic Information Disclosure)

CSN

Conseil Supérieur du Notariat (National Association of Notaries)

DGDDI

Direction Générale des Douanes et Droits Indirects (Directorate General of Customs and Excise)

DGFIP

Direction Générale des Finances Publiques (Public Finances General Directorate)

DGGN

Direction Générale de la Gendarmerie Nationale (Directorate General of the National Gendarmerie)

DGSE

Direction générale de la sécurité extérieure (Directorate General for External Security)

DGSI

Direction générale de la sécurité intérieure (Directorate General for Domestic Security)

DGSN

Direction Générale de la Sûreté Nationale (Directorate General of National Security)

DGT

Direction Générale du Trésor (Directorate General of the Treasury)

DNLF

Délégation nationale de la lutte contre la fraude (National Anti-Fraud Office)
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DNRED 	Direction Nationale du Renseignement et des Enquêtes Douanières
(National Directorate for Customs Intelligence and Investigations)
DS

Suspicious Transaction Report

DSS

Direction de la sécurité sociale (Social Security Directorate)

FATF

Financial Action Task Force

FDJ

Française des Jeux (public lottery and betting company)

FIU

Financial Intelligence Unit

IFPPC	
Institut Français des Praticiens des Procédures Collectives
(French Institute of Practitioners of Insolvency Proceedings)
OCRGDF 	Office Central pour la Répression de la Grande Délinquance Financière
(Central Office for the Prevention of Serious Financial Crime)
SCCJ

Service Central des Courses et Jeux (Central Racing and Gaming Unit)

SCPC

Service Central de Prévention de la Corruption (Central Unit for the Prevention of Corruption)

SNDJ

Service National de Douane Judiciaire (National Customs Judicial Department)

TGI

Tribunal de Grande Instance (Court of First Instance)

UCLAT

Unité de coordination de la lutte anti-terroriste (Antiterrorist Action Coordination Unit)

URSSAF 	Unions de recouvrement des cotisations de sécurité sociale et d’allocations familiales
(Union for the Collection of Social Security Contributions and Family Allowances)
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SGDSN 	Secrétariat général de la défense et de la sécurité nationale
(Secretariat General for Defence and National Security)

TEAR-OFF REPORTING SLIP:
HOW TO SUBMIT AN STR
Two ways for reporting a suspicious transaction:

 Online
Fast and secure: (https ://Tracfin.finances.gouv.fr)

 Letter
You must use the online reporting form

TRACFIN
10, rue Auguste Blanqui
93 186 Montreuil-sous-Bois cedex
Tracfin provides you with instructions drawn up together with professionals. These instructions contain a step-bystep guide to reporting.
IMPORTANT, the form below must be typed and not handwritten, and must designate at least one person to
be valid.

Designate a correspondent or reporting party
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Who is the reporting party/correspondent?
Professionals subject to AML obligations must designate vis-à-vis Tracfin and their supervisory authority, the managers or employees tasked with the responsibilities of “reporting party” and “correspondent” respectively.
If necessary, the same person may assume both these positions.
–– The reporting part is in charge of sending reports to the FIU
–– The correspondent provides the interface with Tracfin. He or she receives the acknowledgments of receipt for
reports sent and handles requests for communication of evidence or documents
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Designating a reporting party/correspondent. TTracfin provides professionals with a special registration form at
www.economie.gouv.fr/Tracfin/declarer

Publication Chief Executive: Bruno Dalles
10 rue Auguste Blanqui 93186 MONTREUIL - Tel: +33 1 57 53 27 00
www.economie.gouv.fr/tracfin
crf.france@finances.gouv.fr
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