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A word from the director 

In 2012, as the necessary efforts are being made for the financial recovery of France and Europe, the combating 
of money laundering and terrorism financing has remained a constant concern for the public authorities, both 
to prevent the economic situation from being exploited to launder illicit funds, and to combat as effectively as 
possible fraud of all kinds, particularly those affecting the public finances.

Tracfin has continued to appreciate the unwavering support and confidence of its supervising ministries, which 
have continued to increase its workforce - resulting in a rise of nearly 50% in 5 years - as well as its material and 
financial resources, despite strained public finances.

All the reporting entities have also demonstrated their faith in Tracfin, not only through the reports sent to the 
Unit but also through the high quality relationships maintained with staff.

The constant vigilance of these professionals is the cornerstone of the international structure set up to combat 
money laundering and terrorism financing and I am aware that the task assigned to them can sometimes be 
difficult to grasp and carry out. These professionals must remember that Tracfin’s teams are always at their side 
- directly or indirectly through their professional associations - to help them meet their obligations as effectively 
as possible. To this end, over the course of 2012 the Unit completely overhauled its e-reporting system and 
launched its new Ermes platform, offering a secure, electronic system of exchange with its 200,000 reporting 
entities. This new system was of course essential to the modernisation of Tracfin’s internal working methods ; 
however, it is also and above all, a system whose design was constantly guided by a concern for meeting pro-
fessionals’ needs in terms of accessibility, user-friendliness and security. This new system has also been rapidly 
adopted as from the second half of 2012 by a very large number of users, who have in this way shown their 
satisfaction with this new tool which will continue to be developed in the future.

Finally, in 2012 Tracfin continued to maintain its links with the institutional partners to which the Unit is autho-
rised to transmit its information. Moreover, the year was marked by the setting up of new relations with social 
welfare agencies, authorised by the law of 21 December 2011, as well as by the constant development of 
exchanges with other partner agencies and, above all, with the Courts, which remain the Unit’s main contact. 
Discussion with all of these partners enables Tracfin to adapt as well as it can to their needs in line with the legal 
requirements to which its activity is subject.

This enabling environment for the Unit was appreciated and 2012 once again saw growth of more than 10% in 
the Unit’s activities compared to the previous year ; over the past five years these activities have therefore more 
than doubled not only interms  receiving and analysing information but also in terms of referring cases to com-
petent authorities. I would therefore like to say a big thank you to Tracfin’s staff who, in 2012, in a period marked 
not only by a sharp rise in activity, but also by major changes in working methods and in the technical, legal 
and institutional environment, once more demonstrated their ability to adapt and their unfailing commitment 
to their public service mission.

In the coming months, further substantial changes to Tracfin’s institutional framework are expected. These 
include the starting of discussions on the upcoming European directive particularly aimed at adapting the 
EU’s legal framework to the new FATF standards adopted in 2012, and also perhaps domestic laws designed to 
improve the effectiveness of the financial intelligence system for combating the laundering of the proceeds of 
fraud and corruption. I have no doubt that Tracfin and all of its staff, with the help of its partners and all of the 
reporting entities and the faith of its supervisory authorities, will be able to meet this new challenge.

  Jean-Baptiste Carpentier
Director of Tracfin
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Money laundering 
and terrorism financing: 
risks and new vulnerabilities
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The operational and strategic analysis of the 
Tracfin’s incoming STRs in 2012 identifies the 
main money laundering and terrorism finan-
cing risks and trends. 

In a period of economic and financial crisis, the 
risk assessment by the Unit shows growth both 
in fraudulent practices and in attempts by the 
organised crime to infiltrate the legal economy.

Given this increased risk exposure, the fall in 
suspicious transaction reports (STRs) concer-
ning legal entities - for the second year running 
- is cause for concern.

Tracfin, through its strategic watch of money 
laundering and terrorism financing trends, 
identified new or changing phenomena in 
2012.

Unusual methods and instruments as well 
as complex financial structures designed to 
reduce the transparency of financial networks 
form part of a landscape of emerging vulne-
rabilities and rising trends. In an environment 
of growing fiscal pressure Tracfin for instance 
saw an upturn in financial structures leading to 
suspicions of tax fraud. International offsetting 
schemes were also brought to light by Tracfin, 
particularly thanks to international coopera-
tion. In this chapter, terrorism financing will be 
specifically developed as well as a selection of 
outstanding cases.

Risk assessment 

Review by type of transaction 
and by sector 
Tracfin has based its risk assessment on the 
information received and the cases handled 
in 2012. This analysis reflects the risk-based ap-
proaches adopted by reporting entities. Those 
based on transaction type and business sector 
stand out amongst them.

Ninety percent of STRs, which may cover seve-
ral transactions over widely varying lengths of 
time, do not reach €500,000, with a median 
amount of €50,000. This breakdown appears lo-
gical in the light of the Ordinance of 30 January 
2009, the goal of which was to cast the net very 
wide in the search for the illegal behaviour at 
the heart of money laundering. The indicators 
relating to the amounts reported should be 
taken with caution as reporting entities are 
rarely in a position to grasp the full extent of 
the financial transaction at stake. Moreover, 
experience has shown that activities such as 
terrorism financing and drug trafficking can 
be detected based on very small but recurring 
sums.

Cash transactions, cheques and transfers re-
main the most commonly reported payment 
methods. While STRs to Tracfin are increasing, 
the growth in the number of cash transactions 
reported has slowed compared to previous 
years. On the other hand, the rise in the num-
ber of STRs concerning electronic money or 
gold suggests that the risk is being transferred 
to substitutes for liquid cash. Tracfin has also 
noted an increase in STRs concerning invest-
ment transactions, particularly in the life insu-
rance sector. This increase is concomitant with 
more reporting by insurance and mutual insu-
rance companies.

The lion’s share of STRs continued to concern 
natural persons. This trend is in line with the fact 
that individuals represent the majority of the 
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clientele for retail banking, where the majority 
of financial sector STRs continue to originate. 
The sharp fall in STRs concerning legal entities 
(-19% versus 2011) is nevertheless a matter 
of concern given the infiltration of organised 
crime at every level of the legal economy, par-
ticularly through firms that have been partially 
or fully diverted from their original purpose.

The business sectors considered to be high risk 
by the professionals include labour intensive 
sectors with a high rate of business start-ups 
and failures. The construction, retail and whole-

sale, business services and restaurant sectors 
traditionally count as the largest reported sec-
tors. These recurring trends should not conceal 
weak signals or emerging phenomena linked 
to current developments. For instance, in 2012 
Tracfin observed an increase in STRs reporting 
natural persons and legal entities operating in 
the paramedical sector (abuse of weakness by 
sector professionals, scams linked to personal 
development training and alternative medi-
cine, misuse of massage and beauty parlours, 
and so on).

In 2012, sport was intensely celebrated with the Olym-
pic Games. However, the growing financialisation 
of the sports economy, in a period of economic and 
financial crisis, has increased the risk of dirty money 
invading this sector.

In a lacklustre economic environment, the football 
industry, which attracts several billions of euros at 
European level, has a greater vulnerability to the risk 
of money laundering. In France, the main sources of 
revenue for professional clubs come from the sale of 
broadcasting rights, tickets and subscriptions, adver-
tising and sponsoring as well as player transfers. With 
the recession, sales of tickets and subscriptions are 
falling, while advertisers - suffering from the general 
decline of business - are scaling back their budgets. 
Professional football clubs’ revenues could therefore 
be in jeopardy. These clubs, which traditionally attract 
individual investors, major corporations or sovereign 
funds, have an increased vulnerability to the risk of 
the infiltration of dirty money. Given current econo-
mic conditions, player transfers could gain greater 
importance in the development of clubs’ economic 
activity. At the same time, because of the lack of trans-
parency around them and the large sums involved, 
player transfers are a possible way of laundering dirty 
money, most commonly through an over-invoicing 
scheme. According to the French Professional Football 
League (LFP), in 2011, player transfers by French clubs 
amounted to €190 million, while purchases totalled 
€181 million. As early as 2009, the Financial Action 

Task Force (FATF) on money laundering reported on 
the football sector that funds on the player transfer 
market often passed through offshore accounts. The 
FATF report also highlighted the central role of players’ 
agents in illegal transactions. Since law No. 2010-626 
of 9 June 2010, sports agents have been classed as 
professionals subject to anti-money laundering re-
gulations. France is one of the few countries to have 
enacted regulations involving sports agents. As in pre-
vious years Tracfin nevertheless received no STRs from 
sports agents in 2012, which is a clear sign that the 
existing framework needs to be consolidated.

In 2012, the image of sport was tarnished by cases of 
dubious betting and match fixing. Games of chance 
or gambling can be misused for money laundering 
purposes either by buying back winning tickets or by 
investing dirty money in the game. Corporate gaming, 
such as sports betting, is more exposed to this second 
money laundering method than lottery games, as 
the rate of return can be much more easily control-
led by the well informed. The possibility of merging 
a number of winning tickets into a global cheque, so 
that the bookkeeping establishment credited belie-
ves that this is the jackpot, is a practice under close 
monitoring . Money laundering techniques may take 
different forms : betting on the favourite team, on eve-
ry possible outcome or on the team with the highest 
odds, which in the case of a fixed match can produce 
a significant profit. For instance, in February 2013 the 
European police office, Europol, dismantled a network 

Close-up – Money laundering risks in the sport and gaming sectors
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suspected of fixing hundreds of football matches. To 
prevent the risk of competitions being manipulated 
by large criminal networks, rules should be standar-
dised at international level and cooperation increased 
between States.

At international level, on-line sports betting, and more 
generally on-line gaming, are increasingly used by 
criminal organisations to launder money. As such, the 
use of prepaid cards, reducing the transparency of fi-
nancial flows, is being closely monitored by operators. 
Organised networks can conceal transfers of funds 
abroad under cover of on-line gaming. Hence mul-
tiple winners within the same region represent a war-
ning criteria. In France, an effective legal framework 
limits the development of the risk of money launde-
ring through this channel : order No. 2011-2122 of 30 
December 2011 states the blocking of access to illegal 
sports betting, gambling or game of chance websites 
not authorised by internet service providers.. In this 
respect, a decision was made in February 2013 by the 
European Commission to extend EU laws against mo-
ney laundering to all on-line gaming websites.

More generally, money laundering risks take on dif-
ferent guises depending on the type of gaming and 
the organisers involved. The French gaming market 
is structured around four types of operators : casinos, 
Pari mutuel urbain (PMU), Française des jeux (FDJ) 
and on-line gaming operators approved by the On-
line Gaming Regulatory Authority (ARJEL).  It is domi-
nated by the two State monopolies (FDJ and PMU). 

The lacklustre economic environment and the fall 
in purchasing power have not yet affected the reve-
nues of this market, which has continued to rise since 
2009. The on-line gambling segment (betting and on-
line poker) is a buoyant segment of the market with 
growth both in the number of bets and the number 
of on-line players: in 2011, on-line gambling wagers 
exceeded €10 billion (source: Xerfi study, Jeux de ha-
sard et d’argent, March 2012). However, large dispari-
ties may be seen within the on-line gaming sector, the 
on-line poker market being one of the fastest growing. 
Given the buoyancy of the on-line gaming segment, 
the limited number of STRs from on-line gaming ope-
rators is a matter of concern. Overal casino revenues 
are suffering from a fall in the number of players due 
to the economic environment and growing competi-
tion from on-line casinos.

The issue of the use of cash is common to all organi-
sers with a network of physical points of sale. Indeed, 
the circulation of cash within these networks is a major 
component of money laundering risk. Hence,, as cor-
porate initiatives are limiting the risk of money laun-
dering created by the circulation of cash, gaming or-
ganisers are gradually reducing the thresholds for the 
payment of winnings by cheque. As part of this effort, 
the PMU has developed a card that, from the second 
half of 2013, will allow bettings but also capping of 
withdrawals of winnings. This system will allow more 
visible financial flows per player..
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Case study 1: 
Money laundering through 
a football player transfer

The money laundering scheme presented involves 
overcharging for a player’s transfer between two clubs. 
The misuse of investment funds forms the basis of the 
technique to transfer a large sum of money held in a tax 
haven to a European financial marketplace.

Profile of the participants
Natural persons

 – Mr X, in conjunction with the organised crime of a 
Latin American country;

 – Mr Y, a professional football player.
Legal entities:

 – Football club A, experiencing financial difficulties, 
located in France;

 – Football club B, located in a Latin American country;
 – Investment fund No. 1, registered in a European tax 
haven (country Alpha);

 – Investment fund No. 2, registered in a non-European 
tax haven (country Beta).

Flows leading to the suspicion of wrongdoing
In 2009, the Executive Committee of the Union of Eu-
ropean Football Associations (UEFA) introduced the 
concept of financial fair play, which requires that foot-
ball clubs balance their revenues and their expenses. Gi-
ven the current economic difficulties, many clubs have 
suffered from a shortage of cash. This was the case of 

football club A, which was heavily in debt and no longer 
able to pay back its loans or to pay the players’ wages. 
Hence, Club A was bought by investment fund No. 1, 
registered in a bordering tax haven (country Alpha). Fol-
lowing its purchase by investment fund No. 1, football 
club A was able to shore up its financial position.

During the transfer season, football club B bought player 
Y from club A for €15 million. This amount seems large 
for a player who had not had an exceptional season and 
was also injured. Football club B is owned by investment 
fund No. 2, registered in a tax haven (country Beta).

Investigations showed that investment funds 1 and 2 
both had the same main partner, Mr X, who has links to 
the organised crime in Latin America. Under the guise 
of transferring a football player between two clubs, Mr 
X was able to transfer large sums of money from a tax 
haven to a European financial marketplace.

Article 221 of the French Professional Football League 
regulations states that a “club cannot conclude with le-
gal entities, except for another club, or natural persons, 
an agreement whose purpose entails, directly or indi-
rectly, in favour of such persons, the complete or partial 
sale or purchase of the property rights resulting from 
the fixing of the various payments to which it may lay 
claim when one or more of its players is transferred”. The 
acquisition of heavily indebted football clubs can the-
refore be a preliminary step towards facilitating money 
laundering transactions through football player trans-
fers. In this way large sums can be laundered before 
being reinvested in the legal economy.
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Laundering diagram

Warning criteria
• Sports club in financial difficulty.

• Doubt about the source of funds.

• Transfer arrangements:

 – in relation to the player transferred (player at the end of his career or injured, etc.);
 – in relation to the club receiving the player transferred (the player is not needed on the team, etc.);
 – in relation to the countries involved in the transfer;
 – in relation to the ties between the two clubs involved in the transfer.
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The economic and financial 
crisis has fueled a rise in risks
2012 highlighted the risk of dirty money inva-
ding the banking sector, particularly at inter-
national level. As per organised crime, howe-
ver, the windfall effect extended beyond the 
banking sector. Based on the incoming STRs, 
Tracfin identified attempts by organised crimi-
nals to misuse or take over companies in the 
legal economy. The Unit also noted fraudulent 
behaviour aimed at reducing or diverting tax 
and (or) social security obligations, which puts 
competing companies who respectfully fol-
low the rules at an unfair disadvantage. These 
schemes include the use of shell companies, 
connected with vast criminal networks.

Struggling companies are more 
vulnerable to fraudulent practices 
and to the risk of the infiltration 
of dirty money

The slowdown of consumer spending and the 
low rates of investment, due to the econo-
mic crisis, are undermining French economic 
players who, in recent years, have also been af-
fected by tighter credit conditions. 2012 saw a 
rise in company bankruptcies, due to multiple 
economic factors. This increase in bankrupt-
cies is boosting the activity of bailiffs, judiciary 
receivers, court-appointed representatives as 
well as auctioneers. This higher activity has not 
resulted in more STRs, however, which are even 
falling steeply for these professions.

The building and retail sectors are the most ex-
posed to insolvency proceedings. The housing, 
restaurant, textile and transport sectors are also 
affected. These markets, - closely monitored by 
reporting entities - are experiencing greater 
vulnerability to the risk of money laundering 
because of the stagnant economic environ-
ment and tighter access to financing. Compa-
nies in these business areas might therefore be 
less careful about the origin of new investors’ 
funds or start business relations with compa-
nies controlled by organised criminals.

The sluggish economy of the past few years is 
particularly affecting small- and medium-sized 
enterprises (SMEs) : not as flexible as micro-en-
terprises, SMEs are having trouble paying their 
fixed costs because of their weakened cash 
positions. Although SMEs are traditionally the 
category that is the most likely to go bankrupt, 
major corporations, equally affected by the 
economic recession also experienced difficul-
ties in 2012.

Companies that are struggling to find sources 
of funding, especially in the short term, are 
more vulnerable to fraudulent practices. In 
2012, Tracfin observed a rise in its referrals to 
the Court for abuse of public funds, tax fraud, 
forgery and use of forged documents and 
scams. Overall STR analysis made by the Unit 
showed growth in the use of fraudulent prac-
tices to acquire funds in an economically chal-
lenging environment.
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Case study 2: 
Issuing of false invoices by a company 
with serious cash flow problems

The following case highlights how the short-term finan-
cing methods available to companies may be abused.

Profile of participants
Legal entities:

 – struggling company A;
 – banks;
 – companies B, C, D, and so on, which are usual 
customers of company A.

Flows leading to the suspicion of wrongdoing
To fund its operating cycle, company A made use of 
“Dailly” (receivables discounting) disposals (article 
L. 313-23 of the French Monetary and Financial Code). 
This financing method involves assigning an asset (re-
ceivable) as collateral to a financial institution, which 

grants the debtor a loan. “Dailly” disposals rely on the 
presentation of substantiated invoices (in other words 
invoices with a real counterparty). In this case, given the 
company’s cash flow problems, the company’s direc-
tor assigned unsubstantiated invoices (in other words 
invoices with no link to an actual economic transac-
tion). Most of the receivables assigned by company A to 
financial institutions were not settled by the debtor on 
the due date (companies B, C, D, etc.). An analysis shows 
that many of the receivables were settled after the 
payment date by company A. Given the nature of the 
debtors (companies B, C, D, and so on are theoretically 
solvent) it is likely that the receivables were not paid be-
cause there was no actual economic transaction. These 
actions took place in a context where company A was 
experiencing serious economic difficulties including a 
sharp decline in its cash position. These fraudulent tran-
sactions using false invoices allowed the company to 
unduly obtain funds from financial institutions and so 
keep operating.

Bank account
of Company A 

Company A

Company C Company D Company B 

Payment
notifications Failure

to make payment

Partial payment after the due date

Advancing of funds

Assigning of receivables

Unsubstantiated “Dailly” disposals1

2

3
Decline of cash

position

Financial flows

Banks

Laundering diagram
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Warnings signs
• Level of cash.

• No auditor appointed despite the appointment thresholds being exceeded.

• Invoices not paid by customers.

• Abnormal increase in “Dailly” outstandings.

Sub-contracting chains are a way 
for organised criminals to infiltrate 
the legal economy

At a time of global market stagnation caused by 
the crisis, trade margins have shrunk, payment 
times have become longer and competitive 
pressure has increased, making all of the com-
panies in production and sales chains more 
vulnerable. The Unit has noted three types of 
risks in sectors where sub-contracting is tradi-
tionally strong (such as publishing, metalwork, 
the car industry, agrifood, telecommunications 
and IT, the manufacturing industry, logistics 
and transport and the electrical and electronic 

component industry). Firstly, some companies 
that are economically and financially vulne-
rable may have been misused by organised 
criminals. Out of the sectors where there is 
large presence of sub-contractors, Tracfin has 
seen an increase in reports concerning natural 
persons or legal entities operating in the trans-
port and logistics sector. With a slowdown in 
international trade due to the combined fall in 
imports in developed economies and exports 
in emerging economies, companies in the 
freight and transport organisation sector are 
operating in a difficult environment.
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Case study 3: 
Use of a company within 
the legal economy to launder funds 
from an illicit source

The following case describes a money laundering 
scheme carried out through an organised network in-
cluding building and construction sector companies, a 
freight company and textile companies based abroad. 

Profile of the participants
Natural persons:

 – Mr X, Mr Y and Mr Z, who are construction company 
directors belonging to the same community.

Legal entities:
 – numerous construction companies;
 – company A, a freight company;
 – numerous companies in North Africa;
 – numerous textile companies in Asia.

Flows leading to the suspicion of wrongdoing
The construction companies involved have some sha-
red characteristics: recent creation, registered address, 
very large inflows from the first months of business and 
directors belonging to the same community. There are 
many financial links between these building compa-
nies, which for instance all issued cheques to the same 
freight company (company A). These disbursals from 
building companies, which had no economic justifica-

tion for their links to a freight company specialised in or-
ganising international transport, particularly between 
North Africa and Asia, accounted for a large share of 
the latter’s activity. Without these financial movements, 
which were not supported by any customs’ declara-
tions, the company would have folded. Company A sig-
ned agreements with companies located in North Africa 
stipulating that in addition to organising transport the 
freight company could make payments to various sup-
pliers in the name and on the behalf of the principals 
for goods purchased by them. Under these agreements, 
company A made numerous international wire trans-
fers, mainly to textile companies in Asia. An analysis of 
company A’s general ledger established a link (by ana-
lysing the agreements) between the financial flows of 
the construction companies and the textile companies 
abroad (wire transfers debited). The principal, who alone 
had a comprehensive view of the flows, in fact first indi-
cated to the freight company the sums that it was going 
to receive and only then told it which company to trans-
fer these funds to. Through these agreements, freight 
company A was used to launder funds from undeclared 
work offences involving the concealment of employees 
and tax fraud. These fund transfers to Asian companies 
were also followed by flows of goods to textile compa-
nies in North Africa. Company A, which belonged to the 
legal economy, was therefore used, perhaps without its 
knowledge, to launder illicit funds by carrying out a fi-
nancial intermediation activity that could be construed 
as the illegal practice of banking.
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Laundering diagram

Warning criteria
• For the construction companies: 
 – recent creation, registered address;
 – large inflows from the first months of business.
• For the freight company:
 – inflows from companies operating in an unusual sector.
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• Sub-contractors may also be tempted to use 
undeclared work to reduce their costs and so 
offer lower prices and win contracts. This risk 
of failing to fulfil social security and tax obli-
gations is higher in recently created structures 
as inspections are statistically less frequent in 
companies that are less than a year old.

• Finally, alongside companies that partici-
pate in the development of fraudulent social 
security and tax schemes, networks are being 
set up that are controlled by organised crime 
with a view to evading tax and social security 
payments. These networks operate in labour 
intensive, relatively fragmented areas that have 
a high business start-up and failure rate. While 
investigating on these networks, the Unit also 
discovered financial flows involving business 
sectors with no real economic coherence 
between them. For instance, financial flows 
between construction companies and foreign 

companies specialised in international trade (in 
North Africa, Asia, and so on) have been obser-
ved although no exchanges of goods existed. 
These companies’ accounts operated as transit 
accounts used to launder funds originating 
from the underground economy. 

The risk of corporate fraud is gaining 
momentum

The risk of corporate fraud is growing, foste-
red by the current economic crisis. This trend 
is due to a conjunction of factors generating 
opportunities for fraud, including a focus on 
short-term results, which may indirectly mean 
reduced due diligence as a result of cuts to 
internal control budgets.

Corporate fraud may take various forms, the 
embezzlement of assets, accounting fraud and 
corruption being identified as the main ones.

The French anti-money laundering system helps to 
create an environment in which it is more difficult for 
corruption to develop without detection. The cases of 
corruption detected by Tracfin have risen sharply since 
2011 (+75% between 2011 and 2012) reflecting the 
increased awareness and due diligence of reporting 
entities with regard to this specific risk. The corrup-
tion cases handled by Tracfin may directly concern the 
awarding procedures of a contract or the conditions 
of its performance (payment terms, use of a specific 
service in exchange, etc.).

Companies operating in direct contact with domes-
tic or foreign public operators deciding on contract 
awards are the most exposed to the risk of corruption. 
The corrupters, whether these are commercial compa-
nies and/or their directors, are generally French and 

based in France. The corrupted individuals, in France 
or abroad, are usually politically exposed persons, offi-
cials or former officials in a position to influence and/
or make decisions. The financial flows usually take the 
form of wire transfers or cash withdrawals. A conside-
rable share of the funds may be invested, but in most 
cases the money is very quickly withdrawn in cash, 
either directly from the corrupting company’s bank 
account or through the account of one of its directors, 
or through the debiting of the account held in France 
by the corrupted person who may, depending on the 
case, export currency towards his country of origin.

At the G20 summit in Pittsburgh in 2009, heads of 
State and government called on the Financial Action 
Task Force (FATF) to “help detect and deter the pro-
ceeds of corruption by prioritizing work to strengthen 

Close-up – Tracfin’s contribution to French anti-corruption measures
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standards on customer due diligence, beneficial 
ownership and transparency”1. Following this call, the 
FATF took measures including strengthening custo-
mer due diligence standards and particularly those 
relating to politically exposed persons who, given the 
positions that they hold, or have held, may be at grea-
ter risk of corruption. The FATF has therefore extended 
its standards to include domestic politically exposed 
persons (PEP) and people who hold or have held an 
important position through an international organisa-
tion.

Funds resulting from corruption may be integrated 
in various ways and may involve any of the reporting 
entities at any stage of the money laundering pro-
cess. The corrupted individual or those close to him 
may use the funds received to purchase real estate 
in France or abroad, which should prompt particular 
due diligence on the part of notaries and real estate 
agents. Funds may also be integrated into the legal 
economy through the purchase and resale of works 
of art, requiring just as high a level of due diligence 
from dealers of high-value goods (antiques, jewellery, 
watch making, silverwork and accessories) or art (auc-
tioneers and auction houses).

Professionals involved in this type of transaction may 
be guided by warning criteria in the management of 
their internal procedure. However, given the diverse 

range of techniques used, these cannot be compre-
hensively listed and call for increased attention by 
reporting entities in the combating of corruption.

Some warning criteria

• Remuneration of natural persons (PEPs or those close 
to PEPs) with no apparent link to a company’s activity.

• Foreign PEP with a bank account in France but no 
regular stay in the country.

• Use of a personal account abroad by a person hol-
ding high public office to receive funds from compa-
nies with no apparent economic justification.

• Lifestyle of a PEP significantly out of keeping with 
their declared income.

• Use of an account opened abroad in the name of a 
company’s directors or in the name of a company with 
local operations to make cash withdrawals.

• Attention required for all transactions connected 
with public contracts.

• Use of multiple foreign intermediaries and (or) va-
rious shell companies registered in tax havens.

• Transferring of cash from a company to a foreign sub-
sidiary.

(1) G20, 2009: Pittsburgh Summit – Leaders’ statement, 
24-25 September.

If the fraud is not detected by the internal 
control system of the victim company, the 
laundering of its proceeds may be reported 
through an STR by a reporting entity. In a 

period of increasing fraud, the Unit’s referrals 
to the Court for misuse of public funds and 
breach of trust rose in 2012.
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Case study 4: 
Breach of trust and misuse 
of funds by an employee 
to the detriment of his company

The following case highlights the particularly damaging 
consequences of a corporate fraud carried out by a hea-
vily indebted employee addicted to gambling.

Profile of the participants
Natural person:

 – Mr X, accountant at company A, holder of multiple 
bank accounts.

Legal entity:
 – company A.

Flows leading to the suspicion of wrongdoing
Mr X, an accountant at company A, was in financial diffi-
culty due to his gambling addiction. He took out a num-
ber of loans and had to find a way to pay them back.

Mr X opened several bank accounts that he used to cash 
cheques for varying amounts, issued by his employer. 
Thanks to his access to company A’s invoicing system, 
Mr X was also able to send himself wire transfers, justi-
fied by false services linked to false customer accounts 
created for this purpose. Mr X then circulated the mo-
ney in his various bank accounts.

Observing the transactions on Mr X’s bank accounts 
reveals the following:

• the embezzled funds allowed Mr X to pay back consu-
mer loans, 

• the outflows booked in Mr X’s bank accounts consist 
of numerous cheques issued to casinos, wire transfers 
to on-line gaming websites and numerous cash with-
drawals. 

Ultimately, these embezzlements put the company in 
jeopardy and it was forced to lay off staff.

Laundering diagram

Compte n°1 

Company A

Accountant

€500 €1 000  

Account 1 Account 2 Account 3 Account 4

Bank A Bank B Bank C Bank D

€5 000  €800  

Casinos 

Cheques

Wire transfers

Consumer loan repayment

Cash
withdrawals

On-line gaming

Mr X’s bank accounts

Mr X, Employee
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Warning criteria
• Disparity between legal and apparent revenues and the financial transactions carried out.

• Numerous cheques and wire transfers issued to gaming establishments.

• Numerous cheques issued by the employer of a natural person.

• Cash withdrawals.

• Natural person in a precarious financial position.

• Natural person addicted to gambling.

The rise of tax evasion 
and the development 
of fraudulent schemes 
are distorting competition

Fraud and tax evasion have grown as a result 
of the increased competitive pressure in many 
business sectors. The Unit’s referrals to the 
Court for tax fraud rose sharply in 2012. Aside 
from their very damaging impact on the State’s 
tax receipts, these fraudulent practices can 
also be disastrous in sectors that are already 
under strain. This is particularly the case in the 
car industry which, due to a fall in demand, is 
suffering from overcapacity. This situation ap-
plies to the whole of the French car sector, as 
manufacturers and distributors are struggling 
to sell their stock. Moreover, the deteriorating 
economic situation is prompting households 
to manage their car budgets as closely as pos-
sible, producing a fall in the after-sales service 
revenues of distributors and repairers.

As a result, Tracfin has seen an increase in re-
ports involving the car retail and repair sector. 
This growth in STRs must be considered in the 
light of the rise recorded in recent years in frau-

dulent schemes concerning the intercommu-
nity trade in second-hand vehicles. These sche-
mes mostly involve the abusive use of the VAT 
on profit margin system. Under this system, 
sales of second-hand goods to a VAT-registered 
dealer are in theory taxable on the profit mar-
gin. The Unit’s investigations have identified 
fraudulent networks involving shell structures; 
these structures serve the purpose of making 
up the purchase/resale of new vehicles into 
the purchase/resale of second-hand vehicles. 
Such fraudulent schemes are jeopardising the 
French car market’s economic stability by intro-
ducing competitive distortions that disadvan-
tage car dealers who respectfully meet their 
reporting obligations.

The combating of VAT fraud on second-hand 
vehicles was reinforced by article 12 of the 
2012 amending finance law No. 2012-1510 of 
29 December 2012 that makes every mem-
ber of the chain of intermediaries jointly liable 
for VAT if they knew or could not have been 
unaware that they were participating in a frau-
dulent setup, as is already the case for “carousel” 
fraud.
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Applicable principles:

Sales of second-hand goods are theoretically taxable 
on the profit margin. Margin taxation applies to sales 
made by VAT-registered vendors dealing in second-
hand goods provided that these goods have been 
delivered to them by:

• a person not registered for VAT;

• a person who is not authorised to charge VAT for this 
delivery;

• a VAT-registered person who applied margin taxation 
to the previous sale.

This system can not be applied if the goods sold 
conferred the right to a VAT deduction at the time of 
purchase by the registered dealer.

Calculation of the VAT on profit margin tax base:

The tax base consists of the difference, excluding tax, 
between the selling price of goods all taxes included 
and its purchase price without VAT.

Fraud diagram:

The fraud diagram is presented for a single vehicle. 
The margin taxation system is abused by:

• either interposing a shell structure;

• or fraudulently falsifying the real supplier’s invoices.

In both cases the aim is to pass off new vehicles as 
second-hand ones.

Close-up – The system of valued added tax (VAT) on the profit margin on purchases 
of second-hand vehicles

Amount evaded

VAT amount paid
by Company B
(on a base of €1,500)

Member country
of the European Union

€30,000   

Company A

Company B

Declared
as a
second-hand
vehicle

Sale

Final customerResale with
a 5% margin 

New car

€30,000 

€31,500 excl. tax 
€31,794 incl. tax

VAT amount that
should have been
paid by Company B
(on a base of €31,500)

321  €6,174  

€5,880 

€294  

Treasury

€37,674 incl. tax 

Amount that should
be paid without
this fraud

Financial flow

Flow of goods
Calculations are based on a VAT rate of 19.6%. 
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Case study 5: 
VAT on profit margin carousel fraud 
in the second-hand car trade

The following case describes a setup consisting of a 
chain of companies in several States. This setup illus-
trates the use of two combined fraudulent schemes 
based on fictitious invoicing:

• VAT on margin fraud;

• carousel fraud.

Profile of the participants
Legal entities:

 – Company A, trading in cars and light vehicles, 
registered in a member State of the European Union 
(Country Alpha);

 – Company B, specialising in the purchase/resale of 
vehicles, registered in France;

 – Company C, specialising in the purchase/resale of 
vehicles, registered in France. 

Flows leading to the suspicion of wrongdoing
A supplier, Company A, trading in cars and light vehicles 
and registered in Country Alpha, declared an intracom-
munity delivery to Company B, specialising in the pur-
chase/resale of vehicles and registered in France. Com-
pany B, which was actually a shell company, stated on 
its invoices that margin taxation was applicable to the 
sale. The role of Company B, whose participation had 
no economic justification, was to (abusively) invoice for 
the sale of the goods under the margin system, to allow 
French Company C, specialising in the purchase/resale 
of vehicles, to subsequently sell on the goods under this 
same system. Moreover tax-evading Company B was 
also in charge of creating a receivable on the French 
Treasury, i.e. issuing invoices, materialised by the non-
payment of invoiced VAT. The VAT was then deducted 
by client Company C.

Should Company C had directly purchased from Com-
pany A, the VAT would have been reverse-charged (the 
collected VAT becomes immediately deductible: the 
transaction is neutral). But thanks to the fraudulent 
scheme, Company C benefited from cheaper goods and 
was able to deduct the invoiced VAT or even receive a 
refund from Treasury.

Company B

Company A
a company trading
cars in  

Company C

Goods sold worth
€100,000  

€106,000 incl tax 
paid for the goods

a company buying
and reselling vehicles

buying and reselling
vehicles

Flow of goods

Financial flow

Customers 

VAT not paid
to the French Treasury

VAT not paid
to the French Treasury

French State

€21,000 of VAT deducted
=> cost price of the
vehicles of €85,000   

VAT amount that
should have been
paid by company B 

VAT amount with
application of the
margin system

€1,000

€21,000  

Calculations are based on a VAT rate of 20%.
 

€120,000
incl. tax 

Reselling of vehicles at a competitive price

Price that should have been
paid by the final customer

  €107,100
incl. tax 

Fictitious invoicing 
 for the goods of €126,000
incl. tax  

Price paid by the final
customer (cost price
+ margin + VAT)

 
5% margin
applied

EU Country
Alpha 

Money laundering diagram
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Warning criteria
• Doubts about the economic reality of the transactions.

• Strong revenue growth over a short period of time.

• High revenues and low margins.

Emerging vulnerabilities 
and rising trends in money 
laundering

Under the effect of regulatory, tax and techno-
logical developments, money laundering tech-
niques are changing and create new inroads in 
control systems. These breaching strategies of 
anti-money laundering rules are under Tracfin’s 
close monitoring: hence its ability to detect not 
only surges in existing practices but also the 
emergence of new phenomena.

In 2012, Tracfin brought to light offsetting sche-
mes based on international financial networks, 
which can only be understood through effec-
tive international cooperation between finan-
cial intelligence units. Complex legal arran-
gements used for illicit purposes, such as the 
purchase of real estate, were also identified by 
the Unit. These structures, by obscuring the ori-
gin of funds and the identity of the originators 
and beneficiaries, are cause for greater due dili-
gence by reporting entities.

In 2012, Tracfin also uncovered money launde-
ring practices in the restaurant sector involving 
the use of restaurant vouchers. Last but not 
least, the Unit focused particularly on the laun-
dering of on-line fraud.

Illicit international financial 
networks and offsetting 
mechanisms
Tracfin’s investigations led to the discovery of 
complex illicit financial networks with multiple 
and various ramifications: financing of unde-
clared work, laundering of the proceeds of 
various underlying offences, or fund transfers 
abroad. Financial flows connected to the Asian 
continent came to the Unit’s attention. 

Analysis of STRs involving international fund 
transfer systems highlighted the importance of 
global amounts transferred to Asia. Aside from 
these transfers, the Unit noted the great num-
ber of international wire transfers between 
French and Asian companies, most of them 
based on false invoices. This prompted Trac-
fin to investigate further so as to reconstruct 
the financial networks and offsetting schemes 
used. At this stage, it is worth signalling that 
the uncovering of such mechanisms has been 
significantely eased by the French Monetary 
and Financial Code’s provisions: these allow 
Tracfin to directly exchange information with 
its foreign counterparts, provided that this is 
based on a mutual and confidential basis.
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Case study 6: 
Money laundering through offsetting 
involving two separate criminal 
networks

The following case describes the offsetting mechanism 
used between a concealed employment network and a 
network aiming at laundering the proceeds of tax fraud. 
A group of security companies were part of a large orga-
nised crime organisation specialised in undeclared work 
(network A). Another criminal network with links to Asia 
(network B) had cash available from business activities 
whose profits were understated.

Profile of the participants
• Network A

Legal entities:
 – security companies and temp agencies;
 – import-export Company A.

Natural persons:
 – undeclared workers.

• Network B
Legal entities:

 – businesses located in France and controlled by Mr X;
 – companies based in Asia and controlled by Mr X;
 – Property investment companies (SCI) whose main 
shareholder is Mr X.

Natural persons:
 – Mr X, a French resident belonging to a criminal 
network with links to Asia.

Flows leading to the suspicion of wrongdoing
Tracfin was alerted to atypical financial transactions 
by companies specialising in temporary staffing and 
security. These companies are part of a large, organised 
concealed employment network (network A). As they 
wished to avoid making a large number of cash with-
drawals, these companies were supplied with liquid 
cash by network B. Network B, who controlled nume-
rous businesses whose profits were understated, had 
unbanked cash available. An agreement was therefore 
reached between network A, who needed cash to pay 
its illegal workers, and network B, who aimed at inves-
ting in real estate and trade business without arousing 
suspicions. 

Company A, whose corporate purpose had been altered 
several times, along with its address, director and share-
holders, played a central role in the offsetting scheme. 
The inflows into Company A’s bank accounts mostly 
consisted of cheques and wire transfers from compa-
nies operating in the security and temping sector. The 
outflows were mainly wire transfers, supported by false 
invoices, to numerous Asian companies controlled by 
Mr X. Company A’s bank accounts were therefore used 
as transit accounts. The funds transferred to Asia were 
thereafter returned to France through property invest-
ment companies (SCI) investing in property.
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Money laundering diagram

Warning criteria
• For company A:
 – frequent changes in corporate purpose, director, shareholders, address, etc;
 – account operating as a transit account;
 –  inflows from companies operating in business sectors that are not consistent with Company A’s corporate 

purpose;
 – findings of anomalies in invoices.

• For the security and temping companies:
 – rapid increase in revenue;
 – low social security contributions paid given the business volume;
 – outflows with no apparent economic justification.

• For the real estate companies:
 – large wire transfers from abroad;
 –  source of funds inadequately identified and large amounts given the known social position of the 

property investment company’s (SCI) shareholders.

Mr X

Security companies
and temp agencies Import – export

Company A

Wire transfers

Cheques
and wire transfers

Property

Property investment
companies (SCI)

Wire transfers

Financial flow

Purchase of property

Control

Businesses

Network B

Network A

Undeclared
workers

1 2

34

NB: The numbers show the operation
of the offsetting scheme.
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Fighting the lack of 
transparency of some legal 
structures 
FATF’s (Financial Action Task Force) new recom-
mendations relating to the international stan-
dards on anti-money laundering and terrorism 
financing and the proliferation of weapons of 
mass destruction, adopted in February 2012, 
have particularly strengthened the transpa-
rency requirements for legal entities and legal 
structures through clearer identifications of 
effective beneficiaries. This determination to 
limit the use of shell companies or complex 
legal structures for illicit purposes is supported 
by FATF’s French delegation. 

The in-depth analyses conducted by Tracfin 
have revealed the existence of structures wit-

hin globalised financial networks whose main 
purpose is to introduce dirty money into the 
French economy. These structures rely on natu-
ral persons, operating through waterfall setups. 
These companies may be registered in low tax 
jurisdictions with limited information trans-
parency to better conceal the identity of the 
effective beneficiaries controlling the financial 
flows. In some laundering circuits specialised 
in real estate or commercial investment, Trac-
fin noticed the significant use of legal entities 
registered in EU tax havens. These countries are 
very appealing because of their low tax rates 
and rules on confidentiality and can be used as 
transit platforms for illicit funds through crimi-
nal networks.

Case study 7: 
Real estate investment by a property 
investment company (SCI) whose 
shareholders are companies 
registered in an EU tax haven 

The following case describes a complex financial struc-
ture set up to purchase property. Tracfin’s investigations 
showed that the effective beneficiary of this purchase 
had also signed a lease for this property. The elaborate 
architecture for the purchase of this real estate and the 
payment of rent ultimately returning to the property’s 
buyer constitutes a money laundering circuit.

Profile of the participants
Natural persons:

 – Mr X, sole shareholder of Company D;

 – Mr Y, a legal professional residing in a bordering tax 
haven (country Alpha) and director of Company A.

Legal entities:
 – Company A, managed by Mr Y;

 – Companies B and C, registered in an EU tax haven 
(country Gamma), whose sole shareholder is 
Company D;

 – Company D, registered in a tax haven (country Beta), 
whose sole shareholder is Mr X;

 – property investment Company (SCI) G, registered in 
France, whose registered office is a registered address 
in Paris, managed by Mr Y and whose shareholders 
are companies B and C. This company does not have a 
bank account in France.

Flows leading to the suspicion of wrongdoing
A preliminary sale agreement had been signed by Com-
pany A as part of the sale of a high value property. A 
substitution clause had been inserted allowing the ini-
tial beneficiary to be replaced by another natural per-
son or legal entity that would act as buyer in their place. 
Using this clause, property investment company G (SCI) 
took over as the buyer in the final sale of the property. 
Property investment company (SCI) G’s shareholders 
were companies B and C, registered in an EU tax haven 
(country Gamma) whose mutual evaluation report by 
Moneyval expressed some reservations about the capa-
city of reporting bodies to fully respect their due dili-
gence obligations with regard to legal entities. 

The funds transferred into the notary’s account came 
from an account located in a bordering tax haven 
(country Alpha). The Unit’s investigations established 
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that Mr X was the effective beneficiary of this real estate 
transaction. Mr X then signed a lease with property in-
vestment company (SCI) G. The rent was paid in advance 
into an account in a tax haven (country Beta). The tax 

returns filed by property investment company (SCI) G 
showed that the rent collected have indeed been decla-
red, but after expenses were deducted a loss appeared.

Laundering diagram

Warning criteria
• Exercising of a substitution clause between the preliminary sale agreement and the effective sale of the property.

• Doubts about the source of funds or their effective beneficiary.

• Purchase by a property investment company (SCI) registered in France who owns no bank account there.
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The analysis of the STRs received at Tracfin shows a 
growing due diligence by reporting entities concer-
ning the purchase of French vineyards by foreign in-
vestors. Due to the combined effect of a fall in domes-
tic wine consumption and the increase in the average 
size of wine-producing companies, the number of pro-
perties in this sector is falling and many wineries could 
therefore change hands given the rise in the price per 
hectare. Simultaneously, this sector’s activity is expe-
riencing a rise in wine exports due to the buoyant de-
mand in some emerging countries, China in particular. 
Reports received by the Unit mention investors from 
Russia, China and Ukraine in a sector, which until now 
has been mainly dominated by French family groups. 
Tracfin’s investigations revealed the use of complex 
legal structures including companies - organised in 
waterfall setups - registered in tax havens. French 
companies whose corporate purpose is to “buy inte-
rests in any existing or future businesses” and who buy 
loss-making wineries can be created with a sharehol-

ding of foreign companies whose registered offices 
are located in tax havens. The Unit has noted a surge 
in cases involving the manipulation of legal structures. 
This includes the case of a Cypriot holding company 
owned by a shell company based in a tax haven; the 
holding company belonged to a Russian natural per-
son, who in fine turned out to be the effective bene-
ficiary of the investment. Although Russia is a leading 
investor in the wine-producing sector, investigations 
by the Unit show the growing emergence of investors 
with links to China.

Given the complexity of the legal structures set up to 
buy wineries, the effective beneficiary and the origin 
of the funds can be difficult to identify. 

This evidence, along with the size of the amounts in-
vested in usualy widely loss-making wineries, call for 
increased vigilance from reporting entities, and par-
ticularly those in the land and property transaction 
sector.

Close-up – Growing risks in the wine-producing sector

Optimisation strategies 
in property transfer involving 
the holding of undeclared 
assets abroad 
The combating of fraud and tax evasion is of 
major concern given its harmful effect on the 
State’s tax revenues. Tracfin has uncovered a 
number of estate transfer structures aimed 
at transfering property by disguising a gift as 
conveyancing duty. The tax amendments in 
2012 included changes to the rules governing 
gift and inheritances taxes. Amongst others, 
the allowance applicable between parent and 
child has been reduced, the additional tax 
assessment period has been extended from 
to 10 to 15 years the gift and inheritance tax 

schedule will no longer be indexed to inflation 
each year. 

The purpose of these estate transfer arrange-
ments is to evade duties on the free transfer 
of assets, which can be considerable given the 
value of the property transferred. Although this 
practice is not new, it seems to be developing 
as a result of the current climate. These struc-
tures can involve property investment compa-
nies (SCI) as well as international financial flows, 
which make the financial movements even 
more obscure. Cases have also been found 
where commercial companies are used, which 
are being monitored particularly closely by the 
Unit.
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Case study 8: 
Structure designed to disguise a gift 
as conveyancing duty 

Profile of the participants
Natural persons:

 – Mr X, who owns 99.95% of the shares of property 
investment company (SCI) B;

 – Mr Z, son of Mr X, a shareholder of property 
investment company (SCI) A (50% shareholding);

 – Ms Y, daughter of Mr X, a shareholder of property 
investment company (SCI) A (50% shareholding).

Legal entities:
 – property investment company (SCI) A;

 – property investment company (SCI) B.

Flows leading to the suspicion of wrongdoing
SCI A, whose shareholders are Mr Z and Ms Y, purchased 
several properties for a total of €3 million. These pro-
perties all belong to Mr X, through property investment 
company (SCI) B, 99.95% owned by Mr X, father of Mr Z 
and Ms Y. 

The day before the signature of the deed of purchase 
the notary’s account was credited with a wire transfer 

of €3 million from an account held by property invest-
ment company (SCI) A in a tax haven (country Alpha). 
This sum was said to come from a bank loan obtained 
by property investment company (SCI) A. However, in 
the absence of evidence, the exact origin of these funds 
is still unknown. One week after the signature of the 
deed, Mr X, seller of the property, transferred almost all 
of the proceeds from the sale into a bank account ope-
ned in his name in the same tax haven (country Alpha). 
The destination of this transfer is quite surprising given 
that property investment company (SCI) B had a bank 
account in France. In addition, the Unit’s investiga-
tions revealed that Mr X had not declared this foreign 
account. 

The question then arises of where the funds transferred 
from a tax haven to property investment company (SCI) 
A came from. It may be that the funds could come from 
Mr X, seller of the properties and father of Mr Z and Ms Y. 

Should the structure’s sole purpose be to transfer the 
property owned by the father to his children, there 
might be grounds to suspect the abusing of tax law, 
as defined by article L. 64 of the French tax procedure 
guide (LPF), through a gift disguised as conveyancing 
duty. The aim being to avoid transfer duties, given the 
considerable value of the property transferred. 
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Laundering diagram

Warning criteria
• Direct family ties between the selling and buying property investment company (SCI)s’ shareholders.

•  Prominent feature of the financial structure: purchase made by a property investment company (SCI) registered in 
France and receiving funds from its bank account in a tax haven.

• Doubts about the reality of the bank loan.
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The atypical use of restaurant 
vouchers in money laundering 
techniques
An analysis of the payment instruments re-
ported in STRs shows the growth in 2012 of 
electronic money and gold financial flows. 
Although the said STRs are still limited in num-

ber, their increase points out a growth in the 
use of substitutes for liquid cash. In its 2011 
annual report Tracfin stressed the risks arising 
from the development of new e-payment 
instruments; the use of prepaid cards to get 
around the ban on cash payments for retail 
purchases of ferrous and non-ferrous metals 
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(2) Restaurant vouchers are “special payment instruments” 
that can in no way replace existing monetary instruments 
and can only be used to pay for a meal, or to buy “immediately 
consumable food preparations” or fruit and vegetables.

Case study 9: 
Money laundering scheme involving 
the use of restaurant vouchers 
in the restaurant sector 

The following case illustrates the use of restaurant vou-
chers as part of a hidden financing scheme based on the 
abnormal operation of businesses. Food service compa-
nies collect restaurant vouchers in return for cash. The 
cash may then be used to pay undeclared workers or 
pay for goods in an anonymous way.

Profile of the participants
Legal entities:

 – Company A, a food service company collecting the 
restaurant vouchers from the group’s restaurants;

 – Company B, C, D, E, and so on, food service companies.

Flows leading to the suspicion of wrongdoing
This organised network of food service companies had 
a revenue structure substantially composed of restau-
rant vouchers and lacking in banked cash. These com-
panies’ directors belonged to the same community. 
Given this revenue structure, it seemed unlikely that 
these financial flows resulted from the actual operation 
of restaurants. They had more in common with a structu-
red network operating through shell companies. Where 
the restaurant vouchers come from is therefore still 
unclear. Numerous financial transactions were obser-
ved between these companies with no apparent justi-
fication, be it either an intra-group cash management 
agreement or invoicing flows. The restaurant vouchers 
were collected by company A, who received wire 
transfers from the issuing companies within 21 days. 
It appeared that Company A also transferred large 
amounts of funds to companies based in a country in 
Asia with no evidence of flows of goods.

illustrated this issue. In 2012, Tracfin’s analysis 
uncovered the use of restaurant vouchers2 in 
money laundering schemes. These special pay-
ment instruments are commonly accepted by 
restaurants. As the issuing companies must 
reimburse restaurant owners for the vouchers 
that they present within 21 days, the vouchers 
provide enough cash to be used in money 
laundering operations while offering limited 
traceability. 

The Unit’s investigations revealed anomalies 
that suggest the existence of a restaurant vou-
cher buyback system within the restaurant 
industry, which traditionally generates large 

cash flows. Replacing restaurant vouchers with 
smart cards could undermine this practice, 
provided that the cards are adequatly authen-
ticated; this practice might also be transposed 
to holiday vouchers amongst others. E-pay-
ment instruments will change the underlying 
risks in terms of money laundering with a shift 
towards cyber-crime.
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Warning criteria
• No cash payments into bank accounts.

• Revenue structure very substantially composed of restaurant vouchers.

• Numerous financial flows between companies with no apparent economic justification.
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Flows of goods

Restaurant-sector companies

Restaurant vouchers

Customers

Restaurant voucher
issuing companies

Wire transfers
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1 ? Collecting of cash
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On-line fraud money 
laundering: a growing concern
Yesterday a generational phenomenon, the 
e-commerce has today become a global 
consumer behavior. The economic crisis has 
squeezed consumers’ purchasing power, deve-
loping this new distribution channel, which 
offers goods at lower prices. E-commerce has 
experienced sustained growth in recent years. 
According to the French e-commerce and mail 
order federation (Fevad), on-line sales in France 
have risen by 19% versus 2011, to reach €45 
billion in 2012. This increase in demand has 
also boosted the number of e-commerce web-

sites. According to Fevad, at the end of 2012 
there were 117,500 websites, in other words 
17% more than in 2011. 

Although the internet is a source of econo-
mic development, it is also fertile ground for 
the development of fraud and swindles due 
to the quasi-unlimited possibilities to make 
contacts,and thus find potential victims. 
Among other wrongdoing, on-line bank card 
fraud is constantly rising. Tracfin has uncovered 
several schemes for the laundering of the illi-
cit proceeds of bank card fraud, tax fraud and 
scams involving e-commerce.

Laundering diagram
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Case study 10: 
Scheme for laundering profits 
generated by e-commerce websites

The following case illustrates an organised network 
laundering profits generated by e-commerce websites. 
This network used flow fragmentation methods and ex-
ploited the differences in the regulatory environments 
of the various countries involved.

Profile of the participants
Legal entities:

 – e-commerce websites hosted in country Delta whose 
market is in country Zeta;

 – company A, based in France, operating in the 
business consultancy sector and holding several bank 
accounts;

 – companies B, C and D: companies based in country 
Alpha holding bank accounts in countries Gamma 
and Beta.

Natural persons:
 – Mr X, director of companies A, B, C, D.

Flows leading to the suspicion of wrongdoing
Tracfin investigated company A, operating in the bu-
siness consultancy sector. This company, controlled by 
Mr X, recorded large inflows for a recent startup. These 
flows mainly consisted of remittances from the bank 
cards of residents of country Zeta, suggesting that a 
primary offence or a tax fraud had been committed in 
this country. Given the relatively high number of past-
due card debt repayments, a fraud involving this type 
of payment instrument could not be ruled out. The out-
flows mostly consisted of international wire transfers to 
the bank accounts of foreign companies B, C and D, also 
controlled by Mr X. 

The role of company A, whose activity had no clear 
economic logic, was to collect foreign bank card remit-
tances in its various bank accounts and then make wire 
transfers to foreign bank accounts controlled by Mr X.
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Warning criteria
• Recently created company.
• Large financial flows from creation.
• Numerous international wire transfers made.
• Doubts about the company’s actual activity.

B-to-C (business-to-customer) e-commerce 
is also an outlet for counterfeit products. The 
development of e-payment instruments and 
the fragmentation of shipping by post or by 
express freight help to create the anonymity 
required by counterfeiters. Some e-commerce 
websites, usually hosted abroad, are being 
specifically created for the sale of counterfeit 
goods. These criminal networks are able to 
exploit differences in international regulations 
that make some jurisdictions “digital havens”. In 
the C-to-C (customer-to-customer) sector, e-
commerce platforms are for their part exposed 
to the legal risks linked to the sale of counter-
feit goods. 

Generally speaking, the possibilities offered by 
e-commerce for the sale of counterfeit goods 
or swindles involving payment instruments are 
capitalised on as follows:

• creation of a domain name through offshore 
companies, with a limited lifetime and bank 
accounts in tax havens;

• use of modern payment instruments such as 
electronic wallets and prepaid bank cards to 
obscure the real recipient of the payment.

This operating setup particularly raises ques-
tions about the traceability of on-line and es-
pecially cross-border payments.

Terrorism financing

Like any organisation, terrorist movements 
need funding to keep operating and develop. 
These clandestine activities request logistical 
and financial resources. Whatever their goal, 
terrorist organisations always focus on the 
unswerving loyalty of individuals before acqui-
ring the weapons, explosives, munitions and 
technological resources needed to effectively 
serve their cause and structure their networks. 

The objective of these organisations is the-
refore very rarely to increase their financial 
resources, as this type of criminal activity is 
relatively inexpensive. This makes the task of 
identifying their funding channels particularly 
complicated. However, the setting up of a ro-
bust and discrete network relying on effective 
logistics capabilities requires a minimum of 
financial resources, especially for organisations 
aiming for an international reach. 

Terrorism and its financing are indeed a pro-
blem that transcends borders and requires 
coordinated action at an international level. 
This takes the form of various international 
forums such as the United Nations, the FATF 
(Financial Action Task Force) and the G8.

Following the terrorist attacks of 11 Septem-
brer 2001, the FATF has expanded its mission 
to the combating of terrorism financing; nine 
special recommendations have been added to 
the forty anti-money laundering recommen-
dations issued by the task force. 

The revising of the FATF’s standards in February 
2012 changed the number of recommenda-
tions to 40; no distinction are kept between 
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standards: be it to combat money launde-
ring or to combat terrorism financing. Aside 
from the complete incrimination of terrorism 
financing, which countries must enforce, the 
relevant authorities must be able to apply tar-
geted financial sanctions, in line with UN Secu-
rity Council resolutions, freeze and confiscate 
terrorists’ assets, introduce a system for repor-
ting suspicious transactions linked to terrorism 
financing or improve the transparency of legal 
entities and legal structures.

Although there is still room for improvement 
in this area, the issue of terrorism financing has 
been generally assimilated by the professions 
governed by AML reporting requirements. 
There has been a continuous improvement 

in the quality and fluidity of the information 
transmitted to the Unit in this specific field. 
This progress is likely to lastingly increase the 
efficiency of the system for combating terrorist 
movements: it supplements the information 
gathered by specialist units and highlights the 
situation from the specific angle of financial 
intelligence. 

Tracfin has a unit dedicated to the combating 
of terrorism and has developed specific exper-
tise in the identification of sources of terrorism 
financing. The Unit receives and processes sus-
picious transaction reports and is able to deve-
lop the information received, including from 
this highly specific viewpoint. 

The detection of terrorist activity by analysing finan-
cial movements is a complex process as the Unit must 
handle flows that do not fit the pattern of the transac-
tions usually processed to combat money laundering.

The analysed flows commonly feature a low volume 
of amounts exchanged, split and infrequent transac-
tions, and multiple players that are widely dispersed 
geographically, be they legal or natural persons. It is 
therefore a matter of working on the detection and 

cross-checking of weak signals and try to uncover not 
so much illicit funding methods as the identities, roles 
and environments of potential members of a network. 
To this end, the Unit regularly exchanges information 
not only with the intelligence community but also 
with foreign financial intelligence units. These interac-
tions make it possible to confirm or eliminate assump-
tions, thus helping to move investigations forward.

Close-up – A specific working method
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Overview of noteworthy 
cases

The cases highlighted in this section present 
some financial investigations carried out by 
the Unit, selected from a broad cross-section of 
its activities. They resulted in a number of cases 
being referred to the Court. These notewor-
thy cases are emblematic of particular risks 

and trends noted by the Unit. For instance, 
they illustrate attempts by organised criminals 
to infiltrate the legal economy (case 2) and 
fraudulent practices connected with strained 
financial positions (case 3). There is also a focus 
on documentary fraud (case 1), defrauding of 
social security organisations (case 8) and cor-
porate fraud (case 10).

Case 1: 
Counterfeiting of documents 
as part of a real estate loan swindle

The Unit investigated the complex financial and profes-
sional ties created between numerous natural persons 
and legal entities. Over a three year period, forty or so 
real estate loans, totalling €6.75 million, were taken out 
by individuals, either to purchase land and build hou-
sing units on it, or to buy and renovate existing resi-
dences. The individuals belonged to the same profes-
sional and (or) family network. 

To make the loans easier to obtain, nearly all of the ap-
plications were backed by the same business introdu-
cer, Mr X, either in a professional capacity or as a private 
sponsor. Mr X also took out a loan. 

Investigations on the loan applications and the bank 
accounts highlighted the use of a fictitious invoicing 
network as well as the supply of false documents. Under 
this arrangements, the initial borrowers, belonging to 
family Y, and then their professional circle, put together 
fraudulent loan applications using:

• false employment contracts;

• false pay slips;

• false proofs of payment and/or amended account sta-
tements;

• false invoices.

The case didn’t just involve fraudulently obtaining loans 
so as to get around the maximum debt ratios. As a mat-
ter of fact, numerous scheduled loan repayments were 
past-due while the debt incurred through these tran-
sactions sometimes amounted to more than €2.2 mil-
lion. There was clearly a system in place for fraudulently 
securing loan approvals through document exchanges 
agreed between the companies managed by fund 
beneficiaries or those close to them with the active par-
ticipation of the directors.

The initial swindle was also compounded by multiple tax 
and social security contribution frauds. The employee/
employer/shareholder links declared in the loan appli-
cations - and foud in the various companies’ articles of 
association - considerably obscure the flows between 
the many bank accounts of the network’s members. 

The use of undeclared or partially declared workers to 
build or renovate houses is corroborated by the large-
scale handling of cash seen in the accounts of the 
network’s members as well as those of their companies.

In conclusion, the many bank movements, the sus-
picious financial exchanges with individuals, and the 
excessive handling of cash, prompted Tracfin to suspect 
conspiracy to defraud, undeclared work offences as well 
as the laundering of proceeds through the purchase 
and resale of property.



                  Annual analysis and activity report 2012

36

Diagram

Warning criteria
• Multiple loan applications containing similar information.

• Use of false documents.

• Numerous cash withdrawals.

• Life style of natural persons significantly different from their resources.

Reporting entities likely to detect the fraud
• Banks and credit institutions.
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Case 2: 
Purchasing of a business 
to launder drug trafficking money

Mr X was the director of company A operating in the 
building sector. After a period of flourishing activity, 
company A recorded few financial flows and seemed 
to be economically and financially dormant. It never-
theless maintained a positive bank balance of more 
than €300,000.

During 2012, this construction company bought the 
business of company C (in the food trade), which was 
in receivership. To complete this transaction, company 
A and Mr X used the services of a lawyer (Mr Y), who 
brought in his expertise and know-how. This resulted 
in the creation of company B, whose shareholders were 
company A and Mr X. As part of the receivership process, 
several companies were competing to buy company C’s 
business. The highest bid was made by company B, but 
Company C was bought at market price. The takeover of 

company C by B included taking on the former director. 
The latter was very quickly relieved of his management 
duties but kept on as an employee. 

The Unit’s investigations showed that a legal inquiry 
was under way concerning a possible drug trafficking 
by company A and its director. The drug trafficking pro-
duced cash that needed to be recycled in the legal eco-
nomy. Local businesses naturally handle large amounts 
of cash.

While company C had recorded limited cash move-
ments in the past, these flows rose by more than 30% 
early 2012, just before the takeover of the establish-
ment by company B. 

These factors led the Unit to suspect that company C 
might have been bought so as to launder drug traf-
ficking money. The former director might have been 
approached by Mr X offering to “rescue” company C’s 
business and ensure its survival using funds from an illi-
cit source.
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Warning criteria
• Company operating in a business sector handling large amounts of cash.

• Purchase - with no apparent economic justification - of a company by another one, recently created.

Reporting entities likely to detect the fraud
• Judicial receivers and representatives.

• Banks and credit institutions.

Case 3: 
Swindle and breach of trust by 
a company attracting shareholders 
by promising unrealistic investment 
returns 

Tracfin investigated company A, operating in the food 
retail trade and in financial difficulty. This company was 
no longer able to pay its suppliers’ invoices.

The tenuous economic and financial position of com-
pany A resulted in the closing of its bank accounts as 
it had exceeded its overdraft limits and failed to make 
loan repayments. Company A then opened new bank 
accounts with other credit institutions. Notwithstan-
ding continuing financial difficulties, cheque remit-
tances from individuals were then observed; from then 
on this fact gained momentum. The bank transactions 
recorded in company A’s accounts showed the cashing 
of numerous cheques and some wire transfers, issued 
by individuals and associations, amounting to around 
€4.5 million. 

These funds were paid in exchange for subscriptions for 
shares in the company, which promised - in advertising 
brochures - a large guaranteed return and a substantial 
bonus after a five year period. The unit amount of the 
funds collected varied between €10,000 and €500,000, 
very similar to a public offer of financial securities.

Related investigations showed that the company had 
never published its results, making it difficult for any 
subscriber to form an informed opinion of its financial 
health. 

The case analysis highlighted the following points: as 
soon as they were credited to the parent company’s 
accounts, the funds were transferred to subsidiaries 
and earmarked for immediate cash flow needs, namely 
the paying of suppliers. Without this inflow of funds the 
company would soon have gone bankrupt.

This case illustrates a probable swindle and breach of 
trust by a company and its directors who were in serious 
financial difficulty. Given this strained financial position 
the directors enticed shareholders with promises of 
unrealistic returns even though their investments were 
spent on meeting immediate cash flow needs.
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Diagram
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Warning criteria
• Poor financial health of the company.

• Multiple inflows from individuals.

• Lack of transparency regarding the company’s balance and results.

• Sale of financial securities to the public.

• Unrealistic rates of return.

• Failure to produce supporting documents to the credit institution.

Reporting entities likely to detect the fraud
• Banks and credit institutions.
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Case 4: 
Breach of trust and misuse of public 
funds by an insurance agent 

Tracfin investigated atypical financial transactions car-
ried out over a one-year period by Mr X, an insurance 
agent. The latter was both the shareholder-director of a 
limited liability company and the operator of a personal 
business, both of which structures were specialised in 
the insurance field. Over this period, Mr X allegedly paid 
several dozen cheques into two of his professional ac-
counts, amounting over €750,000, although he was not 
the beneficiary. These cheques, mostly issued by an in-
surance company, were in fact made out to individuals 
or legal entities, such as the limited liability company 
managed by him. The signature of the real beneficiary 
was found on the back of some of the checks, however 

its authenticity could not be verified. When questioned 
about the nature of these transactions, Mr X gave no 
explanation.

At the same time, over the same period, the Unit ob-
served numerous movements - with no apparent logic 
- between the accounts of the two entities where Mr X 
was involved, namely his personal business as an insu-
rance agent and the limited liability company. 

Finally, over €200,000 were withdrawn in cash, from 
the accounts of the two above mentioned entities. It 
is worth noting that several dozen withdrawals were 
made in towns with casinos where Mr X regularly trave-
led; his visiting days mostly corresponded to the dates 
when cash was withdrawn. It is therefore perfectly 
feasible that Mr X withdrew these funds in a personal 
capacity to gamble in casinos.
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Warning criteria
Cheque remittances into the account of a non-beneficiary holder.

• No explanation given by the said person on the financial transactions.

• Cash withdrawals made in towns where there are casinos.

Reporting entities likely to detect the fraud
• Insurance companies.

• Banks and credit institutions.

Case 5: 
Embezzlement of part of the funds 
collected by a payment institution 
agent and financing of illegal 
activities 

Tracfin investigated the financial environment of Com-
pany A, a payment institution (PI) specialised in the 
transfer of funds. 

Some payment institution agents can – by contract – 
make use of a bank account to deposit the cash they 
collect and then wire it to the payment institution. The 
financial relationship between Company A and its prin-

cipal PI worked along this operating method but also 
included direct cash remittances. Upon analysis of the 
bank account of Company A, it appeared that the debits 
in favour of the PI were not preceded by cash deposits 
but by cheque remittances from various companies in 
the building or restaurant sectors. Company A therefore 
apparently organised the “outflow” of part of the cash 
collected, probably in favour of the companies that cre-
dited its bank account. Out of a total amount collected 
of around €10.5 million in 8 months, €750,000 in cash 
evaded the official circuit.

Company A appears to have used this method to facili-
tate the funding of illegal activities, and particularly the 
payment of wages to undeclared workers.
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Diagram

Warning criteria
• Receiving by the PI agent of large value cheques issued by companies in different sectors with no apparent eco-
nomic link.

• Inconsistency between the credits (construction, restaurant sector) and debits in favour of the PI.

Reporting entities likely to detect the fraud
• Payment institutions.

• Banks and credit institutions.
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Case 6: 
Defrauding of social security 
organisations

Mr X, registered as unemployed, received benefits from 
the French jobseekers’ agency; his current account held 
several tens of thousands of euros. 

The inflows almost exclusively consisted of refunds 
from mutual insurance companies.

Within one year, Mr X received over €450,000 in wire 
transfers from 55 different organisations. From one 
month to the next, the mutual insurance companies 
were different. However, over the same month, within 
days, the account sometimes received over a dozen re-
funds of the same unit amount from as many different 
mutual insurance companies. 

The analysis of Mr. X’s account pointed out the fact 
that he was registered with 70 different mutual insu-
rance companies. The account also showed two debits 
relating to cheques made out to clinics. All together, 

these transactions did not exceed €6,000. However, the 
cash withdrawals totalled several tens of thousands of 
euros. There were also disbursements to another of Mr. 
X’s account but in a different bank; this account - ope-
ned at a later stage - showed less activity. Some wire 
transfers from mutual insurance companies credited 
this account, i.e. using a similar process as previously. 
Most of the the funds were withdrawn in cash, the rest 
being cheques made out to a clinic. During this period, 
drawing from his two bank accounts, Mr X withdrew 
more than €100,000 in cash and paid €63,000 to real 
estate agencies or notaries.

Given the size and frequency of the refunds received, Mr 
X most probably submitted false documents to obtain 
refunds to which he was not entitled.

The French mutual insurance Code does not limit the 
number of supplementary health insurance plans that 
an individual may take out. However, the refunds may 
not exceed the sums initially paid by the insured party, 
which was clearly not the case for Mr X.
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Warning criteria
• Numerous inflows from multiple mutual insurance companies.

• Numerous cash withdrawals.

Main reporting entities likely to detect the fraud
• Banks and credit institutions.

• Notaries.

• Real estate agents.

Case 7: 
Money laundering and concealment 
of stolen metal (scrapping 
companies) 

Tracfin investigated various companies, all managed by 
Mr X, whose business involved the recovery and pur-
chase-resale of sorted metals.

In less than a year, cash withdrawals - for a total amount 
of nearly €8 million, i.e. a monthly average of close to 
a million euros - were made out of these companies’ 
accounts.

Before the revising of article L. 112-6 of the French 
Monetary and Financial Code by the amending finance 
bill of 29 July 2011, retail purchases of ferrous and non-
ferrous metals could be paid for in cash up to a limit 
of €500. This type of transaction can now only be paid 
for by cheque, wire transfer or payment card, i.e. not in 
cash.

The analysis of the various accounts highlighted the fact 
that a large number of small amount cheques had been 
cashed in by numerous individuals, from the end of Au-
gust. This process gave the appearance of the recovery 
companies’ compliance with the regulations.

However, in several of these individuals’ accounts cash 
was debited in amounts substantially equivalent to the 
amounts credited.

This is possibly evidence of cash buying transactions by 
the recovery company aimed at perpetuating the fun-
ding of illegal activities, including the concealment of 
stolen metal.

Warning criteria
• Large cash withdrawals.

• Recurrence of certain individuals as metal vendors.

• For the metal vendors, cashing in of cheques imme-
diately followed by cash withdrawals of substantially 
equivalent amounts.

Reporting entities likely to detect the fraud
• Banks and credit institutions.
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Case 8: 
Defrauding of social security 
organisations by paramedical sector 
professionals

Company A, set up by three nurses, Ms X, Ms Y and Ms Z, 
specialised in the sale and leasing of medical equipment. 
From its first year of operation, it experienced a high 
volume of activity, with revenue of close to €900,000; 
this mainly consisted of payments from social security 
organisations. Large flows were paid to the three share-
holder-directors. As a matter of fact, the latters received 
sums amounting to 2 to 3 times their official incomes for 
no apparent reason. The main beneficiary received over 
€250,000 even before officially becoming a shareholder.

The company’s account also showed cheques made 
out to relatives, again with no economic justification. 
In total, more than €900,000 of unexplained transfers 
were made from the company’s account over a period 
of twenty months.

Initial investigations highlighted the use of around 
thirty different personal accounts opened by Ms X, Ms 
Y and Ms Z, which suggested a will to conceal the scope 
of the fraud.

A detailed analysis of these accounts showed that the 
sums received were used for strictly personal reasons 
with purchases in the car and real estate sectors (pro-
perty purchases and renovation), investments in savings 
products as well as a large volume of current expenses. 
Large cash withdrawals were also made, mostly in mul-
tiple instalments, totalling €240,000.

Investigations disproved the explanation given by the 
three women about the received sums as being reim-

bursements for professional expenses. As a matter of 
fact, a credit card on the company’s account served this 
purpose. Moreover, the private accounts of the nurses 
did not reflect this type of expenses. The movement of 
funds from company A to the private accounts were 
above all intended to cover personal projects and pur-
chases. There was also cause to question the volume 
and economic reality of the payments made by various 
public health insurance agencies. These factors promp-
ted the alerting of the public prosecutor’s office.

Following the inquiry by a criminal investigation de-
partment, the three directors were indicted for misap-
propriation of corporate assets, swindle, false bookkee-
ping and forgery.

The police investigations revealed a fraud based on the 
understatement of the company’s revenue, combined 
with declared purchase volumes largely exceeding the 
purchases actually made. These healthcare professio-
nals obtained prescriptions from doctors for quantities 
far surpassing their patients’ needs, while the company 
in reality only purchased the equipment that was neces-
sary.

This system, which was underpinned by accounting 
tricks, allowed the protagonists:

- to obtain reimbursement for the whole of the prescrip-
tions from the public health insurance agency;

- to obtain an undue VAT refund from the French Trea-
sury;

- to understate the company’s revenue.

The revenues from the fraud allowed the protagonists 
and their spouses to live the high life and fund the pur-
chasing and renovation of their respective residences. 
Measures were taken to seize the criminal assets.
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Diagram

Warning criteria
• High volume of activity from the company’s creation.

• Unexplained financial flows to the company’s shareholders and some of their relatives.

• Use of multiple bank accounts.

• Use of third-party accounts as transit accounts.

• Transactions in multiple instalments (ongoing serial withdrawals and cheques).

Reporting entities likely to detect the fraud
• Banks and credit institutions.

• Notaries.

• Real estate agents.
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Case 9: 
Laundering the proceeds 
of criminal acts (sports bettings)

Mr X was a serious sports better. He won several thou-
sands of times with winnings totalling several million 
euros.

Games allowing bets on sporting events are likely to be 
used to launder the proceeds of criminal activities. The 
money laundering methods may take various forms, be 
it betting on the favourite, or on all possible outcome, 
or on the team with the highest odds. The winnings are 
limited if a bet is placed on the favourite, however the 
money launderer is almost certain to recover his origi-
nally invested amount, now laundered.

Besides, the lotteries’ vendor allowed his customers 
- who validated numerous tickets - to aggregate mul-
tiple low value winnings into a global cheque. Should 
the winner not inform the bank of the situation, the 

bank may have thought that the amount of the cheque 
was related to a legitimately won jackpot. In this way, 
massive injections of cash - allegedly coming from frau-
dulent activities and having been used for betting - are 
being concealed, and the related funds, consequently, 
laundered.

Mr X’s bets were mainly placed with retailers in his 
neighborhood and he bought his tickets from different 
retailers at the same time. At first, the bets were most 
probably made using unbanked cash. A year later and 
several hundreds of thousands of euros collected in his 
bank accounts, Mr X continued playing in the same way 
but started to issue cheques for large amounts (mainly 
€10,000, €15,000 and €20,000) made out to the retai-
lers. This second phase provided - if there was ever an 
inspection - an explanation for the source of the funds 
wagered. Tracfin’s in-depth analysis showed, however, 
that the amounts of the said cheques were too low. Mr X 
probably continued to massively inject unbanked cash 
to place his bets.

Diagram
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Mr X places sports
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from several winning tickets

 

3

To justify his wagers,
Mr X issues cheques made out
to the retailers, whom he buys
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Warning criteria
• Regular winnings from gaming representing a large aggregate amount.

• Difficulty to match winnings and bets.

Reporting entities likely to detect the fraud
• Banks and credit institutions.

Case 10: 
Embezzlement of public funds

Aside from her wages, Ms X, an employee of the accoun-
ting department of a regional social security agency, 
received wire transfers from this agency for a sum of 
nearly €500,000 over a three year period. These transfers 
amounted between €6,000 and €50,000 and were often 
recorded as pension funds. 

These funds were then transferred through cheques or 
wire transfers either to a second account belonging to 
Ms X, or to the account held by her son, Mr X, who was 
unemployed. The money paid to Mr X allowed him to 
meet his daily needs.

Ms X’s second account showed other transfers to ano-
ther account in her son’s name and were often recorded 
as property purchases. Her son then sent these funds 
abroad. The Unit’s investigations revealed that Ms X’s 

salary was abnormally high at a time when doubts were 
being cast on her employer for serious failings in the 
agency’s internal auditing and management.

The combination of factors prompted Tracfin to refer the 
matter to the public prosecutor’s office for embezzle-
ment of public funds for Ms X and for concealment of 
the embezzlement of public funds for Mr X.

During its investigation, the criminal police identified 
the fraudulent methods used by Ms X. Upon the death 
of a miner’s widow, Ms X, would transfer the funds from 
the dead widow’s pension on to her personal account 
and her son’s. 

Or upon the setting up of a pension, Ms X would create 
two pensions schemes: one for the requesting party 
and one for herself. The police investigations estimated 
the amount of the embezzlements between €600,000 
and €700,000 over a period from 2008 to 2012.
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Warning criteria
• Person entitled to handle public funds as part of her professional activity.

•  Disproportion between the amount of transferred fund and the supposed financial resources of the interested 
party.

• Lifestyle of natural persons significantly out of keeping with their resources.

Reporting entities likely to detect the fraud
• Banks and credit institutions.

• Notaries.

• Real estate agents.





Tracfin and the reporting entities
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Table 1 
Detailed breakdown of STRs submitted by reporting entities since 2008

2008 2009 2010 2011 2012

Banks, credit institutions 11,511 12,254 13,206 15,582 19,288

Money changers 1,467 2,249 3,002 3,251 2,104

Insurance companies 703 1007 808 889 1,059

Payment institutions Not applicable Not applicable 0 290 1,218

Security brokers 200 675 608 779 436

Investment firms 58 67 134 133 52

Mutual insurance companies 
and benefits institutions 

10 58 56 98 35

Financial investment advisers 14 46 78 92 20

Insurance intermediaries 0 2 3 40 38

Settlement system participants 5 0 0 1 1

Asset management companies 0 3 10 10 13

Total financial reporting entities 13,968 16,361 17,905 21,165 24,264

Notaries 347 370 674 1,069 995

Organisers of games of chance 
and lotteries

148 361 269 73 120

Casinos 37 30 137 149 171

Receivers and trustees 18 57 55 62 52

Chartered accountants 19 55 98 135 145

Real estate agents 3 33 14 19 34

Auditors 5 22 46 57 54

Dealers in precious goods 11 12 2 13 3

Auctioneers, auction houses 5 5 8 16 7

Bailiffs 1 2 0 17 14

Lawyers 3 2 0 1 4

Commercial registered office providers Not applicable 0 0 4 21

On-line gaming operators Not applicable Not applicable 0 76 127

Sports agents Not applicable Not applicable 0 0 0

Total non-financial reporting entities 597 949 1,303 1,691 1,747

Total reporting entities 14,565 17,310 19,208 22,856 26,011

The participation of 
professionals governed 
by AML/CTF reporting 
requirements in 2012 
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Tracfin is constantly working on developing its com-
munication with the reporting entities governed by 
the AML/CTF reporting requirements. The Unit uses 
a range of media to ensure an up-to-date and useful 
communication.

The Tracfin website

Tracfin’s website (www.economie.gouv.fr/tracfin) has 
been redesigned in March 2012 and integrated within 
the web portal of the Economic and Finance Ministry. 
It includes tab-based navigation and new features, 
among which RSS feed. 

Also, a new editorial policy for the reporting entities 
has been put in place. It includes: 

– Easier access to STR forms;

– A new look for the “reporting entities” and “typolo-
gies” sections;

– A new, theme-based FAQ forum.

The growing number of visitors to the Tracfin’s site 
(more than 66,000 visitors in 2012 since the redesi-
gning in March) clearly indicates reporting entities’ 
interest in this communication medium.

The Tracfin newsletter

The newsletter published by the Unit is available on 
Tracfin’s website since December 2009. It contains 
regular legal and institutional updates as well as typo-
logies and individual case studies. In 2012, the Unit 
published three issues, one of them focusing on the 
combating of social security fraud. The newsletter’s 
editorial is an open forum dedicated to the repor-
ting entities’ representatives. In 2012, for instance, 
Mr Steing (General Secretary of the Haut Conseil du 
commissariat aux comptes - supervisory board for au-
ditors) described the specific tasks of the auditor pro-
fession as well as the role of a supervisory authority in 
monitoring compliance with the anti-money launde-
ring rules. 

Relations with the trade press

Tracfin also continued its communication efforts 
aimed at professionals through targeted trade press 
interviews and articles. It contributed to articles pu-
blished in various trade publications, including Droit 
et patrimoine and L’Agefi Actifs.

Close-up - Communicating with the reporting entities

Tracfin recorded another significant rise in ove-
rall received STRs by +14% to 26,011, namely, 
the number of STRs from financial reporting 
entities increased by +15% versus +18% in 
2011. In comparison, there was a dip in the 
number of STRs received from non-financial 

reporting entities (+3% versus +30% in 2011) 
(see table 1).

The breakdown by profession types of the STRs 
also continues to show large disparities.

Financial sector reporting 
entities
As in previous years, financial sector reporting 
entities made a large contribution (24,264 STRs 
issued versus 21,165 in 2011). 79% of STRs 
came from the banking sector in 2012.

Figure 1
Contribution of financial reporting entities in 2012
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Fact sheet 1 
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The banking sector remains the leading issuer of the STRs 
received at Tracfin. It encompasses entities of varying sizes, 
from regional establishments to major international financial 
groups.

The continued raising of credit institutions’ awareness and the 
increasingly confident appropriation of the AML/CTF system by 
these reporting entities produced a sharp rise in the volume of 
STRs received in 2012.

I. Analysis by volume

Figure 2
Number of STRs issued by banks, 

credit institutions and security brokers 
since 2008

A more diverse range of institutions submitted STRs in 2012, 
although most of them still came from a few market-leading 
institutions.

Credit institutions 
Credit institutions remained the leading contributors by abso-
lute value (19,288 STRs in 2012) (see figure 2).

Compared with last year, the STRs produced by this sector rose 
sharply in 2012: +24% versus +18% in 2011. After a conti-
nuous fall from 90% to 73% in the total STRs submitted to 
Tracfin between 2007 and 2010, the share of the number of 
STRs submitted by credit institutions grew in 2012: 79% versus 
74% in 2011.

Security brokers
Given the nature of their tasks, security brokers submitted 
436 STRs in 2012 versus 779 in 2011, representing a 44% fall 
(see figure 2). 

II. Analysis of credit institutions’ 
reporting practices
Overall, the reporting practices of credit institutions in recent 
years have constantly improved. These practices nevertheless 
show a real disparity between institutions. The close collabo-
ration between Tracfin and the Autorité de contrôle prudentiel 
(ACP) - supervisory authority - is driving this quality process.
The increase in the number of operational meetings between 
the credit institutions’ compliance departments and Tracfin, as 
new stakes developed in the AML/CTF, fostered this develop-
ment.
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III. Awareness-raising initiatives 
by Tracfin
Tracfin met with credit institutions on numerous occasions, 
particularly through bilateral meetings. 35 meetings were or-
ganised in 2012 to discuss on the reporting activity of banking 
organisations.

IV. Legal references
• Article L. 561-2, point 1 and article L. 561-2, point 5 of the 
French Monetary and Financial Code.

• Joint guidelines between Tracfin and the Autorité de contrôle 
prudentiel (ACP) – supervisory authority - on STRs - published 
on 21 June 2010.

Ermes (Secure Messaging System for Information Exchange), the 
new e-reporting system for sending STRs, was introduced in the 
second quarter of 2012.

It will become mandatory for reporting entities of the financial 
sector on 1 July 2013 by ministerial order.

This STR submission system offers new features, better secured 
data transfers and more confidential information transmission.

Through this system, reporting entities - depending on the 
volume of their reporting activity - may either use all of Ermes’ 
features, meaning strong authentication, or use simplified access, 
i.e. a more flexible authentication, adapted to occasional repor-
ting entities.

In the last quarter of 2012, 87% of the information sent 
by credit institutions came in through this new reception 
channel.

Close-up – On-line reporting: a new mandatory reporting way for financial reporting 
entities
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In 2012, the number of STRs submitted by the insurance sec-
tor (insurance companies, insurance intermediaries, mutual 
insurance companies, benefits institutions) was stable at 
around 4% of the overall volume of STRs received. There is 
room for improvement given the sector’s dominant place in 
the French economy: in 2012, the sector’s revenue reached 
€182.3 billion.

I. Analysis by volume

Figure 3
Number of STRs issued 

by the insurance sector since 2008

The reporting activity of the insurance sector grew by 10% in 
2012, totalling 1,132 STRs. A sharp fall was noted, however, 
in the number of STRs issued by mutual insurance companies 
and benefits institutions (38 STRs in 2012 versus 98 in 2011) 
(see figure 3).

With 1,059 STRs submitted in 2012, the insurance companies 
continued to largely dominate the sector’s reporting entities 
(+19% versus +10% in 2011). Indeed, 98 insurance compa-
nies reported at least one suspicious transaction in 2012. Also, 
the STRs submitted by insurance companies mostly came  from 
a few major institutions: 7 entities sending more than 40 STRs 
each. Whereas a modest contribution came from reporting 
entities which submitted an STR for the first time in 2012 (71 
institutions made between 1 and 10 reports).

As per the insurance intermediaries, the number of STRs they 
submitted stagnated: from 40 in 2011 to 38 in 2012. 70% of 
the STR sent by insurance intermediaries came from one single 
institution. The gradual involvement of insurance professionals 
in the anti-money laundering system must therefore be impro-
ved.

II. Analysis of reporting practices
There were disparities between insurance institutions as to the 
setting up of an internal AML system. Compared to the banking 
sector, the AML organisation is not as structured. 

A qualitative analysis shows that STRs on life insurance policies 
are dominant (be it complete or partial policy redemptions, or 
payments with no proof of the source of funds, etc). Although 
a few reports were made following the initial payments, 90% 
of the STRs were issued on the redeeming of the life insurance 
policy. A risk-based approach on a better identification/know-
ledge of the customer at point start of business relations would 
probably improve the timeliness and quality of the reports. 

The reported amounts range widely apart: over half the STRs 
are for amounts under €100,000 and nearly a third ranges 
between €100,000 and €500,000.
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III. Awareness-raising initiatives by 
Tracfin
An AML meeting for the reporting entities of the insurance sec-
tor was organised on 19 November 2012 in close collaboration 
with the ACP and the participation of the Treasury’s general 
directorate.

IV. Legal references 
• Article L. 561-2, point 2 of the French Monetary and Financial 
Code.

• Article L. 561-2, point 3 of the French Monetary and Financial 
Code.

• Article L. 561-2, point 4 of the French Monetary and Financial 
Code.

• Joint guidelines between Tracfin and the Autorité de contrôle 
prudentiel (ACP) on STR - published on 21 June 2010.

Tracfin has noted a growing tendency by insurance companies to 
submit STRs when life insurance policies are already cashed in. In 
fact, nearly half of the reports received from insurance professio-
nals concerns the complete or partial early redemption of policies 
(41% of STRs).

Given that the legal and regulatory framework for life insurance 
policies in France provides for an average period of eight years 
before the related tax breaks come into force, early redemptions 
may be a warning sign of money laundering risk. The right of wit-
hdrawal also makes it easier to recover the initial payment before 
the policy expires.

Few STRs were made, however, at the time of subscripion when 
the first premiums were paid. As a reminder, the environement 
of the customer must be ensured right at the beginning of the 
business relation and due diligence must be observed throughout 
the policy’s lifetime and not just when the relationship with the 
customer is ended. Moreover, in accordance with article R. 561-29 
of the French Monetary and Financial Code, if a life insurance po-
licy is linked to a bank account belonging to the insurance compa-
ny’s banking subsidiary, rules must be set up on the information 
exchanges, to ensure due diligence within the group.

Close-up – STRs related to the early redemption of life insurance policies often arrive late.
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Money changing was one of the business sectors targeted as 
from the application of the national anti-money laundering 
regulations (law No. 90-614 of 12 July 1990). The legislative 
authorities immediately understood the value of this profes-
sion’s contribution to detecting funds from fraudulent sources. 

Money changers are indeed in direct contact with the cash 
that it is their task to convert into other currencies, without 
prejudice to gold-based transactions. These professionals may 
therefore encounter the money laundering practice of investing 
dirty cash money very early in the process.

Their contribution in any case complements that of other 
players, namely banks’.

I. Analysis by volume

Figure 4
Number of STRs issued by money changers 

since 2008

In 2012, Tracfin received 2,104 STRs from foreign exchange tra-
ders (wholesalers and retailers), representing a steep decline 
versus 2011 (-35%) (see figure 4). Reports concerning curren-
cy conversions - involving not only the most common curren-
cies, such as the US dollar, the pound sterling or the Swiss franc, 
but also - to a lesser degree - others such as the Scandinavian 
cronas, usually relate to gold transactions (buying/selling), 
which account for the largest share of the STRs issued by the 
profession. This phenomenon is due not only to the rise in the 
price of gold but also to gold’s status as a safe haven.

II. Analysing the reporting practices
The reporting activity of money changers does not reflect that 
of all of the currency exchange agencies opened in France and 
approved by the Autorité de contrôle prudentiel (ACP) but only 
some of them. This analysis reveals an approach that is too em-
pirical and often limited to a factual description of the transac-
tion and its amount, in most cases above €8,000. This means 
that the STRs submitted to Tracfin often resemble 
systematic transaction reports rather than suspicious 
transaction reports. This finding largely explains the low rate of 
treatment (investigations or Court referrals) of the STRs of this 
sector (7%). The reporting quality in this economic activity is 
therefore behind that of the overall rest of the STRs.

III. Awareness-raising initiatives 
by Tracfin
Tracfin holds regular bilateral discussions with many money 
changers. This close contact is combined with the organisation 
of more “institutional” meetings. For instance, in June 2012 
Tracfin took part in the general meeting of the Syndicat natio-
nal des changeurs et auxiliaires financiers - national union of 
money changers and financial auxiliaries. During this event the 
profession’s reporting activity was reviewed and the main diffi-
culties identified (see above and the Close-up below).
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IV. Legal references
• Article L. 561-2, point 7 of the French Monetary and Financial 
Code;

• Article R. 561-1 of the French Monetary and Financial Code, 
amended by decree No. 2012-1125 of 3 October 2012, which 
namely imposes the identifying of customers or their legal 
representatives, if not physically present (remote transactions), 
as from the first euro.

Suspicious transactions must now be reported either electroni-
cally through Ermes or using the mandatory electronic form on 
Tracfin’s website (www.economie.gouv.fr/ tracfin). Paper forms 
- typed or handwritten - must no longer be used and will not be 
processed by Tracfin.

The “natural persons” or “legal entities” information 
sheets must be fully completed so as to collect as much infor-
mation as possible on the protagonists. Copies of identity docu-
ments or any documents in the possession of the reporting entity 
must be systematically attached.

Particular attention must be paid to on-line currency pur-
chases, as well as to the strict application of the due diligence 
rules on customer identification (see above). This type of transac-
tion is almost never or very rarely reported. Operators therefore 
need to develop their reporting activity.

Finally, reporting entities must expressly and subjectively 
identify a key suspicious fact and construct a detailed 
analysis around it. 

A “good” STR must therefore give a detailed description 
of the currency (type of currency, denominations) or gold tran-
saction and include the customer’s profile in terms of age, 
nationality and profession (if this can be determined) or beha-
viour (such as a furtive or even hostile attitude, a reluctance to 
present identity documents, a refusal to answer the questions 
asked or the type of answer given, the fact that the customer was 
accompanied by a third-party, and so on).

The combination of these various factors, considered to be atypi-
cal or suspicious by the reporting entity, should result in a report 
to Tracfin. This report should precisely and exhaustively reflect the 
doubts felt by the professional.

Close-up – What is a good STR for a money changer?
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A payment institution is a legal entity, other than a credit insti-
tution, which provides payment services as its usual profession.

Article L. 314-1-II of the French Monetary and Financial Code 
defines payment services as follows: 

• the services allowing the payment or withdrawal of cash from 
a payment account as well as the operations to manage such 
an account;

• the performance of payment transactions;

• the transferring of funds;

• the issuing of payment instruments and/or the obtaining of 
payment orders;

• the payment transactions performed by telecommunications 
operators or internet service providers provided that the opera-
tor acts solely as an intermediary in the payment relationship 
and that the payer’s consent is given through the operator’s 
telecommunications, digital or computer system.

As of 1st January 2012 there were 14 approved payment ins-
titutions in France, 4 payment institutions from the European 
Economic Area operating in France as branches and 118 pay-
ment institutions from the European Economic Area operating 
in France as service providers.

Payment institutions submitted the 3rd largest number of STRs 
within the financial sector. Within this profession, the 14 pay-
ment institutions offering fund transfer services sent the majo-
rity of the STRs.

I. Analysis by volume of STRs concerning 
fund transfer transactions

Figure 5
Number of STRs issued by payment institutions 

since 2008

2012 saw a substantial increase in the number of STRs (1,218 
STRs received versus 290 in 2011) (see figure 5). This is partly 
due to the use by some reporting entities of software that 
generates mass alerts.

There was a considerable number of reporting entities with 10 
institutions sending information to the Unit last year.

The amounts reported were relatively large and representative 
for this sector. The cash transfer transactions reported in the 
STRs amounted to more than €234 million. The transfer tran-
sactions break down as follows: 
- Funds transferred from France to all countries: €211 million 
(90%);
- Funds received in France from all countries: €22 million.

The average value of the transfers was around €3,000 with a 
transaction range of between €14,000 and €58,000.
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II. Analysis of reporting practices
The STRs mostly relate to fund transfer transactions from France 
to another country, referring to the identity of the sender, the 
amount transferred, the transferring network, the identity of 
the beneficiary (ies), and the agencies sending and receiving 
the funds. In 2012, the reports mainly covered transfers to 
Turkey, France, China, Cameroon and the Ivory Coast.

III. Awareness-raising initiatives 
by Tracfin
In 2012, ten meetings were organised with the main reporting 
entities in this sector to discuss the system for the Systematic 

Communication of Information (COSI) provided for by the new 
article L. 561-15-1 of the French Monetary and Financial Code 
introduced by law No. 2013-100 of 28 January 2013 enacting 
various provisions to align French law with European Union law 
in the areas of economics and finance and online reporting.

IV. Legal references
• Article L. 561-2, point 1a of the French Monetary and Finan-
cial Code.

• Joint guidelines between Tracfin and the Autorité de contrôle 
prudentiel on STRs – published on 21 June 2010.

The activity of an agent of a payment institution - whose main 
corporate purpose was the sale of telephony products - was 
reported to Tracfin by a reporting entity.

Several criteria prompted the reporting entity to report its 
suspicions:

a. a large fund transfer volume and amounts within a short 
period;

b. a sudden change in the geographic destination of the 
transactions;

c. most of the suspicious transactions were carried out over very 
short periods. This prompted doubts about the time allowed for 
the registration of new customers, the counting of the funds in 
question, and the checking of the bank notes’ authenticity;

d. the abnormally high proportion of €500 bank notes;

e. the suspicious transaction amounts were always just below 
the threshold above which stronger vigilance measures are 
applicable: knowing your customer requirements and the 
requisite proofs of the source of funds;

f. most of the transactions requested by customers were of the 
same type (multiple principals in France transferring funds to the 
same foreign beneficiary);

g. one of the structure’s shareholders was the director of another 
company, also operating as an agent, and whose contract was 
terminated by the payment institution. 

Investigations highlighted the fact that the funds could come 
from a Paris-based organised crime group, which was funding 
the illegal activities of various companies in the construction and 
restaurant sectors.

Close-up – Example of an STR from a payment institution that resulted in a court 
referral after analysis of the information by Tracfin
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The financial market reporting entities consist of investment 
firms, financial investment advisers and asset management 
companies.

As sources of funding and investment, the financial markets are 
preferred channels for money laundering. This sector is made 
particularly vulnerable by the diversity of the products and 
trading methods, the speed of transactions, their number and 
amount.

To efficiently combat money laundering and terrorism finan-
cing, the reporting entities in this sector (investment firms, 
asset management companies, financial investment advisers) 
should soon become key AML/CTF players..

I. Analysis by volume 

Figure 6
Number of STRs issued by investment firms, 

financial investment advisers 
and asset management companies since 2008

In 2012, the STRs submitted by these reporting entities drop-
ped sharply, by -64% (85 STRs submitted in 2012 versus 235 in 
2011) (see figure 6). This contribution breaks down as follows: 

• 52 STRs made by 18 investment firms;

• 20 STRs made by 11 financial investment advisers;

• 13 STRs made by 5 asset management companies.

This sector’s participation in the anti-money laundering system 
is low given the economic activity of these reporting entities. 
In fact, in 2012: 

• 2,653 investment firms were approved by the ACP, but only 42 
of them have sent STRs to Tracfin since 2008;

• 4,895 financial investment advisers were approved by the 
ACP, but only 69 have sent STRs to Tracfin since 2008;

• out of the 625 asset management companies approved by the 
AMF, 21 have sent STRs to Tracfin.

Beyond the number of reporting entities in this sector, large 
financial flows circulate in these markets. In France, nearly 7 
million individuals are holders of financial assets.

The Unit is conducting a growing number of investigations 
into swindles organised around fraudulent financial products, 
generally found on the internet, with supposedly exceptional 
rates of return. These setups, ranging from breaches of trust to 
Ponzi schemes, demonstrate the gullibility of individuals in a 
period of financial crisis and mistrust in traditional banks. They 
also raise questions about the due diligence of financial invest-
ment advisers, as intermediaries, and more broadly about the 
supervision of a profession that is very often practiced by “false 
advisers”.
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II. Analysis of reporting practices
The investment business covers many and varied areas and the 
information held by each reporting entity depends on its acti-
vity and its knowledge of financial flows. The themes described 
in this chapter are therefore diverse.

The quality of the STRs is quite uneven. A third of the STRs lack 
either analysis and/or suspicion.

Thus as a reminder, the mere notoriety of a client or the pre-
sentation of forged documents can not value the sending of 
an STR. Reporting entities should refine their analyses so as to 
submit more substantiated STRs; the Unit will then be able to 
utilise better.

Some grounds for STR submissions are:

• Absence of information on a client or doubt about the legiti-
mity of funds;

• Absence of information on the real beneficiary or interposing 
of a third-party so as to obscure the links with the real bene-
ficiary;

• Financial transactions with no economic justification.

Some grounds for STR submissions are:
• Absence of information on a client or doubt about the legiti-
mity of funds;
• Absence of information on the real beneficiary or interposing 
of a third-party so as to obscure the links with the real bene-
ficiary;
• Financial transactions with no economic justification.
Some specific grounds were identified such as:
• The acquiring of stakes by companies with complex struc-
tures, fostering the concealment of the real beneficiaries;
• Money laundering after a market abuse fraud (such as insider 
trading).
Finally, suspected abuses of weakness and embezzlements 
were also reported.

III. Awareness-raising initiatives 
by Tracfin
• One day meeting on 26th January 2012, with the professions 
covered by the French securities regulator, the Autorité des 
marchés financiers (AMF).

• One day meeting on 28th June 2012, organised with the 
investment adviser (CIF) professional associations.

IV. Legal references 
• Article L. 211-4 of the French Monetary and Financial Code.

• Article L. 321-1 of the French Monetary and Financial Code.

• Article L. 531-4 of the French Monetary and Financial Code.

• Article L. 532-9 of the French Monetary and Financial Code.

• Article L. 541-1 of the French Monetary and Financial Code.

• Article L. 561-2, point 6 of the French Monetary and Financial 
Code.

• AMF guidelines of 15 March 2010.

• Joint Tracfin - ACP guidelines published on 21st June 2010.

• Prevention of money laundering and tourism financing and 
professional obligations of the financial investment adviser 
(published by the Autorité des marchés financiers on 11th 
August 2011).

• Guide to defining the programme of activity of asset manage-
ment companies (AMF recommendation No. 2012-19 of 18th 
December 2012).

The exchanges between Tracfin and the supervisory authori-
ties, particularly the Autorité des marches financiers (AMF), are 
being developed in line with article L. 561-30 of the French 
Monetary and Financial Code. This resulted in the signing of 
a bilateral exchange agreement on 12th January 2012. This 
agreement defines the terms and conditions for transmitting 
the information between Tracfin and the AMF.
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Fact sheet 5

The more common types of fraud - reported by financial inter-
mediaries or other reporting entities, provided that they involve 
financial intermediaries - mainly concern tax fraud, or the use of a 
financial intermediary to obscure a financial transaction or scams 
and/or breaches of trust.

• Tax fraud 

In most cases, tax fraud detection is revealed after the control of 
consistancy between the tax documents submitted by the client 
(natural person or legal entity) and his actual assets. This ope-
ration might uncover the understating of revenue, for example. 
Some financial structures may also have been devised through 
financial intermediaries so as to evade tax.

•  A financial intermediary (investment adviser (CIF) or 
asset management company (SGP)) may be used to 
obscure a financial transaction 

This involves creating an intermediate phase between the origi-
nator and the real beneficiary of a transaction. For example, CIFs 
may be used in bank correspondent transactions to carry out wire 
transfers whose originator and beneficiary, and therefore the eco-
nomic justification for the transaction, may be difficult to identify. 
Therefore it is essential to detain information on the client.

•  An increase in swindles and breaches of trust through 
the illegal practicing of the profession of financial invest-
ment adviser

Tracfin has noted a rise in cases involving individuals claiming to 
be CIFs who can offer advantageous investments. For instance, 
one STR related to an individual claiming to be an investment 

adviser in the art business. The investigations showed that this 
intermediary was the front man for a company in Indonesia 
offering attractive financial investments. Another STR revealed 
a swindle related to the misappropriation of funeral insurance 
policies. In these cases the policies were managed by CIFs. A first 
report underlined attempted inheritance theft involving powers 
of attorney; this shows how easy it is to make abusive use of a 
contract when the person who signed the contract is no longer 
alive. The two other cases are examples of breaches of trust. The 
beneficiary of the funeral insurance policy was a third-party 
and the link between policy’s signatory and his beneficiary was 
uneasy to define. In these last two cases knowledge of the cus-
tomer and verification of the contract’s term are a must to avoid 
breaches of trust.

• Financial intermediaries suspected of proactively parti-
cipating in a money laundering circuit

In the current period of economic and financial crisis, Tracfin has 
noted a rise in financial swindle engineered by CIFs who offer 
attractive products as part of a Ponzi scheme. For instance, the 
CIF and his accomplices claiming to be financial intermediaries 
are using the logos of public institutions as well as technical voca-
bulary and canvass potential clients within a limited geographic 
area. Meetings and brochures are usually used to spread informa-
tion by word of mouth.

Investment swindles and Ponzi schemes rely on the use of the 
CIF’s financial knowledge, his accomplices and their description 
of blurred financial investment in technical terms.

Close-up – The participation of a financial intermediary in money laundering circuits
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Figure 7
Contribution of non-financial reporting entities in 2012

Legal professions
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The number of STRs submitted by non-financial 
reporting entities is stagnating, with 1,747 STRs 
in 2012 versus 1,691 in 2011. Their reporting ac-
tivity is presented in the following fact sheets:

– Fact sheet 6: Notaries

– Fact sheet 7: Lawyers

– Fact sheet 8: Judicial receivers, trustees and 
bailiffs

– Fact sheet 9: Accountants and auditors

– Fact sheet 10: Organisers of games of chance 
and lotteries

– Fact sheet 11: Casinos

– Fact sheet 12: On-line gaming operators

– Fact sheet 13: Real estate agents – Dealers in 
precious goods – Commercial registered office 
providers – Sports agents

– Fact sheet 14: Auctioneers and auction houses

Non-financial reporting entities
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I. Analysis by volume 

Figure 8
Number of STRs submitted by notaries 

since 2008

Notaries submitted 995 STRs in 2012. They remain leader in 
the non-financial reporting entity sector (57%), although their 
relative share (63% in 2011) has fallen.

II. Analysis of reporting practices
Reports from notaries fell by 7% in 2012, with 995 STRs versus 
1,069 in 2011. Given the high proportion of real estate activi-
ties, the decrease in STRs from notaries in 2012 is in line with 
the drop in the number of real estate transactions (-10% natio-
nally between December 2011 and December 2012 according 
to the French environment and sustainable development 
agency, the Conseil général de l’environnement et du dévelop-
pement durable).
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Close-up – Awareness-raising initiatives 
by notary associations since 2010

Since 2010, the French Association of Notaries, the Conseil 
supérieur du notariat (CSN), has introduced several tools such 
as a practical guide and handbook to raise notaries’ awareness 
on AML/CTF issues. Awareness-raising and training initiatives 
have also been developed by notary associations:

- A national training programme has been set up to educate 
notaries about their AML/CTF obligations: due diligence, 
STRs and document retention. Since 2010, two meetings 
have been held on this topic. A first day was organised at the 
Conseil supérieur du notariat in March 2010 for departmental 
and interdepartmental delegates in Ethics; it was attended by 
the French Chancellery, Tracfin and the Caisse des dépôts et 
consignations. A second meeting held in March 2012 gathe-
red the same participants. It was an opportunity to conduct a 
quantitative and qualitative review of the campaigns carried 
out, of the responsiveness of notaries and other participants, 
of the difficulties met by them and the improvements to be 
made to the current system;

- At local level, training has been provided by delegates in 
Ethics to the notaries in their departments designed to help 
them produce high quality STRs;

- At notary firm level, steps have been taken to ensure real ex-
changes and good communication, including the introduction 
of more concisely presented and more readable due diligence 
reports that are easier to use by the notaries themselves and 
by their collaborators;

Legal professionals
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At regional level, Tracfin found large disparities in the profes-
sion’s reporting practices. Where these disparities do not reflect 
the trend in the local real estate market, it may reveal areas 
where notaries’ due diligence and their reporting obligations 
need to be reinforced. Whereas in the Paris region more than 
two real estate transactions in every thousand are reported to 
Tracfin, this reporting ratio falls to less than one in every thou-
sand in the Rhone-Alpes region, although the second largest 
region in France in terms of number of real estate sales.

Tracfin has also noted that reporting activity is too concentrated 
and in some regions only a few number of notary firms do all 
the reporting.

In addition, in some STRs the facts are insufficiently analysed, 
which prevents Tracfin from assessing and processing the infor-
mation received. In some cases there is even no analysis at all; 
for example, it is not unusual for the nationality of a property 
buyer to be the one and only ground of suspicion. Furthermore, 
notaries are the only reporting entities in their field to have the 
necessary expertise to substantiate a suspicion.

The quality of the STRs has improved, but too many are still 
unusable by Tracfin as the grounds for suspicion are either non-
existent or insufficient. As a reminder, clients must be identified 
as comprehensively as possible. Similarly, the reporting entity 
must be identified and the STR must be typed and signed.

If the notary does not have all of the elements to substantiate 
his suspicions when he submit his STR (for example, an STR 
sent to Tracfin when a preliminary sale agreement is signed), 
he must systemically produce an addendum including the ele-
ments obtained thereafter. For instance, if the STR relates to a 
real estate purchase, Tracfin must have access to a copy of the 
wire transfer used to pay for the transaction and a copy of the 
final, notarised deed.

When the STRs submitted by notaries were analysed, it 
appeared that they mostly concerned property transactions 
(sales, building projects and leases). These transactions, which 
account for nearly half of notaries’ annual revenues, admittedly 
pose a high money laundering risk.

Notaries need to be vigilant when it comes to pur-
chases of businesses, gifts or inheritances, which are 
also potential money laundering channels. 

Generally speaking, the notaries reporting activity should more 
broadly reflect the profession’s various activities.

Note that, as from 1 September 2013, in accordance with the 
new article L. 561-31 of the French Monetary and Financial 
Code resulting from decree No. 2013-480 of 6 June 2013, if 
Tracfin considers an STR to be inadmissible due to its form, 
the reporting entity will be asked to rectify its STR within one 
month. If rectifications are not made after a month, the Unit 
will notify the reporting entity of an inadmissibility decision. 
STRs that are inadmissible due to their form will not be pro-
cessed by Tracfin. Accordingly, any STR that is not submitted 
using the mandatory electronic form or through Ermes, or 
that does not contain the requisite information, will deprive 
the reporting entity of the benefit of the provisions of article 
L. 561-22 absolving it of civil, criminal and professional liabi-
lity.

III. Awareness-raising initiatives 
by Tracfin
• 21 March 2012: AML meeting with the ethics delegates and 
representatives of the Conseil supérieur du notariat.

• 15 November 2012: meeting of the interdepartmental cham-
ber of notaries of the Hauts-de-Seine and Val d’Oise depart-
ments.
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IV. Legal references 
Notaries are governed by AML/CTF financing reporting requi-
rements under the following articles of the French Monetary 
and Financial Code:

• Article L. 561-2, point 13 of the French Monetary and Finan-
cial Code;

• Article L. 561-3 of the French Monetary and Financial Code;

• Charter signed on 25 April 2012 by the Caisse des dépôts 
et consignations (CDC) and the CSN governing anti-money 
laundering cooperation between the CDC’s offices and account 
holders. The purpose of this charter is to detail the terms for 
information exchanges between the CDC and notaries.

The facts reported by the notary related to the concluding of a 
preliminary sale agreement for a studio apartment at a fixed 
price, well above the market rate (€350,000 for 17m2). When 
questioned about his planned purchase, the purchaser explained 
that he wished to add to a series of apartments that he owned in 
the same building.

The searches made by the notary in the cadastral records showed 
that the buyer did not own any apartment in the said building. 
Also, the preliminary sale agreement was contingent on obtai-
ning a loan equal to the amount of the selling price. A good faith 
deposit had been provided for but no security deposit had been 
paid (by common agreement between the seller and the buyer). 
The investigation conducted by Tracfin following this STR revea-
led several inconsistencies:

• contrary to the seller’s registered address for banking and tax 
purposes, a clause in the preliminary sale agreement stated the 
address of the property sold as his main residence, allowing him 
to benefit from an exemption from capital gains tax;

• the buyer did not own any other property;

• the professions of the seller/vendor stated in the sale agreement 
were different from those reported to their respective bank;

• the contract provided for a good faith deposit, but no security 
deposit had been paid by the beneficiary, by agreement with the 
seller.

In terms of tax and social security Tracfin collected the following 
information: 

• the seller did not declare any income in 2011;

• the buyer declared wages of €1,104 as income in 2011.

Given this information, the buyer did not have the financial re-
sources to buy a €350,000 property (no income, no loan), which 
raises the question of where the funds used to make the purchase 
were coming from. The selling price, which far exceeded the mar-
ket price, made the transaction all the more suspicious.

The investigations conducted by Tracfin also revealed that the 
buyer had been accused of receiving stolen goods. As for the sel-
ler, the charges of fraud, forgery and the use of forged documents 
brought against him also related to property investments.

Close-up – Example of a court referral based on a report from a notary

Fact sheet 6
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I. Analysis by volume  

Figure 9
Number of STRs submitted by lawyers 

since 2008

II. Analysis of reporting practices
Until recently, lawyers, represented institutionally and in the 
media by the Conseil national des barreaux (National Bar Asso-
ciation) and the Barreau de Paris (Paris Bar), have been openly 
opposed to contributing to the AML/CTF system. They believed 
that the reporting requirements breached professional secrecy 
and the fundamental principles of French law. Since 2004, 
Tracfin has received only a handful of STRs, which rarely met 
requirements in terms of form and/or content.

The profession was waiting for the outcome of the appeals 
brought by the lawyer Mr P. Michaud against the professional 
standards enacted to implement the AML/CTF system. The 
petitions filed were rejected by the French Council of State in 
July 2010, then by the European Court of Human Rights (ECHR) 
in December 2012.

The ECHR underlined the importance of maintaining the confi-
dentiality of discussions between lawyers and their clients as 
well as lawyers’ professional secrecy. It nevertheless believed 

that the obligation to report suspicion transactions was in 
keeping with the prevention of disorder and criminal offences. 
The obligation to report suspicious transactions as it is imple-
mented in France does not disproportionately affect the pro-
fessional secrecy of lawyers as it does not apply to them when 
defending litigants. The law has also introduced a protective fil-
ter by providing that lawyers do not directly submit their STRs 
to the Authorities but do so through the president of the bar.

The place of lawyers within the AML/CTF system can there-
fore no longer be legally disputed. However, it raises legitimate 
questions and practical difficulties. The profession, assisted by 
the Justice Ministry and the State departments involved in the 
AML/CTF system, must now clarify its professional standards 
relating to:

• lawyers’ due diligence and reporting obligations;

• monitoring and responsibility of bar presidents as interme-
diaries;

• procedure for bar presidents’ monitoring of their colleagues’ 
compliance with due diligence and reporting obligations.

Lawyers’ reporting obligations
The provisions of the French Monetary and Financial Code 
provide that lawyers are only subject to reporting obligations 
provided for by article L. 561-3 of the French Monetary and 
Financial Code, in other words when they:
• participate in the name and on the behalf of their client in any 
financial or real estate transactions or act as trustee;
• assist their client in preparing for and/or completing transac-
tions concerning:
- the purchase and sale of real estate or a business;
- the management of funds, securities or other assets belon-
ging to the client;
- the opening of bank, savings or securities accounts or insu-
rance policies;
- the organising of the deposits required to set up companies;
- the creation or management of companies;
- the creation or management of trusts, governed by articles 
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2 011 to 2 031 of the French Civil Code or foreign law, or any 
other similar structure;
- the creation or management of endowment funds.
Vulnerabilities remain in the performance of these activities, 
although most of them have been identified by the profession. 
Lawyers must therefore be particularly vigilant and realise 
that dissuasion is not an appopriate answer given the stakes 
involved in AML/CTF. Their role in the AML/CTF system is beco-
ming ever more relevant: they handle complex cases involving 
large sums of money multiple clients with a wide variety of 
profiles, in sectors where the legal provenance of all or part of 
the money is often becoming increasingly difficult to deter-
mine.
Lawyers, as any reporting entities, must adopt a proactive 
approach towards their clients and get answers to the ques-
tions that they are obliged to ask before the completion of 
any transaction (is the client the effective beneficiary of the 
transaction? Where have the funds come from? Why is a 
third-party intermediary involved in the transaction? Why is 
the client reluctant to produce certain documents? Have the 
documents provided been verified? Is the deposit in keeping 
with the client’s apparent financial resources, age and stated 
activity? Why is the client carrying out a transaction that seems 
unconnected to his usual professional activity?).
On the other hand, there is no reporting obligation for lawyers if 
their activities are related to judiciary proceedings, whether the 
information in their possession was obtained before, during or 
after these proceedings - including any advice given on how to 
initiate or avoid such proceedings. The same applies if they pro-
vide legal advice, unless it has been provided for the purpose of 
money laundering or terrorism financing or knowing that the 
client’s request was for money laundering or terrorism finan-
cing purposes.

Role of the supervisory authorities for lawyers
Lawyers have the obligation to submit their STRs to their 
supervisory authorities so that they can conduct a preliminary 
examination of their legality. These authorities must then send 
the reports to Tracfin if the legal conditions provided for by 
article L. 561-3 have been met.

This means that, by virtue of articles L. 561.3 and L. 561-17 
of the French Monetary and Financial Code, the president of 
the bar association for lawyers at the Council of State and the 
Court of Cassation and the president of the bar with which the 
lawyer is registered, are solely responsible for checking that the 
STR sent to them has been effectively produced in connection 
with one of the activities provided for by the French Monetary 
and Financial Code, to the exclusion of any judiciary activities.

By performing their supervision function, the authorities are 
therefore only assessing whether the conditions applying to 
STRs - provided for by article L. 561-3 - have been met, i.e. to 
the exclusion of any other piece of information not covered by 
the legal provisions.

When these conditions are met, the authorities have the obli-
gation to submit the STR to Tracfin. Responsibility for assessing 
whether it is worthwhile submitting an STR therefore lies 
exclusively with the reporting entity governed by reporting 
requirements.

Finally, under the terms of article L. 561-22 of the French 
Monetary and Financial Code, the reporting entities governed 
by reporting requirements referred to in article L. 561-2 and 
the authorities referred to in article L. 561-17 are only absolved 
of civil and criminal liability and liability for disciplinary pro-
ceedings if the STR was submitted in good faith  to Tracfin. An 
authority’s failure to submit an STR to Tracfin, for reasons other 
than those expressly referred to in article L. 561-3, may incur its 
personal liability  for exceeding its supervisory powers.

Fact sheet 7
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III. Awareness-raising initiatives 
by Tracfin 
Contribution to the Campus Barreau de Paris training event on 
5 July 2012.

IV. Legal references
• Article L. 561-2, point 13 of the French Monetary and Finan-
cial Code.

• Article L. 561-3 of the French Monetary and Financial Code.

• Article L. 561-17 of the French Monetary and Financial Code.
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I. Analysis by volume

Figure 10
Number of STRs submitted 

by judicial receivers, trustees and bailiffs 
since 2008 

Judicial receivers and trustees
In 2012, the reporting activity of judicial receivers and trustees 
declined, with 52 STRs submitted versus 62 in 2011 (-16%). 
However the number of STRs sent by this profession should 
be on the rise given the 131 reporting entities now registered 
with Tracfin. Furthermore, the difficult economic environment 
is another reason for reporting entities to remain vigilant. 

Bailiffs 
The contribution of bailiffs to the AML system stagnated in 
2012 (17 STRs versus 14 in 2011). The profession’s contribution 
to the system remains too small given the number of bailiffs 
listed in 2012 (around 3,300) and despite the awareness-rai-
sing initiatives launched by Tracfin in 2011 and continued in 
2012.

II. Analysis of reporting practices
Judicial receivers and trustees
Most of the STRs were submitted by a limited number of firms 
concentrated in a few geographic areas.

Warning signs may come in highly varied forms such as depo-
sits from dubious sources in shareholders’ current accounts, or 
fund transfers to tax havens - some of them uncovered after 
examining accounting documents, or embezzlements detected 
at the time of insolvency proceedings. The profession should 
pay particular attention to the specific risks linked to foreign 
investments funds in struggling companies. 

Bailiffs 
The reporting activity of this profession is also substantially 
geographically concentrated in a few departments. The quality 
of the STRs submitted by this profession could be improved, as 
there is sometimes a partial or complete absence of analysis of 
the facts, and for Tracfin the analysis determines whether or not 
investigations should be launched. 

III. Awareness-raising initiatives 
by Tracfin
• Participation in the statutory general meeting of bailiffs on 
21 September 2012. 

IV. Legal references 
• Article L. 561-2, point 13 of the French Monetary and Finan-
cial Code.

• Article L. 561-3 of the French Monetary and Financial Code.

Fact sheet 8 
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As an association for the employment of disabled people was 
going into receivership, the information gathered by the appoin-
ted receiver and trustee revealed the embezzlement of funds by 
the association’s treasurer and its chairman.

Prior to the discovery of atypical financial flows, it appeared 
that the association’s activity had been subsidiarised into two 

branches. Large fund transfers had been made to these two 
structures by the main association, which by then was already 
insolvent. The payment of abnormally high wages to the trea-
surer suggested an embezzlement offence. These warning signs 
prompted the receiver/trustee to make an STR.

Close-up – STR by a judicial receiver/trustee: laundering of the proceeds of embezzlement 
from an association by its chairman and its treasurer
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The remarquable rise in the reporting activity of auditors and 
accountants in the past two years was not as steep in 2012 
(+33% in 2011 versus +4% in 2012). This result must be 
compared to the overall professional reporting activity, which 
increased by 14% in 2012. Given the very nature of their mis-
sion these accounting professionals are ideally suited to iden-
tify suspicious transactions.

I. Analysis by volume 

Figure 11
Number of STRs submitted by accountants 

and auditors since 2008

Auditors’ reporting activity

2010 saw the number of their STRs double. In 2012, the repor-
ting activity fell slightly, with a volume of 54 STRs sent to Trac-
fin (versus 57 in 2011). 

Accountants’ reporting activity

The number of STRs submitted by accountants in 2011 grew 
particularly sharply (+38%). In 2012 it rose again, by 7% (145 
STRs received versus 135 in 2011).

II. Analysis of reporting practices
Reporting practices of auditors
STRs from this profession mainly concern amounts under 
€500,000 (51% of cases), whereas cases involving sums under 
€100,000 account for 22%. STRs involving flows between 
€500,000 and €1 million account for 7%. And 11% of reports 
involve sums in excess of €1 million. Professionals in the Paris 
region come out as the main contributors, with 24% of STRs.

In terms of grounds, the STRs received at Tracfin are mostly 
related to inconsistencies of financial movements (35%) and 
tax fraud (20%).

To a lesser degree, doubts about the origin of funds or the 
legality of some practices (procurement rules, embezzlements, 
breaches of trust, etc.) also constitute grounds for reporting 
(between 10% and 15% of STRs).
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Reporting practices of accountants
The volume of STRs concerning amounts of less than €500,000 
was greater than for auditors (63%). Very few STRs relating to 
flows above €1 million were received (5%).

The STRs were mainly prompted by suspicious economic beha-
viour symptomatic of a possible tax fraud, atypical or incon-
sistent cash movements of highly varying amounts, doubts 
about the origin of funds as well as accounting anomalies.

III. Awareness-raising initiatives 
by Tracfin
• Meeting with auditors on 6 February 2013.

IV. Legal references
• Article L. 561-2, point 12 of the French Monetary and Finan-
cial Code.

• Article L. 823-12 of the French Commercial Code.

• NEP 9605 (professional standards for auditors).

• Paragraphs 6 to 14 of the professional standards set by the 
Conseil de l’ordre des experts-comptables (French association 
of accountants).

• Joint Conseil de l’ordre des experts comptables and Tracfin 
guidelines published in December 2012.

• Given that auditors and accountants are ideally placed for the 
detection of tax anomalies, their reporting activity could well be 
increased.

• Referral to the public prosecutor of criminal acts revealed in the 
course of their activity should not prevent auditors and accoun-

tants from also sending an STR to Tracfin. In this case, the STR 
should mention the referral to the public prosecutor. 

• Tracfin has noted that some STRs were sent after tax inspections 
or after a change of auditor or accountant. The sending of an STR 
at that stage comes always too late.

Close-up – Recommendations
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Gaming sector 
professionals

The reporting activity of lotteries refers to the contribution to 
the AML/CTF system of the Française des jeux (FdJ), Pari mu-
tuel urbain (PMU) and Pari mutuel hippodrome (PMH).

The combating of money laundering is a key concern for Fran-
çaise des jeux (FdJ) and Paris mutuel urbain (PMU). These 
two companies reported record revenues in 2012, respectively 
€12.1 billion (i.e. +6.1% versus 2011) and €10.5 billion (i.e. 
+2.5% versus 2011). The expanding of their networks is one 
of the reasons for their growth: 34,300 FdJ points of sale and 
11,800 PMU points of sale. On-line sales are also a source of 
growth, particularly for PMU.

These companies are increasingly refining their methods and 
strategies to meet the many challenges raised by gaming and 
the payment of winnings.

Games that offer the highest probabilities of a win are potential 
money laundering channels. When he places his bets, a money 

launderer does not dream of winning the jackpot, but of ma-
king his illegal revenues legitimate. This rational approach to 
money laundering should be the focus of the warning signals 
issued by gambling operators. Games that depend on the 
better’s expertise (sports and horse-racing betting) are more 
exposed to money laundering risks, as the protagonist strives 
to minimise and/or control his risk taking.

Another weak point in the activity of gaming operators is their 
points of sale network: it keeps on growing. It is vital that these 
intermediaries are monitored, not only to detect the buying 
back of winning tickets, but also to ensure responsible gaming 
practices. The revenues of points of sale must be controlled. The 
gaming companies are strongly encouraged to take the rele-
vant necessary measures.

When it comes to combating money laundering and terro-
rism financing, the quality of the information sent by gaming 

Fact sheet 10

A/ Lotteries

Figure 12
Number of STRs submitted by gaming sector professionals since 2008
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operators to Tracfin is of paramount importance for fighting 
against the recycling of dirty money. Indeed, the information 
on financial movements received from the banking network 
might be correlated, and then possibly used as the basis for 
court referrals.

The steps taken by gaming operators to restrict the use of cash 
are a good indicator of their commitment to the daily comba-
ting of money laundering. As such, the launch by the horse-
racing betting operator of a ‘PMU card’ - that makes the playing 
and collecting of winnings less anonymous - is a definitely 
major step in the right direction. Also, the lowering - from 
€5,000 to €3,000 - of the threshold for payment by cheque (in 
2013) shows PMU’s determination to step up its anti-money 
laundering measures. PMH, on the other hand, is still giving 
little consideration to anti-money laundering concerns in its 
bet-taking methods.

As for Française des jeux, its priority now seems to be the better 
identification of players and winners. As of 2013, the “Perben 
threshold” - identity checking of players and winners - will be 
lowered  from €5,000 to €2,000.

I. Analysis by volume
After concerted analysis and discussions with Tracfin, Française 
des jeux (FdJ) has made far-reaching changes to its reporting 
policy, significantly reducing the volume of its reports in favour 
of a much deeper analysis. This shift has emerged since 2011, 
with the scaling down of the number of STRs submitted to the 
Unit: from 245 in 2010 to 31 in 2011 and 57 in 2012. This tar-
geted approach makes the information easier to work on and 
develop with a view to judiciary referral.

PMU’s reporting practices have remained constant: 22 STRs in 
2010, and 41 and 48 respectively in 2011 and 2012. In 2012, 
12 of them were related to clients holding on-line PMU 
accounts. As for PMH, the company sent its first report to 
Tracfin in 2012.

II. Analysis of reporting practices
Gaming companies’ reporting practices vary substantially in 
terms of quality.

 FdJ and, to a lesser degree, PMU, have developed a stronger 
expertise over the years. Their refined contribution translated 
into an overall increased number of reports that has led to a 
significant rise of the number of investigations (including 
court referrals) in 2012: respectively 74% (+70% compared 
to 2009) and 44% (+ 31% compared to 2009). These ratios 
reflect the improved analysis of the submitted STRs and Tracfin 
acknowledge  the quality of the work carried out by the dedi-
cated teams at FdJ and PMU.

Finally, Tracfin - receiving thousands of STRs from the ban-
king sector - has been able to request additional information 
from these two gaming companies. As such, and based on the 
observation of atypical financial flows, Tracfin has been able 
to request additional information about the frequency with 
which clients - whose bank accounts have been unbalanced 
by an evident gambling addiction - place bets and collect win-
nings. In cases where funds are directly drawn from companies’ 
accounts such behaviour is reported through STRs if it jeopar-
dises the survival of companies.

Finally, the monitoring of the activity of points of sale is rarely 
reflected in the information sent. Tracfin is more often promp-
ted to investigate betting and gaming outlets thanks to STRs 
from the banking sector.



                  Annual analysis and activity report 2012

78

The gross gaming proceeds of casinos fell by 2.9% in 2012, 
with revenue of €2.264 billion.

I. Analysis by volume 
Casinos have been  submitting a steadily growing number of 
STRs, rising from 137 reports in 2010 to 149 in 2011, then 171 
in 2012. However, out of the 195 or so establishments opened 
in France, only 55 (i.e. 29%) submitted reports in 2012, and 
33 of these sent only one report. Activity is admittedly concen-
trated in the largest casinos, but the reporting frequency is not 
always dictated by the size of the establishment.

II. Analysis of reporting practices 
Notwithstanding their limited contribution nationally, and 
more specifically in the South-East region, casinos often merely 

provide tables of gaming transactions (wagers – wins and/or 
losses) that are unconnected, or only loosely connected, to any 
money laundering suspicions. This reporting is unlikely to lead 
to the massive opening of investigations and explains the fairly 
low processing (launching of investigations, possibly followed 
by court referrals) percentage of 28%.

The information sent by casinos is often incomplete. They pro-
vide precise data about winnings but the origin of the wagers 
is often missing.

Again Tracfin relies on STRs from the banking sector to unco-
ver the misuse of company assets by business owners or 
employees who embezzle company funds to satisfy their ad-
diction to slot machines or casino board games. It seems that 
casinos are reluctant to report regular clients who gamble over 
€100,000 a year.

B/ Casinos

After the launch of regulated on-line gaming in 2010, the 
revenue of gaming websites came to €700 million in 2012; the 
main revenue-earners were cash game poker, poker tourna-
ments, betting on sports odds, sports pool betting and horse-
racing betting.

One of the objective of the law of 2010 was to reach economic 
balance while combating fraud (particularly illegal websites) 
and money laundering. Naturally, in this sector the money 
laundering risk does not come from the use of cash, as it tradi-
tionally does. New payment instruments may be used, howe-
ver, such as various prepaid cards.

I. Analysis by volume
On-line gaming operators have submitted 203 STRs over the 
last three years (2010-2012). This number came from 11 ope-
rators, one of which sending 87% of the overall volume.

For traditional operators, developing their own on-line gaming 
products, there is room for improvement, especially in the mul-
timedia area. For instance, Française des jeux (FdJ) only sub-
mitted very  few STRs related to its game “Parions web”.

C/ Online gaming operators

Fact sheet 10
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D/ Awareness-raising initiatives 
by Tracfin targeting the gaming sector

II. Analysis of reporting practices 
On-line gaming companies mainly reported cases of fraud ra-
ther than money laundering stricto sensu, for instance betters 
using stolen bank cards. The amounts involved were also often 
very small. The processing by Tracfin of these STRs have hardly 
reached 1%.

Generally speaking, illegal websites de facto based outside 
France are a weak point in the on-line gaming operator sector; 
indeed in terms of AML and the detection of illegal financial 
flows, they can be used as a channel for international money 
laundering circuits. Given that there is still a long way to go 
in terms of AML/CTF measures, the action that will be taken 
by ARJEL (Autorité de régulation des jeux en ligne - on-line 
gaming regulator) in 2013 is keenly awaited.

Despite the progress made by some operators, gaming profes-
sionals’ overall commitment to the combating of dirty money 
could be improved. It is therefore vital for Tracfin, and above all 
the supervisory authorities – the Service central des courses 
et jeux (racing and gaming association) or SCCJ and the Auto-
rité de régulation des jeux en ligne (online gaming regulator) 
or ARJEL – to work closely with the sector’s various players in 
their task of preventing risks and reporting suspicious cases.

In 2012, Tracfin organised or participated in various initiatives:

• April 2012: meeting with the members of the Syndicat des 
casinos modernes de France (casino association);

• May 2012: meeting with the SCCJ’s managers to finalise the 
guidelines for PMU;

• September 2012: working meeting with the “gaming secu-
rity” department of Française des jeux;

• November 2012: meeting between the chairman of Française 
des jeux and Tracfin’s director;

• December 2012: meeting with PMH and PMU representa-
tives.
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Given the diversity of the gaming sector, various overall recom-
mendations may be made, but do not all apply to all operators: 

- to use the new Ermes procedure or, failing this, use of the on-line 
form available on Tracfin’s website;

- to improve the quality of STRs by developing the analysis aspect 
of it, which is fundamental to identify the suspicion and present 
the case as comprehensively as possible;

- to closely observe the behaviour of gamblers who have a “com-
fortable” or high socio-economic status, and whose gambling 
addiction may lead them to commit illegal acts (e.g. a company 
director who misuses company assets to play at a casino or for 
gambling through FdJ, PMU or PMH);

- to strenghten the control of cheques of aggregated low value 
winnings as well as changes in retailers’ (FDJ and PMU) revenues;

- to introduce an effective due diligence at racetracks where large 
amounts of cash circulate;

- In casinos, to increase the control monitoring of chips purchase 
using automatic note exchangers (surveillance cameras or dedi-
cated staff);

- For online operators, to ensure greater consideration of betting 
fraud risks.

Close-up – Recommendations

Fact sheet 10

In the overall gaming sector the first professionals to be go-
verned by the AML reporting obligations were casino direc-
tors (law No. 2001-420 of 15 May 2001 relating to the new 
economic regulations). Then, the lotteries - such as Française 
des jeux (FdJ), and horse-racing betting - such as Pari mutuel 
urbain (PMU) and Pari mutuel hippodrome (PMH) - joined 
the AML/CTF system under law No. 2004-204 of 9 March 
2004. More recently, law No.  2010-476 of 12 May 2010, 
relating to the liberalisation and regulation of the on-line 
gambling and gaming sector, makes the reporting of money 
laundering suspicions mandatory for “multimedia” operators.

• Article L. 561-2, point 9 of the French Monetary and Finan-
cial Code.

• Article L. 561-13 of the French Monetary and Financial Code 
setting by decree the obligations to be met by casinos (point 
1) and lotteries (point 2) above certain thresholds.

• Article L. 561-15 of the French Monetary and Financial Code: 
suspicious transaction reporting principles.

• Article L. 561-26 of the French Monetary and Financial Code: 
exercising of Tracfin’s right to request information.

E/ Legal references
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Fact sheet 11 

Real estate professionals – Dealers in precious 
goods – Commercial registered office providers – 
Sports agents 

These professions as a whole accounted for 0.2% of the total 
STRs received by Tracfin in 2012. These business sectors are 
particularly exposed to money laundering schemes, especially 
when it comes to precious goods and property. Strong due dili-
gence is therefore required.

I. Analysis by volume 

Figure 13
Number of STRs submitted by real estate agents, 
dealers in precious goods, commercial registered 

office providers and sports agents since 2008

Real estate agents
After a steep fall between 2010 and 2011, there has been a 
sharp rise in 2012 (34 STRs versus 19 in 2011). This figure is 
low, given the 293 real estate intermediaries registered as re-
porting entities with Tracfin. In addition, out of these 34 STRs, 
19 came from one reporting entity (i.e. 56% of the total).

The inspections carried out by the French General Directorate 
for Competition Policy, Consumer Affairs and Fraud Control, the 
Direction Générale de la Concurrence, de la Consommation et 
de la Répression des fraudes (DGCCRF), have also raised these 
professionals’ awareness of the AML/CTF system. However, 
given the size of the real estate market in recent years, and the 
significant amounts in play, progress could still be made in this 
sector that included over 20,000 agencies in 2010.

Dealers in precious goods
A prominent feature of the STRs submitted by dealers in high 
value goods (“persons whose usual activity is trading or orga-
nising the sale of precious stones, precious metals, antiques 
and artwork”) is the very irregular flow of STR submissions. 
Although there was a relatively large increase in the informa-
tion sent to Tracfin (13 STRs) in 2011, a considerable fall has 
been noticed in 2012 in this profession’s reporting activity (3 
STRs, same as in 2010).

There are indeed gaps in the AML/CTF system, mostly due to 
the difficulty of raising the profession’s awareness in the ab-
sence of a supervisory authority.

Commercial registered office providers
The growth in the number of STRs submitted by commercial 
registered office providers between 2011 and 2012 (21 STRs 
versus 4 in 2011) must be put into perspective. 20 of these 
STRs in fact came from one reporting entity. In addition, only 7 
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commercial registered office providers are registered as repor-
ting entities with Tracfin. This profession’s contribution to the 
AML/CTF system is therefore quite modest.

Sports agents 
Although sports agents have been governed by AML/CTF 
reporting requirements since 2010, Tracfin has not received any 
STRs from this profession yet. Furthermore, no sports agents 
have registered with Tracfin as reporting entities. The absence 
of a supervisory authority for this profession makes it difficult 
to raise sports agents’ awareness of AML/CTF issues. This situa-
tion is all the more surprising as financial transactions in the 
sports area can sometimes involve extremely large financial 
flows.

II. Analysis of reporting practices
Transactions in the real estate and precious goods sectors have 
a large economic weight by volume and value, although there 
was a slight fall in activity in 2012 due to the economic crisis.

The fund movements in these two sectors need therefore to 
be analysed in depth, especially if the financial flows transit 
through and/or originate from foreign countries.

Real estate agents mostly submitted STRs on the grounds that 
the source of the funds is unknown and the amounts invested 
are high (and often come from abroad). The dealers in precious 
goods mostly reported on the suspicious origins of funds; but 
their STR’s also related to the suspicious origins of goods or to 
clients’ profiles - not always logically linked to the transaction. 
As for commercial registered office providers, they mainly focus 
on complex legal and/or economic structures, difficulties com-
municating with registered offices and changes of address or 
corporate purpose.

III. Legal references
Real estate agents 
• Article L. 561-2, point 8 of the French Monetary and Financial 
Code.

• Joint guidelines with Direction Générale de la Concur-
rence, de la Consommation et de la Répression des Fraudes 
(DGCCRF), published on 11 October 2010, relating to the 
reporting entities’ - referred to in point 8 of article L. 561-2 of 
the French Monetary and Financial Code - implementation of 
their AML/CTF obligations.

Dealers in precious goods 
• Article L. 561-2, point 10 of the French Monetary and Finan-
cial Code.

Commercial registered office providers

• Article L. 561-2, point 15 of the French Monetary and Finan-
cial Code.

• Joint guidelines with Direction Générale de la Concur-
rence, de la Consommation et de la Répression des Fraudes 
(DGCCRF), published on 11 October 2010, relating to the repor-
ting entities’ - referred to in point 8 of article L. 561-2 of the 
French Monetary and Financial Code - implementation of their 
AML/CTF obligations.

Sports agents 
• Article L. 561-2, point 16 of the French Monetary and Finan-
cial Code.

Fact sheet 11
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The Direction Générale de la Concurrence, de la Consommation 
et de la Répression des fraudes (DGCCRF) regularly reviews with 
real estate agents the application of the AML/CTF system. The last 
meeting organised with the reporting entities (main professional 
organisations and representative networks) revealed that these 
professionals were insufficiently aware of their AML/CTF obliga-
tions and were failing to fully meet them, hence the limited num-
ber of STRs from this sector. These meetings are opportunities to 
remind reporting entities of their reporting obligations and the 
shortcomings identified. They also allow representatives of the 
profession to highlight the difficulties met by real estate agents 
in the fulfilment of their due diligence obligations.

For instance, according to network managers, the AML/CTF sys-
tem appears too often quite cumbersome considering the limited 
risk of buyers or sellers using them to carry out money laundering 
or terrorism financing schemes.

However, the analyses regularly conducted by Tracfin show an 
actual rise in money laundering risks in the real estate sector. 
Investment in this business sector, particularly in regions where 
attractiveness is high, is a preferred channel for money launde-
ring. Real estate professionals (real estate agents, sales agencies 
and real estate brokers) detain upstream knowledge of the pro-
perty market. This is why their due diligence must strongly focus 
on all possible indicators of fraud schemes, be it complex legal 
and financial structures, or blurred origins of funds or identities, 
or high financial amounts.

Another reason given by real estate professionals for their reluc-
tance to submit reports is the risk for the reporting entity of losing 
its anonymity. Tracfin would like to remind them that it never 
reveals its sources, even to the legal authorities, and ensures that 
STRs remain strictly confidential (article L. 561-19 of the French 
Monetary and Financial Code), except in cases strictly defined by 
law (see “Data protection and retention” in the third part of this 
report).

Close-up – Real estate agents facing a rise in the ML/TF risk 
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Since the reform of 10 July 2000 (law No. 2000-642 of 10 July 
2000 and decree No. 2001-650 of 19 July 2001), which ended 
judicial auctioneers’ monopoly by partially liberalising the mar-
ket, the auction business has been split in two: 

• 415 judicial auctioneers appointed by the Justice Ministry, 
listed by the profession’s supervisory authority, the Chambre 
nationale des commissaires-priseurs judiciaires (figures at 31 
September 2012);

• 393 French auction houses (SVV) approved by the Conseil 
des ventes volontaires, the profession’s supervisory authority 
(figures at 26 June 2012).

Judicial auctioneers
Only judicial auctioneers are authorised to organise and 
conduct the sale of property in public auctions required by 
law or by legal decision (i.e. insolvency proceedings, seizures 
for sale, inheritances, guardianships, municipal appropriations, 

etc.). They are judicial officers, appointed by decree of the 
Garde des Sceaux (Minister of Justice) and public office hol-
ders. Judicial auctioneers may also be approved to operate as 
auction houses.

Auction houses
Public auctions of personnal property are now organised and 
conducted by commercial companies in the form of approved 
auction houses (SVV). Under article L.321-5 of the French 
Commercial Code, SVVs must obtain prior approval to operate. 
There must also be one or more accredited auctioneers amongst 
their shareholders, directors or employees. Approval is given by 
the supervisory authority for auction houses, the Conseil des 
ventes volontaires de meubles aux enchères publiques, known 
as the “Conseil des Ventes”. SVVs are remunerated by taking a 
percentage of the auction price and by charging additional fees 
to buyers.

Fact sheet 12 

Judicial auctioneers 
and French auction houses

The Conseil des ventes volontaires is a public regulatory authority 
created by the law of 10 July 2000. Its responsibilities include - 
among others -  the approval of SVVs and appraisers as well as 
the punishment of failures to comply with laws, regulations and 
professional obligations, including the combating of money 
laundering. This mission - based on the order of 30 January 2009 
- reinforces the AML/CTF reporting requirements to which SVVs 
are subject. The Conseil des ventes volontaires is fully part of the 
AML/CTF system.

In close collaboration with Tracfin, the Conseil des ventes volon-
taires produced an internal guide detailing control measures in 
terms of AML/CTF. The guide describes the organisation that 
auction houses must set up to meet their AML/CTF obligations 
(procedures for dealing with irregularities, designating a repor-
ting entity and a Tracfin correspondent, document retention, etc). 
It also describes the prior checks of the customer’s identity and 
states that due diligence is also required throughout the duration 
of the business relationship. Finally, it gives some examples of 
high risk behaviour.

Close-up – The Conseil des ventes volontaires
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I. Analysis by volume

Figure 14
Number of STRs submitted 

by judicial auctioneers and auction houses 
since 2008

The growth in volume was relatively limited from 2005 to 
2009. The number of STRs began to rise considerably in this 
sector in 2011. This peak is largely due to the awareness-raising 
campaigns conducted by Tracfin in 2010 targeting the Conseil 
des ventes volontaires and the SVVs. A sharp dip occurred in 
2012 (-56% versus 2011) in the number of STRs received: 7 
reports, as in the years prior to 2010.

To date, 32 reporting entities are registered with Tracfin, i.e. not 
even 4% of the sector’s professionals. In 2012, more than 57% 
of the STRs came from one reporting entity and only 4 repor-
ting entities sent STRs to Tracfin. In 2011, the STRs came from a 
larger range of reporting entities, namely 11.

II. Analysis of reporting practices
Since 2005, reported amounts of less than €100,000 have ac-
counted for more than 55% of the total STRs submitted by the 
profession, whereas 17% of the volume of STRs were related to 
amounts of more than €500,000.

Overall, the amounts reported since 2005 cover a large spec-
trum, ranging from €6,200 to €18 million. In 2012, out of 7 
STRs received, 6 were related to amounts of less than €100,000, 
and only one exceeding €500,000.

In 2012, the main grounds (which may be combined) for sub-
mitting STRs were, by decreasing order:

• the purchase of artwork;

• the purchase of objects by foreigners;

• cash payments.

III. Legal references
• Articles L. 561-2, point 13 of the French Monetary and Finan-
cial Code.

• Articles L. 561-2, point 14 of the French Monetary and Finan-
cial Code.
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STRs related to car sales linked to SVVs may be put into three main 
categories:

• One-off vehicle purchase(s) by individuals who were reported 
for depositing usually fairly modest sums in cash followed by one 
or two bank cheques made out to SVVs specialised in the sale of 
cars;

• Transactions in which SVVs are referred to as the recipients of 
bank cheques from companies (in the construction sector, for 
example) that are reported for “recycling” cheques from other 
companies; 

• Information involving individuals carrying out numerous vehicle 
purchases, usually preceded by cash deposits into their personal 
account. These individuals seem to be acting as intermediaries in 
large-scale schemes to export vehicles abroad. In one such case 

an STR was referred to the judiciary Court. The investigations 
carried out by the regional task force - Groupe d’intervention 
régional (GIR) - revealed transactions between an SVV and an 
individual amounting to €7 million.

SVVs usually receive payments in the form of bank cheques. 
Nonetheless, one recurring warning criteria consists of one 
individual making numerous vehicle purchases, leading to large 
financial movements over an extended period of time. However, 
there is only one SVV specialised in the second hand vehicle sector 
- among the twenty largest in France - registered as a reporting 
entity with Tracfin.

SVVs specialised in the sale of cars need to be alert to the sector’s 
exposure as it is often the scene of theft, concealment and traffic-
king schemes, especially involving cross-border operations.

Close-up – Auction houses specialised in the sale of cars

Fact sheet 12
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Coordination with 
supervisory authorities 
and professional 
associations

In accordance with article L. 561-30 of the 
French Monetary and Financial Code, Tracfin 
has been developing for several years a conti-
nuous process of information exchanges with 
supervisory authorities, professional associa-
tions and national representative bodies. As 
for the financial sector, a liaison officer based 
in Tracfin’s offices centralises the monitoring of 
information exchanges between Tracfin and 
the relevant authorities:

• The Autorité de contrôle prudentiel (ACP), 
administrative authority - operating in par-
tnership with the Banque de France - for the 
banking and insurance sectors;

• The Autorité des marchés financiers (AMF), 
independent administrative authority for the 

regulated markets, public offerings, asset ma-
nagement and investment services.

Each supervisory authority has one correspon-
dant specialised in anti-money laundering pro-
cedures. 

When Tracfin notices a failure of due diligence 
on the part of a reporting entity, it informs the 
relevant supervisory authority. 

When supervisory authorities and professio-
nal associations discover elements that may 
be connected with money laundering or ter-
rorism financing, they inform Tracfin. At their 
request, the Unit may keep the supervisory 
authorities informed of the follow up. Mutual 
feedback between Tracfin and the supervisory 
authorities has proven helpful to the Unit in its 
information exchanges, particularly through 
the publication of joint guidelines, and the 
organisation of awareness-raising and training 
sessions designed for reporting entities.

As the profession’s supervisory authority, the Chambre 
des notaires - notary association - may request from 
notaries any documents relating to due diligence 
or reporting obligations. Penalties may be imposed 
on notaries who fail to meet their due diligence, 
reporting and document retention obligations. The 
Chambre may in particular initiate disciplinary pro-
ceedings and inform the public prosecutor’s office. All 
notaries are inspected on an annual basis. The inspec-
tors check that the notaries have indeed met their due 
diligence obligations (decree of 7 May 2010 published 

in the Journal Official of 10 June 2010 on inspection 
procedures). Upon request, inspectors receive docu-
ments relating to clients’ identification and clients’ 
transactions as well as the documents recording the 
transactions’ characteristics. The inspection report 
specifies that 20% of the deeds (selling or setting up of 
companies with contributions in kind) checked during 
inspections are to undergo an AML control. The results 
of these checks are reported annually to the public 
prosecutor’s office.

Close-up – Supervision of the notary profession
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ProProfessionals governed 
by reporting requirements 

Supervisory authority/ 
Professional associations

Banks, credit institutions Autorité de contrôle prudentiel (ACP)

Money changers Autorité de contrôle prudentiel (ACP)

Insurance companies Autorité de contrôle prudentiel (ACP)

Payment institutions Autorité de contrôle prudentiel (ACP)

Company service providers including fiduciaries Autorité des marchés financiers (AMF)

Mutual insurance companies and benefits 
institutions 

Autorité de contrôle prudentiel (ACP)

Financial advisers Autorité des marchés financiers (AMF)

Insurance intermediaries Autorité de contrôle prudentiel (ACP)

Settlement system participants Autorité des marchés financiers (AMF)

Asset management companies Autorité des marchés financiers (AMF)

Notaries Chambre des notaires

Lotteries Service central des courses et jeux (SCCJ)

Casinos Service central des courses et jeux (SCCJ)

Receivers and trustees Conseil national des administrateurs judiciaires 
et des mandataires judiciaires 

Accountants Ordre des experts-comptables

Real estate agents Direction générale de la Concurrence, 
de la Consommation et de la Répression des fraudes 
(DGCCRF)

Auditors Haut conseil du commissariat aux comptes (H3C)

Dealers in precious goods No designated authority

Auctioneers Chambre de discipline des commissaires-priseurs

Auction houses (SVV) Conseil des ventes volontaires de meubles aux 
enchères publiques

Bailiffs Chambre régionale des huissiers de justice

Lawyers Conseil de l'ordre du barreau

Commercial registered office providers Direction générale de la Concurrence, 
de la Consommation et de la Répression des fraudes 
(DGCCRF)

On-line gaming operators Autorité de régulation des jeux en ligne (Arjel)

Sports agents No designated authority 

Table  2
Supervisory authorities and professional associations
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Tracfin’s participation 
in the COLB (AML/CTF 
Advisory Committee) 
working groups

The AML/TF Advisory Committee (COLB) is 
the national organisation that coordinates the 
combating of money laundering and terrorism 
financing. Created by decree on 18 January 
2010, the COLB brings together all of the go-
vernment departments that are involved in the 
combating of money laundering and terrorism 
financing as well as the authorities supervising 
professionals governed by AML/TF reporting 
requirements.

COLB establishes an annual work agenda and 
meets every Quarter. During the last three ple-
nary meetings held on 23 March, 3 July and 27 
November 2012, the supervisory authorities 
debated the reporting entities’ observations 
and their difficulties to follow the reporting 
requirements. The working groups in charge of 
improving the application of the system repor-
ted on the progress of their discussions.

Three groups made up of representatives of 
the government departments and the supervi-
sory authorities completed their work:

• Working group 1 “Definition and content of 
the STR” led by Tracfin;

• Working group 2 “Exchanging best practices 
between supervisory authorities” led by the 
General directorate of the French Treasury 
(DGT);

• Working group 3 “Raising the awareness of 
reporting entities” led by the Justice Ministry’s 
civil justice department, the Direction des Af-
faires civiles et du Sceaux.

Tracfin led working group 1’s discussions on 
STRs. The aim was to discuss with the profes-
sionals - governed by AML/TF reporting requi-
rements - the practical procedures for repor-
ting, the analysis of the suspicions as well as 

the effects of STR submissions on professionals’ 
relationships with their clients.

The group particularly debated and explored 
STR confidentiality. The authorities supervising 
the accounting and legal professions raised a 
specific difficulty: the French Monetary and 
Financial Code provides that an exception 
may be made to the confidentiality of STRs for 
supervisory authorities in charge of controlling 
reporting professionals - governed by repor-
ting requirements - in terms of due diligence 
and reporting obligations. However, for these 
professions, inspections are usually carried out 
by peers operating in the same field as the ins-
pected professional: access to the contents of 
STRs could harm the reputation of the profes-
sional undergoing the inspection. COLB has 
then decided to pursue the group’s discus-
sions on this issue. A new group - 1a - led by 
the General directorate of the French Treasury 
(DGT) is responsible for thinking about ways to 
reconcile the obligation of authorities to super-
vise their reporting entities with the confiden-
tiality of STRs. During COLB meetings, Tracfin 
and the Government departments shared 
their analyses on persistent money laundering 
trends and new risks.

Tracfin presented to its partners the conclu-
sions of the study it recently conducted on 
“Electronic money, digital currency and new 
risks”.
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The information received 
by Tracfin

In line with previous years’ trends, the number 
of STRs received by Tracfin rose by 13% in 2012 
versus 2011, as 27,237 reports were sent to 
the Unit (24,090 in 2011) (see figure 15).

The different types 
of information received 
by Tracfin 
Three types of report may be sent to Tracfin:

• the STRs provided for by article L. 561-15 of 
the French Monetary and Financial Code sent 
by the reporting entities referred to in article 
L. 561-2 of the French Monetary and Financial 
Code;

• the information sent by the government de-
partments referred to in article L. 561-27 of the 
French Monetary and Financial Code;

• the systematic communication of information 
provided for by articles L. 561-15-IV and VI, and 
the new article L. 561-15-1 of the French Mone-
tary and Financial Code.

Suspicious transaction reports

In accordance with article L. 561-15 of the 
French Monetary and Financial Code, the pro-
fessionals referred to in article L. 561-2 are obli-
ged to report to Tracfin the sums recorded on 
their books or the transactions involving sums 
that they know, suspect or have good reason 
to suspect, are the result of:

• an offence that carries a prison sentence of 
more than one year or contribute to terrorism 
financing (article L. 561-15.I of the French Mo-
netary and Financial Code);

• a tax fraud, if at least one of the 16 criteria de-
fined by decree No. 2009-874 of 16 July 2009 
(article L. 561-15.II of the French Monetary and 
Financial Code) is met.

In 2012, 95% of the reports received by Trac-
fin came from reporting entities; 26,011 STRs 
were submitted, rising by 14% versus 2011 (see 
figure 16).

Tracfin also modernised its online reporting 
system in 2012. In the third quarter of 2012, 
the e-reporting portal “Ermes” (see Close-up) 
was gradually rolled out to reporting entities, 
who adopted it quickly; the number of STRs 

Figure 15
Total number of STRs received by Tracfin since 2009

Figure 16
Number of STRs sent to Tracfin since 2008 

by the relevant reporting entities
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sent in electronic format significantly increased 
in 2012: 12,121 STRs were submitted electro-
nically, versus 7,526 in 2011 (+61%) (see figure 
17).

General information reports

Pursuant to article L. 561-27 of the French Mo-
netary and Financial Code, Tracfin also receives 
all information required for the fulfilment of its 
mission. This information may come from the 
government administrations, local authorities, 
public institutions, organisations referred to in 
article L. 134-1 of the French Financial Jurisdic-
tion Code, or any other person entrusted with 
a public service mission. In Tracfin’s database 
these reports are recorded as “general informa-
tion”.

Furthermore, if the general information 
concerns financial flows that are considered 
suspicious, the general information report will 
be given the same status as an STR, in accor-
dance with article L. 561-23 of the French 
Monetary and Financial Code. Tracfin may 
therefore conduct investigations on it and 
share it, where appropriate.

In 2012, 314 general information reports were 
received by Tracfin (385 in 2011) (see figure 18).

Figure 17
Number of STRs received by Tracfin 

in electronic format since 2008

Figure 18
Number of general information reports 

received by Tracfin since 2008
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Sender Number of information reports

Government administrations 293

Supervisory authorities 13

Courts 4

Persons entrusted with a public service mission 2

Regional administrations 1

Non-governmental organisations (NGO) 1

Total 314

Table 3
Breakdown of general information reports received in 2012 by type of sender
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Among the government administrations, our 
partners in the intelligence community as well 
as in the Finance Ministry (Customs administra-
tion and the General Directorate of the French 
Treasury) send most of the reports.

Information that must be 
systematically shared with Tracfin

Some information, expressly provided for by 
the French Monetary and Financial Code, must 
systematically be shared with Tracfin. This infor-
mation is currently provided for by points IV 
and VI of article L. 561-15 of the French Mone-
tary and Financial Code and concerns:

- any transaction where the identity of the ori-
ginator or effective beneficiary or settler of a 
trustee fund or any other asset management 
instrument is in doubt despite checks perfor-
med in accordance with article L. 561-5 of the 
French Monetary and Financial Code.

- as well as transactions carried out by the per-
sons - referred to in points 1 to 7 of article L. 
561-2 of the code referred to above - on their 
own behalf or on behalf of third-parties, with 
natural persons or legal entities; the said legal 
entities include their subsidiaries or establish-
ments, domiciled, registered or established in 
any State or region where legal or procedural 
shortcomings prevent the combating of mo-
ney laundering and terrorism financing.

Furthermore, following discussions with re-
porting entities and parliamentary debates 
in 2012, law No. 2013-100 of 28 January 2013 
- enacting various provisions adapting French 
law to European financial and economic law 
-, introduced a new article L. 561-15-1 to the 
French Monetary and Financial Code. This ar-
ticle provides that the professionals referred to 
in point 1, 1a and 1b of article L. 561-2, and the 
establishments referred to in point VI of article 
L. 561-3, must send Tracfin all information rela-
ting to financial transactions carried out either 
through cash transfer or using electronic mo-
ney and in accordance with the procedure and 
thresholds provided for by article D. 561-31-1 

of the French Monetary and Financial Code.

This type of information is currently the subject 
of discussions with reporting entities; the legal 
provisions could be modified to clearly distin-
guish between:

• the “traditional” STR, provided for by article L. 
561-15 of the French Monetary and Financial 
Code (which is the basis for the conducting 
of investigations by Tracfin and absolves the 
reporting entity of its liability), and 

• the systematic communication of information 
relating to certain sensitive transactions such 
as fund transfers (and others which would be 
defined by decree based on a principle esta-
blished by law), which are solely factual and 
objective data. This type of information will 
not require any analysis and will not contain 
any suspicions. It will not entail any absolving 
of the reporting entity from criminal, civil or 
professional liability. The said information will 
allow the enhancement of current investiga-
tions.

STR submission procedures
As from the second half of 2013, there will be 
two options for reporting entities to send STRs 
to Tracfin:

• The Ermes e-reporting system: mandatory 
procedure for financial reporting entities as 
from 1 July 2013;

• The electronic submission form (available 
on Tracfin’s website www.economie.gouv.fr/ 
tracfin): mandatory as from 1 September 2013; 
this option sent by fax or by post, is for non-
financial reporting entities that do not wish to, 
or cannot, use Ermes.
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Since June 2012, Tracfin has given reporting entities 
access to the new e-reporting tool “Ermes” (Échange 
de renseignement par messages en environnement 
sécurisé). This tool, which was designed in close col-
laboration with the reporting entities, offers a number 
of advantages: it is more user-friendly, data transfers 
are more secure, and it offers greater confidentiality 
and new features.

For easier use by reporting entities, Ermes can be ac-
cessed using two authentication modes depending 
on their profile: 

• for one-off or occasional users, it is recommended 
to use the simple authentication mode, i.e. username 
and password;

• for regular users, the strong authentication, based on 
an authentication certificate, mode is recommended. 
The certificate offers additional features and more 
secure data transfers, and is comparable to a digital 
identity card. Reporting entities have access to STR 
submission forms as well as to systematic information 
communication forms (former systematic transaction 

reports); they can also access notices, report follow 
ups, wrap-up summaries of activity, draft mode option 
or batch transmission.

In 2012, after six months of Ermes’ existence, the num-
ber of STRs reported using this system totalled nearly 
7,600. In 2013, given the success of this new method 
for submitting STRs and in order to harmonize repor-
ting practices, Tracfin decided to make on-line repor-
ting mandatory, under certain conditions.

As from 1 July 2013, the professionals - referred to in 
article L. 561-2 of the French Monetary and Financial 
Code - will therefore only submit reports using the 
Ermes platform. However, non-financial reporting en-
tities and the insurance intermediaries referred to in 
point 2, and the financial advisors referred to in point 
6, may continue to submit STRs by post or fax if they 
choose not to use Ermes. As from 1 September 2013, 
they will have to use the electronic STR submission 
form - available on Tracfin’s website - and submit it 
type-written.

Close-up – 2012, the year when on-line reporting was modernised

Data protection and retention
At Tracfin, a double protection guarantees the 
professional data security.

• At the time of accessing data from the Trac-
fin’s information system:

– The data integrated by Tracfin is protected 
and some of them is classified as secret. Trac-
fin staff is authorised to access classified data 
and any failure to obey the rules pertaining to 
the protection of official secrets constitutes a 
professional misconduct. If this failure results 
in the destruction, misappropriation, removal, 
reproduction or disclosure of protected infor-
mation or media - including if it is caused by 
negligence or recklessness - it is then consi-
dered a criminal offence. Furthermore, the 

authorisation is a necessary - but not sufficient 
- condition for accessing classified information, 
some of which is covered by the rules on offi-
cial secrets;

– Tracfin staff must limit the scope of their in-
vestigations to the information that they have 
received, in line with the French Monetary and 
Financial Code. Also, Tracfin is not autho-
rised to conduct investigations on its own 
initiative and does not carry out any on-
site investigations.

Furthermore, internal procedures ensure entire 
traceability, be it in cases processing or docu-
ments consulting. Finally, Tracfin’s internal da-
tabase system does not allow any connection 
with the outside world. 
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• At the time of sharing information – once it 
has been given substance at Tracfin:

Under article L. 561-19 of the French Mone-
tary and Financial Code, the Unit must ensure 
that STRs remain strictly confidential. Except 
in some cases strictly defined by law, Tracfin 
never shares STRs. Tracfin also ensures that 
the source of the information received never 

appears in any information notes that it sends 
to the judiciary authorities or other administra-
tions. The Unit diversifies its sources by using its 
ability to request additional information from 
the professionals mentioned in the case; in this 
way, the reporting entity - source of the STR - 
will not be identified in an external note.

At 31 December 2012, 181,053 reports 
were retained in Tracfin’s database and 
may be re-used to enhance future reports. 
The information is being retained in the 
database for ten years, in line with the 

recommendations of the French Data 
Protection Commission, the Commission 
nationale de l’informatique et des libertés 
(CNIL).

Close-up – The retention of data in Tracfin’s information system

STR admissibility conditions 
and procedure
Decree No. 2013-480 of 6 June 2013 - setting 
the conditions for the admissibility of STRs sub-
mitted in accordance with article L. 561-15 of 
the French Monetary and Financial Code - mo-
difies article R. 561-31 of the French Monetary 
and Financial Code.

Aside from some rewording on the form of 
STRs, the decree introduces a procedure for 
non-admissibility of the STRs should the condi-
tions of submission not be met. This procedure 
does not concern the contents of STRs, such as 
the quality of the information or the analysis of 
suspicion, but only their form.

Accordingly, any reporting entity that would 
not make use of the Ermes platform or the 
mandatory electronic form (for the persons re-
ferred to in point 2 and points 6 to 17 of article 
L. 561-2 of the French Monetary and Financial 
Code, where appropriate), or that would fail to 
provide any of the mandatory items of infor-
mation, will be asked to rectify its STR within 
one month. After this time, the entity will be 
informed by Tracfin of the non-admissibility of 
its STR, in line with the decree of 6 June 2013. 
This non-admissibility will have significant 
consequences for the reporting entity, as it will 
be deprived of the benefit of the provisions of 
article L. 561-22 of the French Monetary and 
Financial Code - absolving it of civil, criminal 
and professional liability. 
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Article R. 561-31 of the French Monetary and Finan-
cial Code now provides that:

“I.– If it is made in writing, the report referred to in 
article L. 561-15 must be made using a specific form 
whose mandatory contents are set by decree of the 
minister for the economy.

This typed and duly signed report must be sent to the 
unit referred to in article R. 561- 33 according to the 
procedure defined by decree of the minister for the 
economy. This decree may provide for the obligation 
- for all or some of the persons referred to in article 
L. 561-2 - to submit the report electronically, using a 
special computer application accessible through the 
internet. 

“II. – If it is made orally, the report is received by the 
unit referred to in article R. 561-33 in the presence of 
the designated reporting person in line with the provi-
sions of point I of article R. 561-23. 

“III. – In any case, the report must include the following 
points: 

“1. The profession of the person submitting the report 
as referred to in article L. 561-2; 

“2. The identifying information and professional 
contact details of the designated reporting person 
in accordance with the provisions of point I of article 
R. 561-23;

“3. the reporting case type based on the cases referred 
to in points I, II and V of article L. 561-15;

“4. the identifying information of the client and, where 
appropriate, the identifying information of the effec-
tive beneficiary of the transaction as well as -, if a 
business relationship has been entered into with the 
client - the purpose and nature of this relationship;

“5. a description of the transaction and the analysis 
items that prompted the submission of the report;

“6. if the report concerns a transaction that has not 
been made yet, the date set for the completion of the 
transaction.

 “IV. – Where appropriate, the report must be accom-
panied by any documents that may facilitate the treat-
ment of the report by the unit referred to in article R. 
561-33. 

“V. – If the unit referred to in article R. 561-33 believes 
that a report does not meet one of the conditions pro-
vided for in points I, II and III, it will ask the reporting 
entity to rectify the report within one month, infor-
ming it that - unless the rectifications are made - it will 
lose the benefit of the provisions referred to in points I 
to IV of article L. 561-22. 

If the rectifications are not made within this time, the 
Unit will inform the reporting entity of an admissibi-
lity decision according to the procedure defined by 
decree of the minister for the economy”.

The new provisions of article R. 561-31 of the French Monetary and Financial Code

Tracfin regularly provides – either through its com-
munication media or at AML meetings – useful advice 
aimed at simplifying the reporting process for repor-
ting entities. 

Tracfin has identified five good practices to facilitate 
the treatment of reports submitted by persons gover-
ned by AML/CTF reporting requirements:

a. reporting on-line using the Ermes e-reporting 
system or - for non-financial reporting entities that do 
not use the e-reporting system - use the form available 
on-line (www.economie.gouv/Tracfin);

b. specifying the contact details of the person who 
submitted the report and signed it;

c. clearly stating all the items identifying the client;

d. clearly describing the said financial transactions; 

e. completing any field entitled “analysis of the 
facts” or “indications of money laundering acti-
vity”.

Close-up – How do you submit a correct STR?
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The information reports 
analysed by Tracfin 

All of the information received by Tracfin is ana-
lysed and passed on by the Unit.

The first phase in the analysis 
of the information received
After they have been recorded in the informa-
tion system, STRs submitted by reporting enti-
ties as well as the other information received by 
Tracfin are analysed by staff in the Information 
Routing and Enhancement Division (DOVI), 
whose headcount was increased to 11 in 2012.

This first analysis task consists of taking the said 
suspicion and carrying out all searches and 
investigations required to verify and enhance 
the information received. The purpose of this 
analysis is to gather additional information 
items that might substantiate the suspicion 
and determine whether or not an information 
note should be sent to the public prosecutor’s 
office, partner authorities or foreign financial 
intelligence units. These searches are carried 
out particularly through “investigative mea-
sures” (see below).

The aim of this initial analysis step is to allow 
Tracfin to route the report appropriately.

Routing and processing 
of the reports received 
and analysed by Tracfin

Routing

Upon arrival at Tracfin and after the initial 
control phase, STRs are “routed”, i.e. internally 
redirected according to their substance. In 
2012, Tracfin routed an average of 100 STRs 
a day (90 in 2011), growing by 10% on the pre-
vious year.

The STRs are routed along in two direc-
tions:

a. Either the STR received can be further inves-
tigated: the investigators in this case enhance 
the information received by collecting addi-
tional information about the environment of 
the natural person or legal entity in question. 
In 2012, 7,397 STRs were analysed in-depth. 
During this phase, investigators often use their 
legal powers, such as the right to request addi-
tional information (see below);

b. or the STR received can not - at this given 
moment - be further investigated. In this case, 

A suspicion is a genuine thinking exercice by the 
reporting entity. It occurs when the doubt is cast on 
the lawfullness of an operation. Based on the various 
information that it holds on its client (identity, repu-
tation, profession, etc.) and on the environmental 
grounds - particularly financial - around the transac-
tion, the reporting entity must submit a report should 
any uncertainty remain on regular or legal nature of 
the planned action or act. The report must include: 

• all objective items of information relating to the re-
ported financial flows, namely:

a. the summary of transactions and movements,

b. the development of the facts concerning these 
transactions,

c. some clarification on the origin and the destina-
tion – be they certain or suspected - of the suspi-
cious funds;

• A substantiated analysis of the suspicion, in other 
words the specific factual information that promp-
ted the questioning of an a priori legal transaction: 
in what way is the transaction suspicious? Why might 
the source of the funds be doubted? In what way are 
the explanations or justifications given by the client 
unconvincing or unbelievable? etc.

Close-up – What is a suspicion?
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the STR is put on stand-by. This information 
may, however, be used at a later stage in the 
light of new information received by the Unit.

When analysing an incoming report, Tracfin 
may in fact draw on reports received in pre-

vious years (within a ten year limit) to enhance 
the information received from reporting enti-
ties. In 2012, 510 reports from previous years 
were reactivated to enhance reports received 
in 2012.

Some reports submitted to Tracfin may be difficult to 
work on due to factors preventing the immediate pro-
cessing of the information. These may include:

• partial or total absence of background information 
about the customer involved in the financial transac-
tion;

• documentary frauds with no accompanying financial 
flows;

• transactions involving funds invested several years 
earlier and no questions were raised at the time about 
the origin of the funds;

• real estate transactions lacking any analysis of sus-
picions.

Close-up – Examples of reports put on stand-by as from the preliminary analysis phase

Investigations and main investigative 
measures carried out by Tracfin 

Investigations and main investigative mea-
sures carried out by Tracfin

Alongside the analyses conducted throughout 
the lifetime of a STR, and within the scope of 
its legal powers, Tracfin carries out investiga-
tive measures to enhance the information that 
it receives.

Investigative measures are documentary 
searches conducted by Tracfin so as to en-

hance the suspicion with a view to its refuting 
or confirmation. These searches translate into 
requesting further information, or consulting 
of files (national bank account register - Fico-
ba, tax and customs registers, social security 
as well as police and gendarmerie databases). 
Last but not least, the searches can also include 
the questioning of other intelligence depart-
ments, or foreign financial intelligence units or 
other State administrations.

In 2012, Tracfin in this way carried out 34,695 
investigative measures (+33% versus 
2011) (see figure 19).
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Figure 19
Number of investigative measures carried out 

by Tracfin since 2010
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First case: misappropriation of corporate assets  - 
undeclared work – organised crime - money launde-
ring: this case was built on 7 STRs from reporting enti-
ties. It has been transmitted to the judiciary authorities 
through one main and 5 additional court referrals. The 
work on this case translated into 81 investigative mea-
sures (of which 47 requests for additional information 
made to 24 financial institutions), 11 exchanges with 
foreign financial intelligence units as well as multiple 
searches in tax and social security databases, in the 
bank account database and in open databases.

Second case: money laundering of the proceeds of 
drug trafficking: this case concerned 6 natural persons 

and 9 legal entities. It required 38 investigative mea-
sures, of which 9 requests for additional information to 
6 banks and one insurance company, 9 searches in the 
bank account database and 9 consultations of police 
and gendarmerie databases. Tax databases were also 
consulted.

Third case: a swindle of the Ponzi type - money laun-
dering: in this case, on top of exercising twice its rights 
of opposition, Tracfin carried out 30 investigative mea-
sures, of which 3 requests for additional information to 
reporting professionals, 20 consultations of the data-
bases of the Unit’s partners, and 9 requests for infor-
mation to foreign financial intelligence units.

Close-up – Illustrations of the number of investigative measures carried out by Tracfin 
in three court referrals

• The right to request additional informa-
tion

In 2012, these investigative measures included 
the sending by Tracfin of 7,221 requests for 
additional information (5,990 in 2011) (see 
figure 20).

By exercising its right to request additional 
information, Tracfin can obtain the information 
/ document needed to reconstruct a financial 
flow (bank statements, notarised deeds, bailiffs’ 
reports, accounting balance sheets, agreement 
to sell company shares, etc.) from any profes-
sional bound by reporting obligations or from 
any public authority (government depart-
ments and/or persons entrusted with a public 
service mission).

This right to request additional information 
may be exercised towards any person - bound 
by the obligations of the AML/CTF system - 
who may hold information relevant to a case 
in progress; i.e. the exercice of this right does 
not solely apply to the reporting authority. The 
information obtained by exercising a right to 
request further information is covered by the 
same confidentiality rules as those applicable 
to information contained in STRs. 
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• The right to freeze a bank account or sus-
pend a transaction

In 2012, Tracfin exercised its right to oppose 
the execution of a transaction eight times. 
The Unit uses this prerogative sparingly as it 
entails informing the client whose funds or 
transactions have been temporarily frozen. 
Furthermore, this right is exercised in very close 
cooperation with the judiciary Authorities and 
only in cases where there is an imminent risk 
that the suspicious funds disappear (cash wit-
hdrawals, transfers to non-cooperative jurisdic-
tions, etc.).

The right to freeze or suspend a transaction 
exercised by Tracfin in 2012 related to various 
cases: embezzlement of public funds, laun-
dering of funds originating from undeclared 
work, Ponzi type swindles, forgeries produced 
to obtain loans and terrorism financing.

In accordance with article L. 561-25 of the 
French Monetary and Financial Code, the right 
to freeze or suspend a transaction can be exer-
cised only on transactions for which STRs have 
already been submitted, and the transaction 
can only be suspended, on the Unit’s initia-
tive, for two days. The law could be evolving 
in 2013, and could authorise Tracfin to exer-
cise its right to freeze or suspend a transaction 
based on any information received (such as 
information obtained by exercising the right 
to request additional information) rather than 
solely based on STRs. This evolution would pro-
vide a more effective protection for reporting 
entities. The time period for which Tracfin can 
oppose a transaction could also be extended 
to five days.

• Tracfin’s requests to foreign financial 
intelligence units («outgoing requests»)  

Tracfin may request information from foreign 
financial intelligence units (FIU) based on an 
STR received in France. The number of requests 
sent by the Unit to foreign FIUs has been 
constantly increasing for several years. In 2012, 

a further 27% rise was recorded (1,891 requests 
versus 1,485 in 2011). This sharp increase comes 
from the significant growth in the number of 
requests sent to FIUs in neighbouring juridic-
tions, which was already the case in 2011. The 
number of requests sent by Tracfin to FIUs in 
Asia and the Middle East has also risen sharply, 
with 180 requests in 2012 versus 99 in 2011, 
representing an 82% increase.

The upward trend in requests sent to FIUs in 
Africa seen since 2009 continued in 2012, with 
220 requests sent versus 60 in 2011. This steep 
rise is due particularly to the strong increase in 
the number of FIUs in Africa, to which Tracfin’s 
international division has contributed through 
its international cooperation programmes. 
Eight African FIUs joined the Egmont Group 
between 2007 and 2012.

Figure 20
Number of requests for additional information 

made by Tracfin since 2010
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Table 4
Information requests sent by Tracfin to foreign FIUs 

(outgoing requests) 

2009 2010 2011 2012 Change
2011/2012

European Union (EU) 
(bordering countries) 541 389 587 696 +19%

EU (other countries) 175 249 275 241 -12%

Europe (excluding the EU) 218 247 345 378 +10%

North America (Mexico 
included) 46 58 54 77 +43%

South America/Central 
America/Caribbean 50 59 56 91 +63%

Africa 19 46 60 220 +267%

Asia and the Middle East 56 94 99 180 +82%

Australia and Oceania 1 5 9 8 -11%

TOTAL 1,106 1,147 1,485 1,891 +27%

Note: The above figures do not take account of the number of requests addressed to foreign FIUs, but rather the number of natural 
persons and legal entities that were the subject of enquiries by the Unit to its foreign counterparts (a figure that betters reflects the 
Unit’s preliminary and follow-up work). 

Responses to incoming requests

• Information requests received from 
foreign FIUs (“incoming requests”)
Information requests from foreign FIUs are 
handled by the Unit in the same way as STRs. 
Based on these requests, Tracfin can therefore 
apply the same powers as when investigating 
STRs submitted by a reporting entity. It may in 
particular request additional information from 
the relevant reporting professionals, from the 
national public authorities or from foreign FIUs 
other than the one that made the request (pro-
viding, in this last case, that the foreign FIU that 
made the request authorises the disclosure of 
this information). The number of requests from 
foreign FIUs grew by 39% between 2009 and 
2011. The trend reversed in 2012 with a 4% dip, 
as Tracfin received 814 requests (849 in 2011). 
The number of requests from FIUs in countries 
bordering France nevertheless remains high, 

as do requests from Europe (excluding the 
EU). Furthermore, there was a very sharp rise in 
information requests from African FIUs in 2011, 
particularly due to events connected with the 
Arab Spring. Given the political situation on 
this continent, exchanges with African FIUs are 
satisfying (46 requests in 2012).

• Official requests from judiciary 
authorities
As part of their investigations, both magistrates 
and criminal investigation departments may 
send two types of requests to Tracfin’s director, 
depending on what they are looking for.

The purpose of these requests may be to ob-
tain:

– either information related to the STR, and 
this solely include the case where the liability 
of the reporting professional may be incurred 
as the author, co-author or accomplice of the 
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Table 5
Information requests sent to Tracfin by foreign FIUs 

(incoming requests)

2009 2010 2011 2012 Change
2011/2012

European Union (EU) 
(bordering countries) 403 428 556 548 -1%

EU (other countries) 51 86 78 55 -30%

Europe (excluding EU) 94 133 103 114 +11%

North America (Mexico 
included) 8 13 17 10 -41%

South America/Central 
America/Caribbean 15 14 19 19 -

Africa 20 14 57 46 -19%

Asia and the Middle East 16 19 19 21 +11%

Australia and Oceania 2 4 - 1 -

TOTAL 609 711 849 814 -4%

money laundering scheme uncovered (article 
L. 561-19. II of the French Monetary and Finan-
cial Code);

– or any information held by Tracfin that may 
shed light on a legal investigation in progress, 
providing that the information requested is 
relevant to the Unit’s missions (articles 60-1, 
77-1-1 and 99-3 of the French Criminal Procee-
dings Code).

As to these requests from judiciary authorities, 
compliance with form and content require-
ments is the cornerstone of the exchange me-
chanism due to the very nature of the French 
FIU - administrative - and the confidentiality of 
the information in its possession.

In February 2012, the Directorate for Criminal 
Affairs and Pardons, the Direction des Affaires 
criminelles et des Grâces (DAG), therefore pro-
duced two request models jointly with Tracfin 
to help both magistrates and investigators to 

formalise their requests to the Unit’s director. 
The liaison officers - seconded to Tracfin - from 
the Serious Financial Crime Office, the Office 
central de répression de la grande délinquance 
financière (OCRGDF), and the General Directo-
rate of the National Gendamerie (DGGN), also 
distributed these models to the investigative 
departments.

In 2012, most of the requesting entities - ma-
gistrates and criminal investigation depart-
ments - used these models. This has produced 
a qualitative improvement in the requisitions 
received, resulting in faster processing by Trac-
fin (maximum period of one month between 
receipt of the requisition and the reply to the 
requesting entity).

From a quantitative perspective, the number 
of requests received from judiciary authorities 
also rose considerably in 2012, with 84 judiciary 
requests (49 in 2011), of which 13 from magis-
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trates, 14 from the National Judiciary Customs 
Department, the Service National de Douane 
Judicaire (SNDJ), and 56 from the police and 
gendarmerie investigative departments.

Strategic analysis

To identify emerging ML/TF threats, Tracfin has 
developed its strategic analysis capacities. This 
is based on an intelligence gathering process 

allowing the collecting and cross-referencing 
of data from internal and external sources. The 
strategic financial intelligence acquired in this 
way makes it possible to detect changes in risks 
and threats. Analysis reports are produced for 
either operational or informational purposes.

A dedicated team has been put in place within 
Tracfin at the start of 2013 to support the deve-
lopment of this analysis.

Sharing of the analysed 
information 

Reminder: a shared report has first been 
analysed and processed based on one or 
more STRs.

Overview of the year’s referrals 
The Unit’s referrals to its various partners take 
the form of «referral notes». Each of these notes 
is founded on investigations carried out on the 
basis of one or more reports received over the 
year or in previous years, within a ten year limit.
Since 2009, given the 19% increase in the Unit’s 
headcount, the number of shared information 
notes has risen by 75%.
In 2012, Tracfin sent a total of 1,201 referral 
notes (+13% versus 2011) of which:
– 522 notes were sent to the judiciary authori-
ties (+5% versus 2011);
– 679 notes were sent to the authorities refer-
red to in article L. 561-29 of the French Mone-
tary and Financial Code (+19% versus 2011), of 
which 167 to the tax administration and 45 to 
social welfare agencies (see figure 21).

Court referrals

522 reports were referred to the judiciary au-
thorities by Tracfin in 2012, versus 495 in 2011, 
representing 5% growth. The figures for this 
year are again at a record level and show that, 
in recent years, Tracfin has been experiencing 
constant growth in the number of reports that 
it referred to the courts (see figure 22).

Figure 21
Total number of external disclosures of information 

made by Tracfin since 2009

Figure 22
Number of court referrals 

since 2009
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Note: Following the Order of 30 January 2009, Tracfin may share financial intelligence 
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The AML/CTF system, strengthened by order No. 2009-
104 of 30 January 2009, has proven to be an efficient 
tool for detecting cases of corruption. As a matter of 
fact, the investigations conducted by Tracfin based on 
STRs or information received from the various orga-
nisations referred to in articles L. 561-27 to L. 561-31 
of the French Monetary and Financial Code or foreign 
FIUs, enabled the Unit to share 20 cases with the 
courts in 2012 for which the main underlying offence 
was corruption, influence peddling or bribery (i.e. 4% 
of referred cases). This number has increased versus 
2011, when only 9 cases based on these offences were 
referred (1.8% of referred cases).

However, these figures do not reflect all of the referrals 
made by Tracfin that might have involved corruption, 
influence peddling or bribery offences.

Firstly, it is not Tracfin but the public prosecutor’s office 
which defines an offence - based on the analysis of the 
financial flows - as criminal. In most cases it is not pos-
sible to define an underlying offence to money laun-
dering - including in cases related to corruption - at 
court referral stage; however the existence of such 
an offence may later be demonstrated by the judi-
ciary investigation. This limitation must therefore be 
borne in mind when considering the figures stated.

Secondly, aside from court referrals, Tracfin may send 
notes (spontaneous disclosures of information) to the 
customs administration, to law enforcement depart-

ments, to the tax administration and to specialised 
intelligence departments, by virtue of article L. 561-29 
of the French Monetary and Financial Code enacted 
by order No. 2009-104 of 30 January 2009. These refer-
rals are made if, failing reasonable evidence that an 
offence has been committed, the Unit’s investigations 
nevertheless reveal that the information is useful to 
other units. This is for instance the case for cases rela-
ting to suspicions of the laundering of the proceeds of 
corruption.

2012 was also the year of France’s third cycle of assess-
ment by the OECD’s working group on corruption.

A Phase 3 report assessed France and made recom-
mendations for the application by our country of the 
OECD convention on combating bribery of foreign pu-
blic officials in international business transactions; the 
Council’s 2009 recommendation -aimed at strengthe-
ning the combating of bribery of foreign public offi-
cials in international business transactions - was also 
mentioned in the Phase 3 report. The report was adop-
ted by the OECD’s working group on 12 October 2012. 
In this report, the working group notably praised Trac-
fin’s role as key contributor in bringing out transna-
tional corruption cases, and recalled that most of the 
legal proceedings under way started with information 
sent by the French anti-money laundering organisa-
tion Tracfin.

Close-up – Tracfin, key contributor to the combating of corruption

2010 2011 2012

Total number of court referrals for all underlying offence categories 404 495 522

Number of court referrals whose main underlying offence 
was corruption, influence peddling or bribery 12 9 20
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The financial amounts at stake for these court 
referrals are estimated in 2012 at close to €1.15 
billion, i.e. a 32% rise vs 2011. This rise should 
be considered in the light of the increase in the 
court referrals made by Tracfin in 2012 as well 
as in the financial volumes identified by the 
Unit’s investigators (see figure 23).

However, when cases are referred to the courts, 
it is not uncommon for the proceedings to 

reveal much higher amounts of money than 
those initially estimated by Tracfin.

For example, in April 2012 Tracfin sent an infor-
mation note to the public prosecutor’s office 
reporting a swindle based on a Ponzi scheme 
(a system that consists of paying the initial 
investors’ interest with the capital of the latest 
people to enter the loop). A man and his ac-
complice had paid dozens of cheques from in-
dividuals into their personal accounts between 
January and April 2012 after promising financial 
investments with exceptional rates of return. 
The duo was at the time suspected by the Unit 
of having embezzled an amount initially esti-
mated at €600,000. The judiciary investigations 
revealed that the actual damages amounted 
over €10 million.

In a similar case involving an insurance agent 
accused of swindle and breach of trust, the judi-
ciary enquiry held in October 2012 - following 
a Tracfin report - revealed that the amount of 
the damages originally calculated by the Unit 
as €650,000 in fact totalled €5.4 million.

Similarly, a firm investing in works of art was 
referred to the courts for swindle and money 
laundering. The company offered its clients an 
asset diversification product with a 16% return 
before tax and undertook to pay 4% quarterly 
interest if the client invested a minimum of 
€8,000 for a six month period renewable by 
tacit agreement. According to the judiciary 
enquiry in progress the sum apparently collec-
ted by the alleged perpetrators of the swindle 
over three years was €12 million. More than 
300 people allegedly suffered losses. The case 
was reported to the public prosecutor’s office 
by Tracfin which, following the investigations 
conducted within the Unit, calculated da-
mages of an initial amount of €3.3 million.

Tracfin also reported a case to the judiciary au-
thorities involving suspicious fund movements 
over two years between the bank accounts of a 
very wealthy elderly person living in South-East 
France and her domestic help. The Unit had ini-

Figure 23
Total amounts at stake in cases referred to the courts 

by Tracfin since 2009

Figure 24
Breakdown of court referrals based on the amount 

of the financial flows identified by the Unit
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tially estimated that more than €180,000 had 
been withdrawn in the form of cheques and 
deposited in the domestic help’s accounts, in 
addition to the payment of an unusual month-
ly wage of more than €5,000. The judiciary 
investigations revealed that three domestic 
helps were in fact involved and that the sum 
stolen from their victim ultimately amounted 
to €400,000.

The amounts detected by Tracfin illustrate 
the Unit’s activity. 50% of the cases referred to 
the court - for which an amount was able to 
be calculated - concerned allegedly ill-gotten 
amounts of more than €420,000. The average 
amount per case was €2.3 million (versus €1 
million in 2011).

Out of the 522 cases in 2012, 99 concerned an 
amount of less than €100,000, 246 an amount 
of between €100,000 and €1 million, 153 an 
amount of between €1 million and €10 million 
and 24 more than €10 million (see figure 24).

Origin of the information resulting 
in court referrals
With regard to information resulting in court 
referrals, it is worth noting that:

– a court referral may originate from seve-
ral reports received by the Unit. Many cases 
may in fact be the product of the cross-referen-
cing of reports from several reporting entities 
which themselves operate in several sectors. 
This essential fact must be taken into account 
when comparing the received reports with the 
externalised cases; 

– the intrinsic quality of a STR or a gene-
ral information report can in no way be 
judged on whether or not it contributed 
to a court referral.

By nature, all investigations carried out by the 
Unit are related to suspected cases of money 
laundering. Table 6 highlights the patterns of 
criminality observed by the Unit and lists, for 
each court referred case, the primary under-
lying offence analysed by the investigator 

during his inquiries. Tracfin highlights a range 
of reasonable indications suggesting that 
offences have been committed and, in the 
referral note, may propose criminal description 
in line with the reported facts. This descrip-
tion is not binding upon the judiciary autho-
rities, however, as they alone decide on how 
the information provided by the Unit is to be 
pursued. It merely reflects Tracfin’s assessment 
based on the information at its disposal. 

It is also possible that a court referral may sub-
sequently reveal other facts that could not 
have been detected by the reporting entity or 
by Tracfin, either at the STR stage or during the 
subsequent administrative enquiry by the Unit.

In 2012, the five most common categories of 
underlying offence were undeclared work, tax 
offences, swindle, misappropriation of compa-
ny assets and breaches of trust. These offences 
are easier for reporting professionals to detect 
(cheque remittances followed by cash with-
drawals or deposits, or new and unaccounted 
for financial flows) and for investigators to des-
cribe.

Two cases relating to terrorism financing tran-
sactions were referred to the judiciary Authori-
ties in 2012(1).

It is interesting to note that out of 522 court 
referrals, in 119 cases Tracfin’s investigations 
could not establish with certainty the under-
lying offence that gave rise to the financial 
transactions, although the flows appeared to 
be undeniably illegal or suspicious.

(1) Cases with an apparent link to terrorism financing are 
systematically referred to the competent intelligence depart-
ments as early as possible. This does not preclude a concomi-
tant or later referral to the judiciary authorities in cases where 
there is a well-grounded presumption that an offence has 
been committed.
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Primary offence observed Number

Laundering of any crime or offence 119

Undeclared or illegal work 108

Tax offences (tax evasion, failure to declare 
or false declaration, bankruptcy fraud)

78

Swindle 67

Misappropriation of company assets 65

Breach of trust 60

Handling stolen goods 36

Organised crime 28

Forgery and use of forgeries 26

Abuse of weakness 20

Illegal practice of the profession of banker 18

Embezzlement 13

Corruption 12  

Customs offences 9

Theft 7

Bankruptcy 5

Violation of narcotics legislation 5

Procuring 4

Organised theft 4

Influence peddling 4

Conspiracy to commit a crime 3

Counterfeiting 3

Corruption of a foreign public official 3

Terrorism financing 2

Bribery of a public official, or receiving money 
or undue exemptions from a public official

1

Illegal operation of gambling clubs 1

Illegal operation of casinos 1

Arms trafficking 1

Extortion 1

Table 6
Analysis of court referral notes by category 

of primary underlying offence
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Table 7
Courts of Appeal that have received information notes from Tracfin 

2008 2009 2010 2011 2012

Paris 151 145 124 204 214

Aix-en-Provence 38 44 53 54 58

Versailles 31 21 21 34 31

Lyon 9 10 19 19 22

Douai 13 12 9 25 19

Bordeaux 16 14 9 14 16

Montpellier 10 14 8 13 16

Rennes 11 22 27 20 15

Bastia 8 7 10 13 14

Amiens 5 8 7 4 11

Colmar 5 9 15 4 11

Toulouse 5 6 14 9 10

Nîmes 7 3 5 3 9

Reims 2 5 3 5 8

Chambéry 3 2 3 4 7

Fort-de-France 2 8 4 5 7

Rouen 5 4 6 3 6

Nancy 1 4 6 1 5

Angers 3 3 7 5 4

Grenoble 5 4 10 11 4

Pau 4 2 6 6 4

Orléans 7 6 4 7 3

Riom 1 2 3 0 3

Polynésie française 1 0 0 4 3

Metz 3 1 5 4 3

Agen 1 2 1 1 3

Caen 3 3 1 3 2

Basse-Terre 5 6 8 5 2

Besançon 0 3 2 4 2

Bourges 0 1 2 2 2

Poitiers 1 6 5 3 2

Saint-Denis de la Réunion 0 2 1 2 2

Dijon 1 1 2 4 1

Nouméa 0 0 0 0 1

Cayenne 2 0 2 2 1

Limoges 0 1 3 0 0

Mamoudzou 0 0 0 0 0

Saint-Pierre et Miquelon (Tribunal 
supérieur) 0 3 1 0 0

TOTAL 359 384 404 495 522
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As in previous years, two courts of appeal 
stand out in terms of the number of referrals. 
The Paris Court of Appeal remained largely 
ahead with 214 referrals (versus 204 in 2010). 
Paris’s Tribunal de Grande Instance (High 
Magistrate Court) was the primary recipient, 
with 127 referrals, followed by the Tribunaux 
de Grande Instance of Bobigny (45) and Cré-
teil (21). Less than ten referrals were made to 
the Tribunaux de Grande Instance of Évry (6), 
Meaux (5), and Melun (4).

The Aix-en-Provence Court of Appeal remai-
ned second, with 58 referrals (+4). The Ver-
sailles Court of Appeal came next with 31 

referrals (of which 17, 7 and 5 for the Tribunaux 
de Grande Instance of Nanterre, Pontoise and 
Versailles respectively) followed by the Lyon 
Court of Appeal with 22 referrals in 2012.

There was a fall in referrals to the Courts of 
Appeal of Douai (19 in 2012 versus 25 in 2011) 
and Rennes (15 in 2012 versus 20 in 2011), 
with a rise for the Courts of Appeal of Bor-
deaux (16), Montpellier (16), Bastia (14), and 
Amiens (11) (+2, +3, +1 and +7 respectively).

The Court of Appeal of Nouméa received its 
first court referral.
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Figure 25
Breakdown of court referrals by Court of Appeal (map of mainland France) 
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Figure 26
Breakdown of court referrals in the Paris region’s départements (map)

Figure 27
Breakdown of court referrals in the overseas départements



        Annual analysis and activity report 2012

113

Spontaneous disclosures of 
information

Since 2009, in accordance with articles L.561-
29 and L. 561-31 of the French Monetary and 
Financial Code, Tracfin has been able to share 
financial intelligence with judiciary law enfor-
cement departments, customs administrations 
and specialised intelligence departments (the 
information «relates to facts that reveal a threat 
to the fundamental interests of the nation in 
matters of law and order and State security»), 
tax administrations, social welfare agencies 
and foreign FIUs.

Following law No. 2012-1432 of 21 December 
2012 on security and the combating of terro-
rism, Tracfin can also send information to the 
government departments in charge of prepa-
ring and implementing measures to freeze ac-
counts or suspend transactions of funds, finan-
cial and economic resources, provided that it is 
in connection with their missions.

In 2013, other judiciary authorities could also 
become authorised recipients, such as the 
customs administrations and law enforcement 
departments: in addition to the public prose-
cutor’s office, investigating judges, judges for 
juveniles, commercial courts and sentence-
enforcement judges could be authorised to 
receive information from Tracfin as long as this 
information is in connection with the cases 
referred to in point I of article L.561-15 of the 
French Monetary and Financial Code and with 
these departments’ missions.

These «spontaneous disclosures of informa-
tion», are left to the Unit’s discretion according 
to the circumstances of individual cases and 
the fields of expertise of the recipient autho- 
rities. The number of these disclosures has 
been constantly growing since 2009 (see fi-
gure 28).

• Information-sharing with intelligence 
departments (2) 

Compared with 2011, there was a 14% fall in 
the number of disclosures made to intelligence 
departments in 2012. This dip may be due to 
events in 2011 such as the «Arab Spring» in 
Tunisia, Egypt and Libya and the crisis in Côte 
d’Ivoire, which resulted in increased exchanges 
between intelligence departments in a parti-
cularly tense international environment.

In accordance with the law, disclosed cases to 
these intelligence departments only contain 
information relating to facts that reveal a threat 
to the fundamental interests of the nation in 
matters of law and order and State security.

They may particularly contain information rela-
ting to reports of suspected embargo viola-
tions and terrorism financing.

Figure 28
Number of spontaneous disclosures of information 

made since 2009
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(2) These include the Central Domestic Intelligence Directorate 
(DCRI), the General Directorate for External Security (DGSE), 
the Directorate for Military Protection and Security (DPSD) and 
the National Directorate for Customs Investigations and Intel-
ligence (DNRED).
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• Information-sharing with the tax 
administrations
In 2012, Tracfin sent 167 information notes (96 
in 2011) to the tax authorities involving an ove-
rall amount of over €150 million. The creation 
within the intelligence and information analy-
sis department (DARI) of a «fraud division» in 
May 2012, ahead of the fraud enhancement 
and detection division’s (DEDF) created on 1 
September 2012, therefore achieved its aim 
of dealing more efficiently with social security 
and tax cases.

Referral to the public prosecutor’s office is the 
preferred choice whenever one or more other 
criminal offences are likely to be identified and/
or the stakes appear to be abnormally high, 
and/or if the tax fraud seems part of a large 
scale criminal operation, given that tax fraud 
remains a common technique for laundering 
the proceeds of illegal acts.

Reporting activity by volume

The 167 information notes sent to the tax 
administrations are linked to 207 STRs, which 
break down by category of reporting entity as 
follows (see table 8): 295 natural persons and 
179 legal entities.

The main types of cases referred to the tax 
administrations

The encountered tax-related issues remained 
more or less the same with some minor diffe-
rences compared with 2011. For instance, there 
are more cases linked to inheritances, inside or 
sometimes outside the family sphere. More or 
less complex «strategies» have been identified 
that are designed to avoid, or at least lessen, 
the impact of duties on the free transfer of 
assets.

Although the large majority of referrals concer-
ned real estate-related tax cases, they also so-
metimes involved the sale of company shares.

Finally, there are still a lot of cases of undecla-
red, or under-declared work, particularly ex-
ploiting auto-entrepreneur status.

Table 8
Breakdown by reporting professional categories of STRs 
that have resulted in the sending of an information note 

to the tax administrations

2011 2012

Banks and credit institutions 104 186 

Insurance companies 4 9 

Accountants 2 4 

Money-issuing institutions - 3 

Investment firms 2 2 

Payment institutions - 1 

Money changers 5 1 

Notaries 1 1 

The information notes sent by Tracfin are systematical-
ly investigated by the tax administrations: they check 
the tax aspect of the information and move the case to 
the next stage in the process, which may be a tax ins-
pection proposal, a proposal of judiciary proceedings 
or a referral to the inspection departments.

Since 2009, the close collaboration between the tax 

authorities and Tracfin has resulted in the producing 
of 377 tax audit proposals. These translated into ac-
counting audit proposals in 53% of cases and personal 
tax situation examinations (examens de situation fis-
cale personnelle or ESFP) in 47% of cases. In this way 
nearly €466 million of tax and €144 million of penalties 
have been clawed back.

Close-up – Tracfin, an active collaboration with the General Directorate of Public Finances 
in key figures
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• Information-sharing with social welfare 
agencies
Since 21 December 2011, Tracfin has been 
authorised - by article L. 561-29 of the French 
Monetary and Financial Code - to share infor-
mation with social welfare agencies. They 
include agencies tasked with managing the 
compulsory French social security scheme, 
paid holiday funds and Pôle Emploi, France’s 
national employment’ agency.

As an extension to these changes to the law, 
and under the auspices of the DNLF (National 
Anti-Fraud Delegation), a memorandum of 
understanding was signed on 1 March 2012 by 
Tracfin and the following social welfare agen-
cies:

– The Central Agency for Social Security Bodies, 
the Agence centrale des organismes de sécu-
rité sociale (ACOSS);

– The National Health Insurance Fund for Sala-
ried Workers, the Caisse nationale d’assurance 
maladie des travailleurs salariés (CNAMTS);

– The National Pension Fund for Salaried Wor-
kers, the Caisse nationale d’assurance vieillesse 
des travailleurs salariés (CNAVTS);

– The Central Agricultural Social Mutual Fund, 
the Caisse centrale de mutualité sociale agri-
cole (CCMSA);

– The National Family Benefit Fund, the Caisse 
nationale des allocations familiales (CNAF);

– Pôle emploi;

– The Social Security Scheme for Liberal Pro-
fessionals, the Régime social des indépendants 
(RSI).

This memorandum of understanding sets out 
the procedures for exchanging and proces-
sing any information related to social security 
fraud that may be in Tracfin’s possession, under 
the conditions provided for by articles L. 561-
27 and L. 561-29 of the French Monetary and 
Financial Code. During this first year of informa-

tion-sharing between the social security agen-
cies and Tracfin, 45 cases of suspected benefit 
fraud have been referred to the social security 
agencies (mainly to ACOSS) involving a total 
sum of €14 million.

• Information-sharing with the customs 
administrations
In 2012, 41 information notes were sent by Trac-
fin to the Directorate General of Customs and 
Excise (DGDDI). This figure does not include 
referrals to the National Directorate for Cus-
toms Investigations and Intelligence (DNRED). 
These referrals mainly concerned suspected 
counterfeiting (31% of referrals) and failures to 
comply with reporting obligations (MOD) in 
connection with cross-border transfers of cash, 
and also cheques (30%).

Other alleged suspicions concerned smug-
gling (20%), mainly of African artworks, but 
also of tobacco and jewellery. Other grounds 
for referrals were customs irregularities (17%) 
involving undeclared or fraudulently declared 
exports.

Six cases were also referred to DNRED. These 
commercial transactions related to dual-use 
items or the violation of the embargo against 
Iran. Tracfin also provided support to French 
Customs Authorities, particularly to the Natio-
nal Judiciary Customs Department (SNDJ), as 
well as administrative assistance (DNRED).

• Information-sharing with the 
supervisory authorities 
Tracfin sent 13 information notes to the super-
visory authorities within the framework of the 
information exchanges provided by article 
L.561-30 of the French Monetary and Financial 
Code. In these cases, Tracfin believed that the 
reporting professionals were in serious breach 
of their due diligence and/or reporting obliga-
tions.
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• Information-sharing with foreign 
financial information units (FIUs)
Article L. 561-31 of the French Monetary and Fi-
nancial Code allows Tracfin to exchange infor-
mation with its foreign counterparts, whenever 
its analyses reveal evidence of financial links 
with foreign jurisdictions or any other factors 
suggesting financial activity abroad. These ex-
changes are strictly governed by the principle 
of reciprocity and confidentiality. The recipro-
cal nature of the exchanges means that a FIU 
may not request (or provide) more information 
from another FIU than its national laws allow 
to acquire or disclose in its own jurisdiction. 
The confidentiality requirement means that 
information exchanged between FIUs may 
not be disclosed to another authority without 
the prior approval of the FIU that provided the 
information.

The Unit may spontaneously share some infor-
mation with its counterparts on its own initia-
tive - independently of information exchanges 
with foreign FIUs. These spontaneous disclo-
sures of information to foreign FIUs are based 
on reports received by the Unit provided that 
the said information may not only be used on 
a national level, but may also be useful on an 
international level to foreign FIUs. These spon-
taneous disclosures to FIUs increased signifi-
cantly in 2012, rising to 52 from 43 in 2011.

Tracfin’s cooperation 
with its national and 
international institutional 
partners

Tracfin’s actions with regard 
to the legal authorities

Training and awareness-raising 
of players in the criminal justice 
system 

As in previous years, Tracfin took part in several 
training programmes organised by the Natio-
nal School for Magistrates, the École natio-
nale de la magistrature (ENM), at the school 
or through local training sessions in courts of 
appeal and police officer and gendarmerie trai-
ning schools.

In addition, the director, seconded magistrates 
and liaison officers accompanied by investiga-
tors, spent time in the courts (Aix-en-Provence, 
Paris, Melun, Créteil and Strasbourg) and in 
central or regional investigative departments.

While the aim in previous years was to present 
the AML/CTF system as amended and provi-
ded for by the order of 30 January 2009, the 
meetings with investigators and magistrates 
in 2012 focused on operational exchanges, on 
feedback on the proceedings carried out fol-
lowing STRs referred to the legal authorities, 
on typologies and on the identified new risks. 
For instance, Tracfin participated in the annual 
gathering of magistrates from the specialised 
interregional courts at the ENM so as to pre-
sent the methods for the investigating and 
treatment by the courts of the financial intelli-
gence held by the Unit when actual legal pro-
ceedings are initiated.

More specifically, Tracfin has been participating 
in the Central Department for the Prevention 
of Corruption (Service central de prévention 
de la corruption) in training on corruption for 
French and foreign magistrates and investi-
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gators. It also contributed to specific ongoing 
training programmes in the combating of mo-
ney laundering for police and national genda-
merie investigators. 

Growing operational cooperation with 
the legal authorities

As a financial intelligence unit dedicated to 
combating money laundering and terrorism 
financing, the goal of Tracfin’s investigations is 
to achieve judiciary prosecutions as shown by 
the constant rise in STRs referred to public pro-
secutors in accordance with article L. 561-23 of 
the French Monetary and Financial Code.

Article R. 561-34 of the French Monetary and 
Financial Code provides that referrals to public 
prosecutors are subject to a prior consultative 
opinion from the legal adviser, a magistrate, 
on whether or not there is sufficient proof of 
an offence in the facts reported to the legal 
authorities.

At the same time, the Unit diversified and de-
veloped the arrangements for operational coo-
peration with magistrates and investigators. 
Information is exchanged in line with existing 
laws:

> Article L. 561-27 of the French Monetary and 
Financial Code authorises Tracfin to receive any 
required information to fulfill its mandate sent 
by the law enforcement departments or the 
legal authorities;

> Article L. 561-29-II authorises Tracfin to send 
the law enforcement departments information 
that it receives provided that the financial flows 
or transactions are likely to be linked to an of-
fence punishable by a minimum sentence of 
one year in prison;

> Tracfin responds to official requests from 
any magistrate or, under their authority and 
supervision, from any law enforcement officer, 
and transmits the information that it holds in 
connection with the investigation in question.

With the support of the Directorate for Criminal 

Affairs and Pardons (Direction des Affaires cri-
minelles et des Grâces du ministère de la Jus-
tice) and the contribution of liaison officers and 
magistrates seconded to the Unit, Tracfin has 
introduced a process for incorporating finan-
cial intelligence within legal proceedings.

Under this process the magistrate/legal advi-
ser and his deputy interface with magistrates 
to assess the usefulness of Tracfin’s information 
to the investigations conducted by the courts 
and to assist them with drafting the requisi-
tions or reports.

Similarly, the police and national gendarmerie 
liaison officers provide an active interface with 
the investigative departments.

The Unit is therefore structured to provide a 
unique point of entry for the information origi-
nating from law enforcement departments in 
the broadest sense of the term (DGGN/DGPN) 
so as to «standardise» and ensure a smoother 
exchange of information and improve the 
coordination of actions.

These liaison officers centralise, analyse and re-
fer the received information in order to enrich 
it and send it to the relevant departments. They 
look for links with legal investigations in pro-
gress or follow up cases referred to the courts 
through information transmitted by the inves-
tigative departments.

They also check the presentation of the official 
requests received from law enforcement offi-
cers and follow them up.

The visibility of the liaison officers has in-
creased the flow of information from the inves-
tigative departments in the form of contextual 
notes, alerts or awareness-raising on operating 
methods or organised criminal groups. These 
analyses are added to Tracfin’s working data-
base.

The liaison officers, magistrates and investi-
gators regularly meet with the investigative 
departments and players involved in the AML/
CTF matter (central offices, regional task forces, 



                  Annual analysis and activity report 2012

118

specialised brigades, financial departments 
of interregional or regional law enforcement 
directorates and Europol) to assess the threat, 
identify new phenomena and consider pos-
sible joint action. Tracfin regularly meets with 
the «judiciary» offices of the general directo-
rates of the national Police or Gendarmerie to 
explore common issues (inter-administrations 
strategic meetings, coordination of investiga-
tions, risk assessment, etc).

Assistance with and follow-up of 
the STRs sent by Tracfin to the legal 
authorities.

Article L. 561-24 provides that the public pro-
secutors who receive STRs from Tracfin must 
inform the latter of how the information sent 
by Tracfin was used. Public prosecutors and the 
Directorate for Criminal Affairs and Pardons (Di-
rection des Affaires criminelles et des Grâces) 
within the Justice Ministry are taking steps to 
meet this requirement.

Aside from supplying information, Tracfin 
strives to provide as much assistance as it can 
with the cases that it has referred to the courts. 
With the support of magistrates and the police 
and gendamerie liaison officers, investigators 
bring and present the most complex cases to 
the relevant magistrates and investigative de-
partments and share any additional informa-
tion received after the referral.

After the proceedings, particularly if they don’t 
result in a prosecution, Tracfin reviews the in-
formation gathered during the legal investiga-
tion so as to draw all of the useful conclusions 
for the conducting of its analysis.

The assessment of the national AML system by 
European and international bodies also stron-
gly argues for this feedback in order to pro-
vide qualitative and quantitative data on the 
outcome of Tracfin’s reports sent to the legal 
authorities.

It is with this in mind that the roll-out of the 
ARPEJ (Network Application for Exchanges 

with the Courts) application was pursued in 
2012. This application, which should become 
operational in 2013, will provide Tracfin and 
the legal authorities with a shared database 
on the reports referred to the courts by the 
Unit and their judiciary follow-up (proceeding 
references, criminal prosecutions initiated, no 
further action, opening of an inquiry, criminal 
conviction, etc).

Regular meetings with magistrates and law 
enforcement departments were also oppor-
tunities for extremely valuable exchanges, on 
the difficulties met - processing cases or esta-
blishing proof - and sharing «good practices».

These meetings are most often organised at 
public prosecutors’ offices or in specialised 
investigative departments, in conjunction with 
regional task forces that pool the expertise of 
agents from several authorities and particularly 
national police and gendarmerie departments 
(law enforcement, public security and air and 
border police).

For instance, with regard to exchanges orga-
nised in connection with the courts, 2012 was 
marked by meetings with magistrates, inves-
tigative departments and reporting profes-
sionals governed by reporting requirements 
falling within the jurisdiction of the Tribunaux 
de Grande Instance of Evry (January 2012) and 
Nanterre (March 2012), Melun (March 2012), 
Paris (May 2012), Strasbourg (November 2012), 
and the court of appeal of Aix-en-Provence 
(June 2012). 

Furthermore, in order to pursue and develop 
the AML/CTF initiatives taken in 2011, on 7 
June 2012 the Directorate for Criminal Affairs 
and Pardons (Direction des Affaires Criminelles 
et des Grâces) organised a gathering of the 
court of appeal lawyers designated as Tracfin 
correspondents and Tracfin representatives. At 
this presentation it was reiterated that public 
prosecutors may also send Tracfin the informa-
tion that they acquire through the proceedings 
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that they initiate or follow up, particularly in the 
commercial field.

In 2013, Tracfin will step up its efforts to assist 
with the cases processed by specialised regio-
nal courts.

International cooperation

Tracfin within the FATF

The financial action task force (FATF) was foun-
ded in 1989 at the Paris’ sommet de l’Arche. 
Its members consist of 34 countries and 2 
regional organisations (the Gulf Cooperation 
Council and the European Commission). The 
application of the AML/CTF recommendations 
that FATF issues is subject to assessment. Its 
members, and the countries belonging to the 
9 regional FATF groups, are obliged to imple-
ment laws and structures resulting from the 
standards that it produces.

FATF’s ministerial mandate was renewed for 
eight years (2012-2020) in April 2012. This new 
mandate reasserts the international organisa-
tion’s objectives, which are to produce stan-
dards and promote the effective application of 
legal, regulatory and operational measures for 
the combating of money laundering, terrorism 
financing and related threats, so as to ensure 
the integrity of the international financial sys-
tem.

Within the French delegation to FATF, Tracfin is 
in charge of the working group on typologies. 
In 2012, the Unit also actively participated in 
revising the assessment methodology with a 
view to starting the fourth cycle of assessment 
of FATF’s member countries in 2014.

The Unit also participates in the work and 
meetings of Moneyval, which is the Council of 
Europe’s regional FATF group.

FATF Typology working group
The «Typology» working group is responsible 
for identifying and studying new money laun-
dering and terrorism financing trends world-
wide. Thought is in progress on how to im-
prove the use of this working group’s work for 
more strategic ends.

Aside from writing sector-based typological 
reports, the group actively participated in the 
writing of guidelines published by FATF.

Guidelines on financial investigations were 
adopted and published in June 2012. They 
established the need for countries to at least 
set up:

– prosecuting and investigating authorities 
that have the expertise and powers required to 
conduct financial investigations, and,

 – effective cooperation with both national and 
international counterparts.

In terms of typological reports, five reports 
were adopted with a view to their publication 
at the plenary meeting of June 2013:

– Terrorism financing in West Africa;

– ML/TF tied to the counterfeiting of money;

– ML/TF vulnerabilities in the legal professions;

– ML through the trade in diamonds and pre-
cious stones;

– The role of Hawala in ML/TF.

Tracfin was involved in producing the report 
on vulnerabilities in the legal professions, given 
the need to assist these professionals with and 
raise their awareness of their AML/CTF obliga-
tions.

The revising of the FATF’s standards 
and its assessment methodology
Following the adoption of the 40 new recom-
mendations in February 2012, FATF has been 
working on preparing a new methodology for 
assessing national AML/CTF systems in a more 
efficient way.
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The assessments carried out based on the new 
recommendations will be focused even more 
than during the third cycle on verifying the 
effectiveness of AML/CTF systems.

This new methodology was adopted in Fe-
bruary 2013. In keeping with the ministerial 
mandate, the French delegation wanted a 
strong alignment between the two parts of 
this assessment: assessment of technical com-
pliance and assessment of effectiveness.

Tracfin within the Egmont Group

Tracfin’s participation in the Committee 
and the working groups
In 2012, Tracfin continued to play an active part 
in the Egmont Group, both on the Committee, 
as the representative for the Europe region, and 
in the working groups. The Unit was thus repre-
sented at the meetings in Manila in February 
2012 (Philippines) and the plenary meeting in 
Saint Petersburg in July 2012 (Russia).

The Committee, the Egmont Group’s manage-
ment body, has created a think-tank on the re-
vising of the Group’s founding charter, to allow 
the organisation to continue to operate effec-
tively with more than 130 member countries. 
After the plenary meeting in Saint Petersburg, 
the representatives of the FIUs involved in 
this project were invited to France, on 18 and 
19 October 2012, to pursue with the revision 
work. Tracfin actively contributed to the work 
on the link between Egmont and FATF and the 
introduction of a more standardised procedure 
for assessing members’ compliance.

The Operational working group pursued its 
analysis of the consideration of tax fraud as 
an offence underlying money laundering. The 
discussions, in which Tracfin was participating, 
continued along two main lines: how best 
to define tax fraud as an offence underlying 
money laundering and, secondly, what links 
are to be developed between the FIU and the 
administrative authorities responsible for com-
bating tax fraud.

As part of the Outreach working group, the 
Unit actively continued its sponsorship efforts, 
which include the sponsoring in the next 
few years of 12 FIUs mainly from countries in 
French-speaking Africa. Tracfin is currently the 
largest sponsor of candidate FIUs in the Eg-
mont Group.

Tracfin’s sponsorship for Egmont Group 
membership
Membership of the Egmont Group is based 
on a procedure that requires a careful review 
of how the candidate FIU’s AML/CTF system 
operates, from a legal and operational view-
point.

Candidate FIUs are accompanied throughout 
this procedure through a sponsorship system 
where Tracfin historically played a major role.

In 2011, the Unit co-sponsored the Tunisian FIU 
and as part of this process visited its offices in 
November 2011 to assess the unit’s operational 
capacity.

In 2012, the Unit sponsored the FIUs of Algeria, 
Togo and Burkina Faso with visits to their of-
fices in November and December 2012. These 
applications will be officially approved during 
Egmont’s plenary meeting in July 2013. Tracfin 
plans to sponsor the FIUs of Chad and Benin in 
2013-2014.

Tracfin’s participation in EU-based 
efforts

The Unit has expanded its activities in Europe 
within the various AML/CTF bodies.

The FIU platform: platform for European 
Union FIUs
The FIU Platform (Financial intelligence Units 
Platform) is a sub-committee of the Committee 
on the Prevention of Money Laundering and 
Terrorist Financing (CPMLTF) dedicated to the 
exchanging of information and consultation 
between the European Union’s FIUs. The FIU 
platform gives the EU’s FIUs the opportunity to 
exchange their views on common issues and 
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to share their respective analysis of the opera-
tional changes that amendments to European 
or international regulations may produce. In 
2012, the FIU Platform’s work mainly focused 
on the practical implications of the revision of 
FATF’s standards.

FIU.NET
FIU.NET is a secure and decentralised network 
for exchanges between FIUs in the EU. The 
regulatory basis of this network is Council deci-
sion No. 2000/642/JAI of 17 October 2000 rela-
ting to arrangements for cooperation between 
financial intelligence units. On an operational 
level, the network allows FIUs to exchange 
data in shorter time frames than those recom-
mended in the Egmont Group’s best practices 
by allowing an initial «known/unknown» ex-
change.

The FIU.NET network is used by 26 countries. 
In 2012, the Unit continued to be highly active 
in its information exchanges and was the third 
(versus the fourth in 2011) largest user, with 
1,534 exchanges (requests received or sent by 
the Unit) carried out through this network.

Bilateral cooperation

In 2012, Tracfin continued to work closely with 
its regular partners. The Unit concentrated on 
strengthening its cooperation with French-
speaking FIUs and hosted its counterparts in 
Madagascar, Vietnam, Nigeria and Congo in its 
offices.

In furtherance of its strategy of strengthening 
operational exchanges with its counterparts, in 
2012 Tracfin signed administrative agreements 
with the Algerian, Ivorian and Romanian FIUs. 
A total of 54 bilateral cooperation agree-
ments have been signed by the Unit since 
its creation.

Training programmes 
On 27 and 28 March 2012 Tracfin participated 
in a training session in Algiers for the Algerian 
FIU.

From 4 to 6 April 2012 an AML seminar was 
organised in the Unit’s offices with participants 
from the FIUs of Benin, Burkina Faso, Came-
roon, Côte d’Ivoire, Morocco, Mauritania, Togo 
and Tunisia.

Finally, Tracfin also participated in a seminar 
organised by the Moroccan FIU from 11 to 13 
December 2012 in Rabat.

Cooperation agreements signed by Tracfin in 2012

I. Algeria, March 2012 (CTRF)

II. Côte d’Ivoire, April 2012 (CENTIF-CI)

III. Romania, July 2012 (ONPCSB)
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At an informal meeting in July 2012 between the Ca-
nadian, Senegalese, Belgian, Luxembourgian, Moroc-
can and French FIUs, the analysis of the exchanges 
between these units showed a correlation between 
transnational financial flows and historical and linguis-
tic ties.

It therefore seemed worth introducing a structure that 
brought together FIUs that share the same language, 
French, and have the same money laundering and ter-
rorism financing issues.

This association or «Cercle» is aimed at: 

- Improving mutual knowledge between French-

speaking FIUs in terms of staff and investigative capa-
cities so as to refine operational cooperation;

- Exchanging good practices relating to shared AML/
CTF issues;

- Facilitating French-speaking FIUs’ membership of the 
Egmont Group by setting up training programmes.

The project was officially proposed in December 2012 
to more than 50 FIUs and the initial feedback has been 
very positive. A meeting of the Cercle was held at the 
Egmont intersessional meeting in January 2013.

Close-up – The association of French-speaking FIUs

Tracfin, financial 
intelligence unit

Tracfin’s organisational 
structure
Originally attached to the General Directorate 
of Customs and Excise, Tracfin became a unit 
with national powers in 2006, under the Minis-
tries of Economy and Budget. In order to cope 
with its expanded remit following the order of 
30 January 2009, the Unit was reorganised in 
2011 and 2012.

Tracfin’s operations are now structured around 
two departments, two specialised units and 
three liaison officers:

• An analysis, intelligence and information 
department (DARI) responsible for collec-
ting and routing STRs, analysing financial 
intelligence, developing relationship with 
reporting entities and at international level. 
This department is made up of three divi-
sions: the Enhancement and Fraud Dection 
Division (DEDF) created in 2012, the Infor-
mation Routing and Enhancement Division 
(DOVI) and the International Division (DI). 
The recent creation of an Enhancement 
and Fraud Detection Division has grouped 

together the activities of the Unit for the 
combating of tax and social security fraud 
with enhancement activities in order to 
detect these frauds as early as possible;

• An investigation department (DE), consis-
ting of three divisions, which conducts 
the in-depth investigations required for 
the processing of cases when necessary. 
Within this department, one team specia-
lises in the gaming sector and another one 
focuses on cash money transfers;

• A specific unit dedicated to processing 
terrorism financing cases;

• A strategic analysis unit created in January 
2013;

• Three liaison officers (respectively from 
the General Directorate of the National 
Gendarmerie, the Central Office for the Pro-
secution of Serious Financial Crime (Office 
central de répression de la grande délin-
quance financière) and the Autorité de 
contrôle prudentiel).

The support functions are provided by an 
Administrative and Financial Affairs Depart-
ment (DAAF).
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Employee review
The steady increase in the STRs sent to Tracfin 
and the reorganisation enacted by the decree 
of 7 January 2011 creating two operational and 
one administrative departments translated 
into higher recruiting means. From 88 full-time 
staff authorised in 2010, Tracfin was authorised 
94 full-time staff in 2012.

Given arrivals and departures, recruitment 
times and tight staffing management, the Unit 
had 87 employees at 31 December 2012. 

Since 2006, the Unit’s staffing levels have been 
growing by 55%. Tracfin’s role as an operational 
department is reflected in the breakdown of 
staff numbers by department: 44% of the Unit’s 
employees are assigned to the investigation 
department and 32% to the analysis and intel-
ligence department (see figure 30).

Since 2009, Tracfin has been diversifying its 
recruitment, not only within the economic 
and finance ministries (54% of its employees 
come from the Customs authorities, and 25% 
from the General Directorate of Public Finances 
(DGFiP), the General Directorate for Competi-
tion Policy, Consumer Affairs and Fraud Control 
(DGCCRF) and the central administration (Ge-
neral Secretariat)), but also within the private 
sector (contract employees) (see figure 31).

The very nature of the Unit’s tasks explains why 
it is staffed by so many category A agents.

Ongoing training

There was a particular focus on ongoing trai-
ning:

• The ongoing training plan for 2012 took 
the form of presentations given «internal-
ly», particularly by magistrates, on themes 
such as:

• Business criminal law;

• Legal training;

• Intelligence training;

• Terrorism training;

Figure 29
Tracfin’s staffing levels since 2008
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Figure 30
Breakdown of Tracfin staff by department 

as of 31 December 2012

Figure 31
Breakdown of Tracfin’s staff by directorate 

or ministry of origin as of 31 December 2012
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Figure 32
Breakdown of staffing levels by category 

as of 31 December 2012

• Tax returns;

• Criminal prosecutions and criminal of-
fences, etc.

• A specific training plan was introduced on 
the use of professional tools, and particu-
larly computer tools (Ermes and Luxid).

• Language lessons (English, German and Spa-
nish) were organised by the Finance Ministry 
Training Institute, in the form of extensive and/
or intensive courses, open to employees and 
particularly those responsible for international 
relations: 20 employees received this extensive 
training in English, German and Spanish.

Tracfin contributed to the training conducted 
by the Intelligence Academy. Six agents from 
the Unit (7% of the Unit’s staff ) participated in 
this organisation’s various training sessions.

In 2012, employees received an average of 
4.7 days of training. The training needs of em-
ployees and division managers were surveyed 
in the third quarter of 2012 so as to gain a bet-
ter idea of their wishes in this area and refine 
the 2013 training plan.
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