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FOREWORD

“The overarching ambition 
of Tracfin’s plan is to tackle 
the ever-increasing volume 
of information we receive 
for processing and the 
increasingly elaborate 
fraud and criminal activity 
we are tasked with 
detecting.”



I have great pleasure in introducing the first 
edition of Tracfin’s annual report in a 
brand-new format. We decided to combine 
our annual operations report with our annual 
analysis of risks and trends in the priority 
areas of our three-fold mission: combating 
economic and financial crime, combating 
fraud against the public purse, and defending 
the fundamental interests of France. 
This report also provides an overview of 
institutional actions, both within France and 
abroad, and presents the key figures of our 
2020 operations in a new dedicated statistics 
section.

This new format reflects Tracfin’s dual 
identity as both France’s financial intelligence 
unit (FIU) and one of the specialised 
intelligence departments making up France’s 
“inner circle”. This dual identity is a major 
distinguishing feature in terms of Tracfin’s 
scope of authority and the investigative 
powers granted and governed by France’s 
Monetary and Financial Code and Domestic 
Security Code.

In carrying out our three-fold mission, 
Tracfin leverages these powers as well as our 
ever-evolving and expanding partnerships 
with the reporting entities in the anti-money 
laundering and countering the financing of 
terrorism (AML/CFT) system. These proved 
to be especially crucial in the singular year 
that was 2020. There were unprecedented 
levels of AML/CFT activity related to the 
challenges of the pandemic, particularly in 
terms of fraud involving the support measures 
introduced by the government.

The transition to this new report format 
in 2021 also coincides with the culmination 
of the assessment of France’s AML/CFT 
system as part of the fourth round of mutual 
evaluations conducted by the Financial 
Action Task Force (FATF). Tracfin finds itself 
at the intersection of the prevention and 
enforcement aspects of the national risk 
analysis (ANR), a document that serves 
as the cornerstone of France’s AML/CFT 
system. Tracfin not only bases its operations 
on the ANR, but also contributes to it through 
its investigations.

This past year also marked Tracfin’s 
30th anniversary, a milestone that we 
celebrated by undertaking a strategic rethink 

about our identity, our missions, the 
effectiveness of our work and how we can 
adapt to our ever-changing environment. 
The result: our 2021–2023 Plan, which we 
finalised at the end of 2020 in collaboration 
with our managers, officers and staff 
representatives. The overarching ambition 
of this plan is to tackle the ever-increasing 
volume of information we receive for 
processing and the increasingly elaborate 
fraud and criminal activity we are tasked 
with detecting. This involves rethinking 
how we work and finding innovative solutions 
for making better use of the information 
we receive. 

In closing, I want to thank all the Tracfin 
officers for their unfaltering commitment 
to carrying out our missions despite the 
challenges of the pandemic.

Maryvonne Le Brignonen 
Director of Tracfin



RESPONDING TO THE PANDEMIC
In March 2020, based on reports received 
from AML/CFT reporting entities, Tracfin 
began prioritising cases of fraud associated 
with the COVID-19 pandemic. Faced with an 
unprecedented economic and public health 
crisis and associated money laundering and 
terrorist financing (ML/TF) risks, Tracfin took 
action to support reporting entities by 
providing them with an analysis of the 
reports it had received and the 
corresponding areas of risk for fraud and 
money laundering. The document enabled 
reporting entities to step up their due 
diligence efforts in specific risk areas and 
identify warning signs for their risk mapping 
exercises.

COMBATING TAX EVASION
May 2020 saw the publication of the 
18th issue of the Tracfin Newsletter. Published 
for AML/CFT reporting entities, the issue 
highlighted ten years of anti-tax evasion 
operations and collaboration with the Public 
Finances Directorate General (DGFiP).

2020 HIGHLIGHTS

TRACFIN TURNS 30
Founded in 1990 in the wake of the 1989 
G7 “Summit of the Arch”, Tracfin marked 
30 years of operations in 2020. The milestone, 
which was celebrated at the start of the year, 
was an opportunity to highlight Tracfin’s 
many cooperative partnerships.

115,601
REPORTS RECEIVED IN 2020

An increase of 16% over the previous year.
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191
OFFICERS AT 31 DECEMBER 2020
Compared to 175 officers at year-end 2019. 

The average age is 42.

NEW GUIDELINES
In November 2020, Tracfin and the 
Directorate General of Customs and 
Excise (DGDDI) published guidelines 
for implementing AML/CFT measures 
for people who trade in antiques and works 
of art, people who act as intermediaries 
in the trade of antiques and works of art, 
and public auction houses that handle the 
voluntary sale of moveable property.

ML/TF RISK TRENDS AND ANALYSIS 
IN 2019–2020 REPORT
Published on 10 December 2020, this report 
marks the sixth edition of Tracfin’s annual 
ML/TF risk trends and analysis exercise. It lays 
out the characteristics of recurring and 
emerging ML/TF cases and examines the 
emergence of new risks for France’s AML/CFT 
system.

Tendances et analyse 
des risques de BC/FT 
en 2019-2020

TRACFIN

TRACFIN
Traitement du Renseignement

et Action contre les Circuits
Financiers clandestins

WOMEN MAKE UP

43%
OF ALL TRACFIN OFFICERS

and 55% of the management committee.

BREAKDOWN BY GRADE

STAFFING LEVELS OVER 
THE PAST DECADE

72
191

2010

2020

7%

2%

12%

79%

Cat BCat A + Cat A Cat C

7%

2%

12%

79%

Cat BCat A + Cat A Cat C
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TRACFIN’S 2021–2023 PLAN: 
MOVING FORWARD

This past year began with a celebration of Tracfin’s 30th anniversary. The milestone 
was an opportunity to reflect on the Unit’s identity, its missions (as both an FIU 
and a specialised intelligence department), the effectiveness of its work, and 
how it can adapt to an ever-changing environment. The resulting 2021–2023 Plan, 
finalised at the end of 2020, aims to tackle an exponentially growing inflow of 
reports, increasingly elaborate fraud and criminal activity, and the emergence 
of new ML/TF vectors. In light of these changing variables, the Unit reflected on 
how to upgrade its investigation and work methods, and innovative solutions 
were proposed to make better use of the information it receives. Influenced by 
this new environment and the consolidation of Tracfin’s dual identity, a strategic 
rethink was undertaken to collaboratively put together the 2021–2023 Plan.

The plan factors in the outcomes of this rethink of Tracfin’s operational priorities, 
to better align them with the national risk analysis and the national intelligence 
strategy. It also inspired changes to Tracfin’s organisational structure, announced 
in April 2021, to allow for more specialisation among officers.

A summary document was published in April 2021 to provide the public with 
an overview of this strategic rethink. It is available on the Tracfin website.

As of April 2021, Tracfin is now structured around four new core departments 
and one specialist unit:

The Intelligence and Counter-Terrorism Department is responsible for defending 
and promoting France’s fundamental interests. As a priority partner of the 
intelligence community, this department actively contributes to executing the 
policies set out in France’s national intelligence plan (PNOR). It handles matters 
of counter-terrorism, counter-proliferation and economic intelligence, and works 
to combat all forms of criminal interference, particularly in the area of 
transnational organised crime.

The Fraud Department is responsible for investigating tax and social fraud, 
as well as customs fraud and the organised misappropriation and laundering of 
public funds.

The Economic and Financial Crime Department is made up of generalist divisions, 
each of which has units specialising in areas such as corruption, specialised 
vectors (gambling, art, property, etc.) and complex economic and financial 
criminal networks.
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The Institutional and International Affairs Department is responsible for 
maintaining relations both at the national level, with reporting entities that have 
AML/CFT due diligence obligations and their supervisory authorities, and at the 
international level, with foreign partners and international cooperation entities. 
This department is also responsible for managing the inflow of information and 
the typological and thematic analysis used to provide guidance to reporting 
entities, as well as contacts with international counterparts.

The Cyber Unit, which reports to the director’s office, traces blockchain 
transactions and identifies financial flows associated with criminal activity on 
the deep or dark web. It also plays a cross-cutting role, lending its expertise in 
cybercrime and cryptocurrency matters to all Tracfin departments.

Maryvonne LE BRIGNONEN 
Director 

Manon PERRIERE
Assistant to the Director

Intelligence
and Counter-Terrorism 

Department

Counter-Terrorism
Division

Criminal
Interference 

Division

Economic Intelligence 
Division

Fraud
Departement

Division 1
(units include

customs fraud)

Division 2 (units include
VAT fraud and organised 

misappropriation
of public funds)

Tax Intelligence Unit

Economic
and Financial Crime 

Department

Division 1
(units include
corruption)

Division 2
(units include 

specialised vectors)

Division 3
(units include criminal 

networks)

Liaison Officers
(DGFiP1 and ACOSS2)

Institutional
and International

Affairs Department

International
Operational

Cooperation Division

International
Institutional

Relations Unit

Integration
Division

Liaison Officer (ACPR3)

Guidance, Analysis 
and Reporting Entity 

Relations Division

Cyber
Unit

Administrative and Financial 
Affairs Department

Information Systems 
Department

Legal and Judicial Department
Liaison Officers (Police, Gendarmerie and Customs)

Communications Office

Security Unit

Special Adviser

Strategic Analysis Unit

Statistics Unit

Internal Audit Expert Adviser

Chartered Accountant
     Expert Adviser

1. DGFiP = Public Finances Directorate General

2. ACOSS = Central Agency for Social Security Bodies

3. ACPR = Prudential Supervision and Resolution Authority
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ANALYSIS 
OF ILLICIT 
FINANCIAL 
NETWORKS 
IN 2020
Tracfin conducts its analysis of ML/TF risks by applying 
the methodology set out in Financial Action Task 
Force (FATF) Recommendation 1 to its operations. It 
encourages countries to first “identify, assess and 
understand the risks of money laundering and 
terrorist finance that they face.” This gives rise to a 
risk-based approach to AML/CFT public policy and 
is part of the national ML/TF risk analysis taken into 
account by the FATF in its evaluation of France’s AML/
CFT system.

The analysis of illicit financial networks detected by 
Tracfin is based on three sources of information: 
suspicious transaction reports (STRs) submitted by 
reporting entities, intelligence submitted by Tracfin’s 
partner government departments and by foreign 
financial intelligence units (FIUs), and the contents 
of investigation files disclosed by Tracfin to the courts 
or administrative departments.

The overview of key ML/TF trends that follows is fully 
in line with the strategic rethink behind Tracfin’s 
2021–2023 Plan. It reflects Tracfin’s dual identity as 
both France’s FIU and a specialised intelligence 
department, and it provides a framework for its three-
fold mission:

 → Stopping economic and financial crime in all its 
forms across all money laundering vectors

 → Identifying fraud against the public purse, not 
only in terms of tax evasion and social fraud, but 
also the fraudulent use of government support 
measures

 → Combating the financing of terrorism and 
defending and promoting France’s fundamental 
interests



COMBATING ALL FORMS 
OF ECONOMIC AND FINANCIAL 
CRIME

The ML/TF risk analysis published by the AML/CFT Advisory Board (COLB) is based 
on a determination of the biggest threats facing France: crime, terrorism, tax 
evasion and corruption. Although financial crime is a nebulous concept,4 it can 
be analysed through the lens of the criminal offences either directly or indirectly 
associated with it, categorised by the COLB under “criminal threats” and 
“corruption”. The analysis of these offences reveals a significant volume of 
economic and financial crime underlying money laundering offences.5

The scope of Tracfin’s mission to combat economic and financial crime is based 
on a set of offences and topics selected according to how cases are handled 
by the courts. It includes:

 → Crimes against property, mainly scam
 → Crimes against individuals, including abuse of weakness and child pornography
 → Undermining government authority, including corruption and bribery
 → Crimes against companies, such as misuse of company assets and breach of 

trust
 → Economic, trading and accounting offences
 → Breaches of automated data processing systems and new types of extortion 

such as ransomware attacks
 → Complex scams and fraud involving organised financial crime
 → Laundering the proceeds of crime through vectors such as property 

investment, gambling, art and settlement networks

This section focuses on two areas at the source of laundered proceeds of criminal 
activity, chosen for their longevity, the frequency and complexity of their methods, 
and the threat level assigned to them in the national risk analysis: illegal trade 
(primarily drug trafficking and money laundering through gambling, horse racing 
and sports betting) and corruption. There is also a spotlight on corporate 
accounting fraud and falsified financial records, case types in which Tracfin has 
noticed an increase.

The nature of the information processed by Tracfin – primarily financial tran 
sactions – also requires treating a suspected money laundering transaction 
as an independent offence separate from any underlying criminal offence. Doing 
so enables the investigation into the suspected money laundering to unfold 
without having to identify any underling offences.6 As a result, suspicious 
transaction reports that have been researched for the analysis of money 
laundering circuits can be disclosed to the courts, leading to field investigations 
where appropriate.

4. A report evaluating the fight against economic and financial crime submitted by French MPs Ugo Bernalicis 
and Jacques Maire to the National Assembly on 28 March 2019 confirmed the difficulty of clearly defining the 
concept, which is based on a combination of several criminal offences.

5. According to statistics from the Ministry of the Interior, included in the above-mentioned report, the volume 
of fraud and economic and financial crime or similar offences grew nearly 20% between 2013 and 2018. The number 
of corruption cases disclosed to the courts also grew by 22% between 2012 and 2016.

6. See Article 324-1-1 of the French Criminal Code and below.
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PRESOMPTION OF MONEY LAUNDERING 
AS A DISTINCT REPORTING VECTOR FOR CHARACTERIZATION 
OF CRIMINAL OFFENSES

Money laundering takes many forms and can involve techniques of varying levels 
of complexity depending on the groups or individuals behind it. Alongside 
traditional money laundering methods such as sending remittances, physically 
transporting cash or making international money transfers, there are more 
sophisticated channels such as cash collection and settlement networks, foreign 
legal structures that use shell companies and bank accounts opened in countries 
known for a lack of international cooperation, and money laundering via gambling, 
property investment or trade.

In addition to money laundering methods specific to their underlying offences, 
organised groups have begun offering money-laundering-as-a-service, tailoring 
versatile solutions to the proceeds of any type of crime. Tracfin regularly identifies 
networks of “letterbox” companies, set up for the purpose of sending money to 
foreign companies, which in turn serve as pass-through accounts to non-EU bank 
accounts ultimately accessible to the end recipient.

Money laundering as a distinct and autonomous general offence
Article 324-1 of the French Criminal Code defines the crime of money laundering 
as facilitating by any means the false justification of origin of the property or 
income of a perpetrator of a crime or misdemeanour from which the perpetrator 
has directly or indirectly benefited. It also includes aiding and abetting an 
investment transaction aimed at concealing or converting the direct or indirect 
proceeds of a crime or misdemeanour. 

 → An investment transaction, or the “transfer of property” as defined in inter-
national conventions,7 consists in introducing the proceeds of a crime or 
misdemeanour into the financial system.8

 → As defined in international conventions, a concealment transaction consists 
in concealing or disguising the true nature, source, location, disposition, 
movement, rights with respect to, or ownership of, property, knowing that 
such property is proceeds of criminal activity.

 → A conversion transaction consists in altering the nature of the proceeds of 
crime, for example by exchanging cash for property or book money. 

Like handling stolen goods, money laundering is therefore a consequent offence 
that ensues from a clearly established primary or “predicate” offence. However, 
over time case law has recognised money laundering as an autonomous offence 
by differentiating money laundering transactions, in terms of materiality and 
intent, from the crimes or misdemeanours that generated the proceeds,9 and 
by acknowledging that the perpetrator of the predicate offence is not necessarily 
the same as the perpetrator of the consequent money laundering offence.10

7. International definitions of money laundering are set out in Article 6 of the Council of Europe Convention on 
Laundering, Search, Seizure and Confiscation of the Proceeds from Crime of 8 November 1990 (known as the 
Strasbourg Convention) and Article 9 of the convention of the same name of 16 May 2005 (known as the Warsaw 
Convention).

8. French Supreme Court of Appeal, Criminal Division, 18 Mars 2020, no. 18-85.542.

9. French Supreme Court of Appeal, Criminal Division, 17 June 2017, no. 16-84.921.

10. French Supreme Court of Appeal, Criminal Division, 25 June 2003, no. 03-84.889.
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For the application of the definition of money laundering, the French Criminal 
Code includes a definition for suspected money laundering, which provides that 
property or income is presumed to be the direct or indirect proceed of a crime 
or misdemeanour if there can be no rationale for the material, legal or financial 
conditions of an investment, concealment or conversion transaction other than 
to conceal the origin or the actual recipient of such property or income.11

Under these provisions, a person can be prosecuted without the proven existence 
of a predicate offence. In terms of scope, it covers all concealed capital and 
flows, whether the proceeds of crime or the financing of crime (paying for undo-
cumented labour or attempted bribery, for example). The burden of proof is 
reversed: the holder of the funds must be able to prove they came from lawful 
sources.12

This broad scope allows for prosecution to be brought in France for a money 
laundering offence committed abroad,13 as well as self-laundering offences.14 
Furthermore, money-laundering offences can be prosecuted on this basis despite 
the statute of limitations expiring for a predicate offence.15

The recognition of money laundering as an autonomous offence has expanded 
Tracfin’s ability to disclose reports to the courts, in that a lack of prosecution 
for a predicate offence does not prevent the associated money laundering 
offence from being prosecuted. With 248 court disclosures in 2020, suspected 
money laundering is the number-one vector for court disclosures, up 12% over 
2019.16

11. Article 324-1-1 of the French Criminal Code.

12. French Supreme Court of Appeal, Criminal Division, 18 December 2019, no. 19-82.496.

13. French Supreme Court of Appeal, Criminal Division, 24 February 2010, no. 09-82.857.

14. Where the same person commits both the predicate offence and the money laundering offence (French 
Supreme Court of Appeal, Criminal Division, 14 January 2004, no. 03-81.165).

15. French Supreme Court of Appeal, Criminal Division, 31 May 2012, no. 12-80.715.

16. See Chapter 3, Statistical Overview.
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Mr X
Not on the payroll 
of Company A or B

Company A
Intermediation, brokerage, services

Company B
Communications

CEO

€500,000

EU countryFrance Asia

- Recently created companies
- No payroll records
- No VAT returns

Bank accounts

Bank accounts

€1.5m

€500,000

French companies

European companies

Bank accounts

Holders of

Holders of

Fake contracts 
for consulting 

services

€500,000

€800,000

A French national is the signatory 
on the European bank accounts of 

both companies

1 2 3French companies

€1.5m

The circuit:

1 Companies A and B received funds, for no obvious 
economic reasons, from French companies operating 
in industries at high risk for fraud (construction, 
wholesale trade, business consulting). Some of these 
companies were not in compliance with their social 
security obligations.

2 On the basis of fake contracts for consulting 
services, Companies A and B transferred funds to the 
bank accounts of companies registered in other EU 
countries. Through international cooperation efforts, 
it was determined that the bank accounts of these 
European companies, all operating in unrelated 
industries (construction, international trade, business 
consulting, etc.), had the characteristics of pass-
through accounts; they were used to receive money 
transfers from numerous other individuals and legal 
entities based in France.

3 The funds were then shortly thereafter transferred 
outside the EU, primarily to accounts in Asian 
jurisdictions known for their lack of financial 
transparency.

CASE STUDY 1

Money laundering 
via a network 
of letterbox 
companies
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LAUNDERING OF THE PROCEEDS OF DRUG AND HUMAN 
TRAFFICKING: A REMINDER OF THE NEED FOR DUE DILIGENCE 
IN NON-BANKING FINANCIAL CIRCUITS AND CERTAIN HIGH-RISK 
INDUSTRIES

The cases handled by Tracfin in 2020 involving illegal trade and activities attest 
to the prevalence of cash transfers as a money laundering vector. Cash can easily 
be sent to the country of origin or transit of the goods or people being trafficked. 
Although cash transfers remain a popular means of laundering the proceeds of 
illegal activities, Tracfin has also detected more sophisticated methods combining 
cash recycling and legitimate activities.

Monitoring financial flows from drug trafficking is a priority 
and reveals networks of companies serving as money laundering vectors
The national risk analysis has identified drug trafficking as one of the largest 
threats in France. Due to its geographic location and its port and airport 
infrastructure, France is not only a destination for drugs, but also a transit point 
towards other countries. Within drug trafficking networks, conventional methods 
(money remittances, physically transporting cash, international money transfers) 
exist alongside more elaborate methods (cash collection and settlement networks, 
conversion of cash into gold).

Thanks to Tracfin’s expertise in detecting financial flows from drug trafficking, 
it is able to identify intersections of different money laundering methods: cash 
transfers, property investments, suspicious injections of funds into companies 
operating in high-risk industries.

Since 2018, Tracfin has received an average of 400 reports a year involving 
suspected drug trafficking, with 90% of these coming from payment institutions.

The cases handled by Tracfin in 2020 show that cash transfers remain a popular 
vector for laundering drug trafficking proceeds. Large sums are sent back to 
producing countries and countries of transit, usually via “mules”.17 The sender 
will often have a drugs-related criminal record in the country or French overseas 
territory where these cash transfers are sent to. 

French Guiana and Suriname remain major drug-trafficking hubs, primarily for 
cocaine being sent to mainland France. The geographic proximity of Suriname 
to French Guiana makes France a particularly attractive destination for South 
American drugs being sent to Europe, usually via mules travelling from French 
Guiana. Individuals based in mainland France, typically of Guyanese or Surinamese 
origin, collect cash from people in locations across the country. This money is 
then sent back to recipients in French Guiana or Suriname. These cash transfers 
are usually inconsistent with the financial situation of the people sending the 
money, and the recipients tend to have a history of criminal or customs offences 
involving drug trafficking. 

Balkans-based networks are also actively involved in trafficking drugs in France, 
primarily heroin and chiefly in the Rhône-Alpes region. The people involved in 
the trafficking play a dual role: reselling the drugs in France and laundering the 
proceeds via transfers of cash to individuals located abroad.

17. A mule is a person who transports drugs across borders, whether in their luggage or on or inside their person. 
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Tracfin has also detected a more elaborate money laundering technique that 
involves using legally established companies, either to introduce funds into the 
real economy via cash injections or to pay undeclared workers in cash. The 
following describes how the proceeds of crime are typically introduced into a 
legitimate business:

 → A network of drug traffickers oversees the collection of proceeds, primarily 
in cash.

 → This cash is given to companies operating in high-risk industries such as 
construction, private security, used car sales, telephony and gambling.18 The 
cash may be used in part to pay undeclared workers or to purchase equipment 
within the European Union.

 → Under the pretext of their business activities, these companies bank the 
funds, either in cash or via bank card payments.

 → These funds are then sent to other companies, via money transfer or cheque, 
on the basis of fake invoices. Often, these are shell companies. The funds 
may also be transferred by buying goods and reselling them abroad, with 
the proceeds transferred to the traffickers.

In 2020, Tracfin stepped up its cooperation with the intelligence community in 
the area of drug trafficking. It also joined the DGDDI and the DGFiP in participating 
in a drug trafficking steering committee led by the Ministry of the Interior, and 
is an active contributor to the national anti-drug plan, adopted in 2019, designed 
to improve the collection and sharing of intelligence between government 
departments, under the leadership of the Anti-Narcotics Office (OFAST). 

Proceeds of procuring in prostitution largely laundered through non-banking 
financial circuits
Tracfin receives information on a certain proportion of cash transfers made to 
and from France by means of systematic information disclosures (COSIs) 
concerning money remittance transactions.19 Tracfin can use this information to 
investigate low-value cash transfers that, individually, would not trigger a suspicious 
transaction report but, when cross-referenced, can help uncover cash transfer 
channels associated with trafficking, flesh out networks of targeted individuals 
and identify the potential ramifications of these networks abroad. 

18. A ranking of the industries most at risk for drug trafficking can be found on page 12 of the ML/TF Risk Trends 
and Analysis in 2019–2020 report.

19. Tracfin, “ML/TF Risk Trends and Analysis in 2019–2020”, pp. 22 to 25. 
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The circuit:

1 Company A operated a retail business selling 
used mobile phones. The manager and several 
employees had criminal records for drug trafficking.

2 The volume of cash and bank card payments 
taken in by Company A was inconsistent with its 
business operations and pricing, totalling more than 
€3m.

3 Most of the company’s incoming funds were 
transferred to bank accounts held by companies 
established in other European countries. An analysis 
of the bank accounts of Company A’s manager 
revealed that he had financial ties with these 
companies.

4 Via its international partners, Tracfin learned that 
one of these foreign companies was under 
investigation for money laundering by local 
authorities.

Cash
Bank card 
payments

Company A
Telephony sector

Manager

Ties to these companies

Bank accounts

Companies 
established in Europe

One of these companies is 
under investigation for money 
laundering by local authorities

Transfer of funds

€3m received

1

The manager and several 
employees have criminal records 

for drug trafficking

2

3

4

CASE STUDY 2

Drug trafficking 
proceeds laundered 
via a mobile phone 
company
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Eastern European nationals

€300,000
Cash remittances

Same recipients

Including Mr X
- Lives in France
- Travels frequently 

to eastern Europe

Bank card purchases

Companies specialising in web 
hosting, including for websites 

advertising escort services

Phone numbers associated with 
websites advertising escort services

€70,000

Other individuals

Money transfers

1

2

4

3

5

CASE STUDY 3

International money laundering network 
associated with procuring in prostitutione

The circuit:

1 Four eastern European nationals, living in France 
without declaring any official income, all made cash 
remittances to the same recipients, all together 
totalling nearly €300,000.

2 The recipients of these remittances were based 
in eastern Europe and central Asia. One of them, 
Mr X, lived in France but frequently travelled to 
central Asia, where he collected the funds resulting 
from these remittances. All the recipients had 
received cash remittances from other senders with 
a profile similar to that of the four foreign nationals 
in point 1 above.

3 Tracfin’s investigations based on the phone 
numbers of two of the senders revealed ties to 
websites advertising escort services. 

4 Mr X was discovered to be the recipient of money 
transfers totalling €70,000 from a large number of 
individuals.

5 Some of the money transferred to Mr X was in 
turn transferred to other individuals who held 
positions as business executives.

6 A portion of the funds was used to make bank 
card purchases from foreign companies specialising 
in web hosting, SEO and online advertising, including 
for websites advertising escort services.
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Under its 2021–2023 Plan, Tracfin decided to diversify and expand its investi-
gations and work methods to more effectively process information from COSIs, 
detect injections of illegal funds into the legitimate economy and uncover how 
the transnational criminal groups involved in these trafficking operations are 
organised.

ONLINE BUSINESS RELATIONSHIPS LEAD TO MORE COMPLEX 
METHODS OF GAMBLING-BASED MONEY LAUNDERINGS

The gambling industry encompasses the physical games offered by casinos and 
gaming clubs, the lottery games operated by Française des jeux (FDJ), the betting 
games operated by Pari mutuel urbain (PMU) and the activities of online game 
operators.20

The vulnerabilities of this industry stem in part from the difficulty in identifying 
and tracking customer relationships. Brick-and-mortar gambling locations and 
lottery/betting sales points are particularly exposed to customer anonymity due 
to the opportunity they offer to launder cash of uncertain origin. Conventional 
methods for laundering cash include exchanging cash for winning tickets, buying 
casino tokens or placing multiple wagers on relatively safe horse racing bets.

Another issue in the gambling industry, particularly online gambling and sports 
betting, is the potential to undermine the integrity of sport. After publishing a 
warning in its ML/TF Risk Trends and Analysis in 2019–2020 report,21 Tracfin has 
undertaken an awareness-raising campaign among exposed stakeholders and 
has made integrity in sport a priority area of focus. It will also be part of the next 
update to the national risk analysis, due to be completed by year-end 2021.

Casinos and gaming clubs
Under encouragement from the industry groups they belong to, many gaming 
establishments have begun conducting analyses of risks and internal procedures, 
which have become more effective. However, from a qualitative standpoint, the 
industry’s STRs continue to fall short of the expectations Tracfin has repeatedly 
expressed. The reports Tracfin receives tend to concern unusually large amounts 
of cash being gambled but contain little more detail. Tracfin asks that casinos 
and gaming clubs make an effort to, at minimum, always include supporting 
documentation to back up their STRs (records of winnings, records of payment 
vouchers, list of red flags, video surveillance reports, list of cheques, known bank 
accounts, etc.).

In 2020, 23% of STRs did not include any supporting documentation. Yet providing 
records of winnings is an important part of a high-quality report. The statement 
of facts in the STR should include an analysis of the individual’s gaming transactions 
and winnings, their behaviour and a summary of information obtained from 
open sources. An intra-group analysis of information pertaining to an individual 
would also enable a more effective analysis. Furthermore, Tracfin has noted that 
some establishments still have not registered with the ERMES e-reporting system. 
Tracfin encourages all reporting entities to register for this system, which makes 
it fast and easy to share information, particularly in cases where Tracfin exercises 
a right to discovery.

20. Industry-by-industry reporting activity is presented in detail in the Statistical Overview at the end of the 
report.

21. For a detailed assessment of the risks to integrity in sport, see pp. 49–52 of Tracfin’s ML/TF Risk Trends and 
Analysis in 2019–2020 report.

20 TRACFIN 2020 - OPERATIONS AND ANALYSIS REPORT



Casino STRs investigated by Tracfin were the source of notification reports to 
the courts for suspected money laundering as defined in Article 324-1-1 of the 
French Criminal Code. These cases primarily involve the use of large amounts of 
cash of uncertain origin (no bank account traceability) by regular gamblers (who 
routinely visit one or two casinos) with no declared business activity who continue 
to play despite frequently losing.

Lotteries and horse race betting: spotlight on Française des jeux
and Pari mutuel urbain

La Française des jeux
FDJ has improved its AML/CFT procedures: Tracfin has noted that its STRs are 
markedly more detailed in terms of identifying the individuals and legal entities 
concerned by the reports. The background and business relationship checks 
conducted by FDJ (individuals’ professions, associates of presumed victims, 
suspects’ digital trails) are well done and significantly facilitate Tracfin’s investi-
gations. As noted in 2019, FDJ has endeavoured to develop its risk analysis based 
on Tracfin’s recommendations, targeting geographical areas such as priority 
security areas or specific départements, regions or overseas communities.

FDJ has also adopted the recommendations of the joint guidelines for gaming 
operators. This includes asking for proof of the source of funds over a certain 
amount deposited into gaming accounts, which is not only an example of a best 
practice, but also satisfies the legal obligation to use enhanced due diligence 
measures when a particularly high-value transaction is detected.

As a result, the most common case types (unknown source of funds, repeated 
wins, exchanging cash for winning tickets) appear to be under control and are 
regularly disclosed to the courts. Several cases of suspected money laundering 
have been identified by Tracfin thanks to STRs from FDJ involving repeated 
high-value wins. An analysis of how these winnings are used has revealed 
investments in savings accounts or property investments.
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Pari mutuel urbain (PMU)
In 2020, there was a significant drop in the number of STRs received from PMU 
(down 61% from 2019), attributed to the shutdown of horse racing in the spring 
of 2020. This sharp and sudden decline was an unfortunate development; the 
information reported by PMU is typically of high quality and serves as an example 
of best reporting practices.

Within its physical distribution network, PMU’s gambling rules ensure effective 
coverage of the risks associated with winning tickets being exchanged for cash, 
a case type Tracfin is familiar with. The due diligence procedures followed by 
PMU for high-risk customers also help identify suspected financial offences such 
as misuse of company assets and breach of trust.

Online gambling
In December 2019, guidelines for authorised online gaming operators were 
published, wrapping up a work cycle initiated by Tracfin and the industry regu-
lator in collaboration with operators. As for 2020, the year began with a sharp 
economic decline, as in other gambling sectors, with the pandemic causing major 
sporting events to be postponed. However, the summer’s economic upswing 
made way for a 22% increase in gross gaming 
revenue for 2020, breaking records with a total 
turnover of €1.7bn.

In Tracfin’s estimation, the most useful reports 
come from operators working with increasingly 
effective risk classifications, allowing them to 
identify case types such as prepaid cards being 
used to launder cash of criminal origin. A gaming 
account that is replenished in cash using one of 
these new payment methods is one of the case 
types most frequently reported to Tracfin, along 
with non-active users (funds transferred to a bank 
account from a gaming account replenished via a 
prepaid card without any games having been 
played) and ties detected between different 
gaming accounts created using stolen identities. 
Some operators have also expanded their analyses 
based on the warning signs and case studies 
included in the joint guidelines drafted by Tracfin 
and the industry regulator.22 For example, PMU’s 
reporting activity in the online segment was much 
improved in 2020, thanks to increased analysis of 
warning signs such as ties between users, devices 
used to log in and identical addresses recorded in 
multiple accounts. PMU’s reports led to a case 
involving an organised criminal network being dis-
closed to the courts.

KEY FIGURES FOR THE INDUSTRY IN 2020

Casinos

 → 1,107 STRs in 2020 (a 19% drop from 2019)
 → Due in part to a 40% drop in gross gaming 

revenue compared to 2019
 → 18% of STRs > €100,000
 → Tracfin issued 76 requests for information
 → Some 30 casinos have not sent any STRs since 

2018

FDJ and PMU

 → 252 STRs in 2020 for FDJ (a 58% increase over 
2019)

 → A 9% drop in STRs from the physical network 
due to the pandemic

 → 41 STRs in 2020 for PMU (a 61% drop from 2019)
 → 52% of STRs > €100,000
 → Tracfin issued 84 requests for information (FDJ 

and PMU combined)

Online gaming operators

 → 374 STRs in 2020 (a 61% increase over 2019)
 → 10% of STRs > €100,000
 → Tracfin issued 63 requests for information
 → The flow of STRs is not equally distributed 

considering the market share held by certain 
operators

22. www.economie.gouv.fr/files/files/directions_services/tracfin/pdf/
Lignes-directrices-LAB-ARJEL.pdf (in French only)
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As for online gaming operators with a moderate market share, they should 
continue to develop their capacities in order to improve both the quantity and 
quality of their STRs. In terms of quality, Tracfin stresses the importance of 
providing an analysis in the statement of facts, which helps Tracfin process the 
information and conduct its investigations. As in other gaming sectors, it is also 
important to provide complete and detailed information in the supporting 
documentation concerning gaming accounts and transactions, specifically all of 
the details provided when the user opened their account, changes to banking 
details, the numbers of all bank cards used, a detailed history of their bets and 
whether that history is consistent with their gaming profile.

Again this year, the value of STRs from reporting entities in this sector has been 
demonstrated by the administrative and court outcomes of reports made by 
online-only gaming operators. The case types associated with notification reports 
primarily involve the laundering of cash of criminal origin, tax evasion or the 
investment of the proceeds of carding.23 Other cases highlighted the fundraising 
role played by gaming accountholders and new methods for converting cash via 
property investments and crypto-assets.

In the coming years, the new regulatory framework for the gambling industry, 
which has covered all stakeholders except for casinos and gaming clubs since 
January 2020, must allow for new and easier ways to exchange information 
between stakeholders, in order to maintain high AML-CFT standards.

23. Carding refers to stealing and reselling bank account details.
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Mr X
Horse breeder 
and landlord

Property investments

Cash bets
Source unknown

€630,000

€700,000

€140,000

Horse racing bets
Always 

on the same horse

Unusual betting profile
- No bets over €2,000
- Cashes in winnings
- Simultaneous transactions

Winnings

1

2

3

4

The circuit: 

1 Mr X made horse racing bets, always in cash. The 
source of the cash was unknown.

2 Mr X had the profile of a gambler who made large 
wagers on relatively safe bets. He placed all his bets 
on the same horse, never more than €2,000 at a time, 
thereby circumventing ID requirements. Some of his 
bets were made simultaneously, raising the suspicion 
that he may have been colluding with someone.

3 Mr X cashed in his winnings instead of regambling 
them.

4 Mr X used part of his winnings to purchase 
property, which he used to earn rental income.

CASE STUDY 4

A horse breeder laundering 
money through betting

24 TRACFIN 2020 - OPERATIONS AND ANALYSIS REPORT



Family A

Criminal record:
- Fraud
- Being in possession of fake ID
- Receiving fraudulent money transfers

Bank accounts of 
Family A

Holds

€240,000

Online bank accounts opened 
by Family A using stolen identities

Individuals

Victims of identity theft

€300,000

Prepaid cards

€100,000

Source of funds?

Cash
transfers

€100,000

€100,000

€150,000

€40,000

€50,000

Gaming accounts opened
by Family A, both in their own names 

and using stolen identities

1

2

3

4

5

6 Cash

CASE STUDY 5

Stolen identities and online gaming accounts 
used to launder money

The circuit:

1 The bank accounts of Family A received deposits 
from individuals located in other EU countries. Two 
of these individuals had pressed charges for identity 
theft, which was confirmed by comparing ID photos 
with video surveillance footage obtained when cash 
withdrawals were made by members of Family A.

2 Family A used fake ID documents to open online 
bank accounts in multiple institutions in France and 
elsewhere in the EU. An account was also opened in 
an electronic money institution that sold prepaid 
cards, operating in France on a freedom of 
establishment (FOE) basis. This institution had been 
sanctioned by the Prudential Supervision and 
Resolution Authority (ACPR) for having insufficient 
AML/CFT procedures in place in terms of customer 
due diligence.

3 The online bank accounts were the source of 
money transfers sent to accounts held by Family A.

4 Family A opened online gaming accounts both 
in their own names and using stolen identities. Funds 
were deposited into these accounts using prepaid 
cards in order to conceal the source of the funds.

5 The online gaming winnings were deposited into 
Family A’s bank accounts.

6 Large cash withdrawals were made from Family 
A’s bank accounts.

ANALYSIS OF ILLICIT FINANCIAL NETWORKS IN 2020 25



DETECTING THE LAUNDERING OF PROCEEDS OF CORRUPTION 
REQUIRES SURVEILLANCE OF FINANCIAL FLOWS 
AT INTERNATIONAL, NATIONAL AND LOCAL LEVELS

France has a robust legal and regulatory framework for combating corruption. 
In 2013, the creation of three bodies – the High Authority for Transparency in 
Public Life (HATVP), the French Financial Prosecutor’s Office (PNF) and the Central 
Office for the Fight Against Corruption and Financial and Tax Crime (OCLCIFF) 
– helped strengthen the country’s anti-corruption system. This was followed in 
2016 by the Transparency, Anti-Corruption and Economic Modernisation Act 
2016-1691 of 9 December 2016, known as the “Sapin II Act”. This act introduced 
greater transparency into public policy decision making and the workings of the 
economy with the creation of an online register of interest representatives. It 
also created the French Anti-Corruption Agency (AFA), whose mission is to help 
individuals and legal entities prevent and detect corruption: bribery, influence 
peddling, extortion by public officials, unlawful taking of interest, misappropriation 
of public funds and favouritism.24

Other legislative developments have enabled Tracfin to improve its detection 
and investigation capacities in the area of corruption. The enactment of European 
anti-money laundering directives into French law has broadened the scope of 
AML/CFT reporting entities and, by extension, that of potential sources reporting 
corruption. In particular, Order 2016-1635 of 1 December 2016 enacting the fourth 
anti-money laundering directive (EU Directive 2015/849) strengthened Tracfin’s 
powers by facilitating access to police and gendarmerie records, extending the 
time limit for the right of opposition and expanding the list of recipients of 
Tracfin disclosures to include the AFA and the HATVP. It also amended the 
definition of “politically exposed person” (PEP),25 broadening it to cover not only 
foreign nationals but French citizens as well. This change resulted in heightened 
due diligence by reporting entities in this area, allowing Tracfin to process reports 
on a wider variety of domestic corruption case types (influence peddling, unlawful 
taking of interest, favouritism).

On the basis of these stronger investigation and disclosure powers, Tracfin 
disclosed 31 cases involving suspected corruption to the courts and criminal 
investigation departments in 2020, broken down as follows: bribery (46%), 
laundering the proceeds of bribery (24.5%), misappropriation of public funds or 
assets (19%), unlawful taking of interest and favouritism (6.5%) and influence 
peddling (4%). An analysis of these cases found a distinction between cases 
involving an international component (laundering in France of the proceeds of 
corruption or the misappropriation of funds committed abroad; bribery of 
foreign public officials) and domestic cases (exposure of PEPs to risks of 
favouritism, unlawful taking of interest, influence peddling and misappropriation 
of funds). 

24. Article 432-10 et seq. of the French Criminal Code (legislative part, book IV, title III, chapter II, section 3).

25. The notion of a PEP as defined in the French Monetary and Financial Code in Articles L.561 10, R.561 18 and 
R.561 20 2 covers people who hold or have held political, legal or administrative positions on behalf of the government.
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Combating corruption is one of Tracfin’s main areas of operational focus in its 
2021–2023 Plan. The new organisational structure introduced in April 2021 involved 
the creation of a new investigation unit specialising in corruption, within the 
Economic and Financial Crime Department. 

Effective international cooperation is vital for detecting corruption 
committed abroad
In the area of foreign bribery, Tracfin is a source for detecting cases of bribery 
of foreign public officials (FPOs) and also issues reports on the laundering in 
France of public funds misappropriated by foreign officials and the payment of 
bribes. Tracfin’s partnerships with its foreign counterparts are an important asset 
for detecting and investigating these crimes.

By definition, investigating international corruption cases requires being able to 
trace international financial flows. The correspondent banking operations of 
certain financial institutions provide Tracfin with an excellent resource for 
detecting money laundering circuits that would not be noticed otherwise. Tracfin’s 
operations also rely on the effectiveness of the PEP system, which is central to 
the fight against money laundering and international bribery. It helps guide 
Tracfin’s reporting entities by providing them with specific information about 
the types of people concerned by the additional due diligence measures provided 
for in Article R.561-2020-2 of the French Monetary and Financial Code. Both of 
these factors played a role in the STR behind the case study presented below.

Due to the close relationship between bribery and money laundering, a country’s 
AML/CFT system is an essential component of an effective anti-corruption system. 
Like France’s AML/CFT system, its anti-corruption system is based on a risk-based 
approach, whose methodology can be used as an additional source of risk 
classification for reporting entities, for instance based on a customer’s business 
sector, the scope of their activities, the roles and responsibilities of key executives, 
or the geographic area of the company’s operations. With this in mind, Tracfin 
contributed to the Organisation for Economic Co-operation and Development 
(OECD)’s Phase 4 monitoring of France for the implementation of its Convention 
on Combating Bribery of Foreign Public Officials in International Business 
Transactions. This monitoring exercise, which aims to evaluate France’s system 
for detecting and prosecuting FPO bribery cases and the progress made since 
its last evaluation (2012), was an opportunity for Tracfin to highlight its partnership 
with the AFA. 
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Company A
Commodity

supplier

Country in crisis High AML/CFT risk countries

Mr X
Ties to a PEP under 

international 
sanctions

Bénéficiaire effectif

Mr Y
Minister for Energy

Company B
State-owned company 

Implicated in major cases
of misappropriation of funds

Company C

CEO
Parent 

company

€11m

EU countries

Bank 
accounts

Holds

€25m

Company D
Credit intermediary

Owned by a textile company

€2m

Company E
Letterbox company 

with unclear corporate purpose

€2m

Company G
Beneficial owners are nationals 

of the country in crisis

€2m

Flows concealed by 
establishing a trust

€4m

Payments based 
on fake invoices

Company F
Commodities broker

Implicated in several bribery cases

1

2

3

4

5

CASE STUDY 6

Suspected bribery and misappropriation of public funds 
in a country in crisis detected through correspondent 
banking activity

The circuit:

1 Mr Y was the Minister for Energy in a country in 
the midst of a major political and economic crisis 
where there were high levels of corruption. Due to 
his position, Mr Y was considered a foreign PEP. He 
ordered funds to be transferred through Companies 
B and C to Company A, the beneficial owner of which 
had ties to one of the country’s leaders, a PEP under 
international sanctions for accusations of bribery, 
money laundering and drug trafficking. The financial 
circuits were uncovered thanks to international 
cooperation.

2 Company A, which operated in the commodities 
sector, transferred funds to bank accounts it held in 
Europe, including France. Funds also moved within 
France through correspondent banking channels (see 
inset on correspondent banking and ML/TF risks).

3 To conceal the identities of the recipients, 
Company A established a trust from which it sent 
money transfers to Company D, the beneficiary of 
the trust, for no obvious economic reasons.

4 Company D then transferred the funds to a transit 
account held by a European letterbox company, 
Company E.

5 Company E then transferred the funds to two 
companies: Company F, which was known to be 
involved in numerous bribery cases, and Company 
G, whose beneficial owners were nationals of the 
country in crisis.

The nature of the arrangement – involving a PEP and 
their inner circle targeted by international sanctions, 
an array of companies registered in offshore countries 
with a lack of transparency, and bank accounts 
opened in financial centres with lax AML/CFT controls 
– raised suspicions of laundering of the proceeds of 
bribery or misappropriated public funds. Suspicious 
were further aroused by the central role played by 
Company A, which operated in an industry at high 
risk for such crimes and for the laundering of their 
proceeds.
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CORRESPONDENT BANKING 
AND AML/CFT

The FATF defines correspondent banking as the 
provision of banking services by one bank (the 
correspondent bank) to another bank (the respondent 
bank).26 According to the Prudential Supervision and 
Resolution Authority (ACPR),27 it is when a credit or 
payment institution (the correspondent institution) 
provides payment services or transaction banking 
services to another institution (the respondent 
institution) representing its own customers. This 
means the correspondent institution is carrying out 
third-party transactions.

In practice, correspondent banking operations occur 
when a bank transfer is sent outside a given currency 
area and a foreign exchange transaction is required. 
When funds are transferred between two different 
currency areas, for example between a French bank 
(euros) and a US bank (dollars), the French bank has 
to open an account with a US bank. The US bank then 
becomes the French bank’s correspondent institution 
in the US. In this arrangement, the correspondent 
institution is carrying out transactions on behalf of 
third parties. The US bank keeps the French bank’s 
account up to date and records any movements of 
funds (known as a “vostro” account); and the French 
bank keeps a mirror account of its assets on deposit 
with the US bank (known as a “nostro” account).

Large international banks generally provide 
correspondent banking services for thousands of 
other banks. Respondent banks have access to a wide 
range of services, including cash management 
(accounts in multiple currencies, etc.), international 
wire transfers, cheque clearing, pass-through accounts 
and foreign exchange services.

Correspondent banking is essential to the smooth 
flow of international financial transactions. However, 
the number of financial institutions that offer these 
services internationally is decreasing, due to cost, 
AML/CFT risks and the risk of violating sanctions 
regimes. The decline of correspondent banking has 
opened the door to less conventional payment 
methods not covered by AML/CFT regulations.

Institutions that provide correspondent banking 
services are exposed to specific ML/TF risks in that 
they do not know the risk profile of the customers 
behind transactions and do not have any information 
on the business relationship. For that reason, these 
institutions are subject to additional due diligence 
requirements.

Following a risk-based approach, correspondent ins-
titutions are required to identify the risks associated 
with their correspondent banking operations. There 
are three types:

 → Country risk: The correspondent institution must 
consider the risk associated with the country 
where the respondent institution is established, 
i.e. whether it is located in an EU/EEA country or 
a non-EU country with equivalent AML/CFT 
obligations, in a country with strategic AML/CFT 
weaknesses (particularly those on the FATF and 
EU lists of high-risk jurisdictions) or in a country 
subject to financial sanctions, embargos or 
restrictions associated with the financing of 
terrorism and proliferation (prohibition and/or 
asset freezing measures).

 → Product/service risk: Cheque cashing or 
discounting, pass-through accounts, and 
“nested”28 correspondent banking relationships 
all pose particularly high ML/TF risks.

 → Credit institution risk: The correspondent 
institution must consider the ML/TF risk posed 
by the respondent institution (governance, 
executives’ reputations, effective owners, position 
in nesting arrangements, etc.).

26. Glossary of the FATF Recommendations: www.fatf-gafi.org/glossary 

27. Sector-based implementing principles for correspondent banking 
published online by the ACPR on 13 June 2018.

28. Nesting arrangements are when there are multiple financial institutions 
between the initiating customer and the end recipient.
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According to France’s national risk analysis published 
in 2019,29 correspondent banking operations are 
classified as posing a moderate ML/TF risk. Despite 
the high degree of vulnerability inherent to 
correspondent banking, the risk is mitigated by the 
regulatory requirements imposed on AML/CFT 
reporting entities. The residual degree of vulnerability 
is considered low for correspondent banking 
relationships with banks established in EU/EEA 
countries, which are subject to AML/CFT regulations 
equivalent to those in France. As for non-EU/EEA 
correspondent banking relationships, the residual 
degree of vulnerability is considered moderate, due 
to mitigation measures (additional due diligence 
measures, ban on establishing correspondent banking 
relationships with shell banks, etc.).

Tracfin has been receiving an increasing volume of 
information relating to correspondent banking tran-
sactions. STRs cover most offences handled by Tracfin 
and have been helpful in detecting money laundering 
cases involving the proceeds of bribery. In money 
laundering cases where Tracfin is unable to find a 
French connection, it cooperates with its foreign 
counterparts to ensure the investigation is carried 
out by the competent authorities.

29. COLB, “Analyse nationale des risques de blanchiment de capitaux 
et de financement du terrorisme en France”, September 2019.
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A closer look

BRIBERY AND MONEY LAUNDERING 
IN MINERAL PRODUCTION AND TRADE: 
AN ALARMING INTERNATIONAL 
PHENOMENON NOT YET WIDESPREAD 
IN FRANCE

Mining-dependent countries are particularly exposed 
to bribery risks, on two fronts: firstly, due to the 
lucrative potential of a mining income stream, 
particularly when mineral prices are high, and 
secondly, due to the heavy involvement of 
government in the mining industry, creating potential 
conflicts of interest and threatening to politicise the 
decision-making process. 

The points at which corruption risks arise include 
when contracts or permits are being awarded (mining 
permits, supply contracts, etc.), once mining/trading 
is underway in order to circumvent regulations (lack 
of transparency in public procurement, bribes paid 
for the ability to mine quantities over and above 
contract terms or to avoid paying taxes and duties, 
etc.), when the government receives mining revenue 
(misappropriation of public funds) or while regulations 
are being drafted (lobbying, electoral campaign 
funding).

Identifying these corruption risks requires having 
comprehensive information about the mineral’s value 
chain, by identifying the steps between extraction 
and final acquisition, how the government monitors 
the process, who the stakeholders are and what 
payment methods are used. 

One of the methods of laundering criminal proceeds 
in the mineral production and trade industry is trade-
based money laundering (TBML).30 It is an elaborate 
form of money laundering, used in particular by 
criminal networks, which involves introducing dirty 
money into legitimate business channels by 
manipulating the price, quantity, quality or source of 
minerals being exported or imported, for instance 
on customs declarations. TBML can be combined 
with other money laundering techniques, such as 
cash transfers, foreign exchange transactions, informal 
hawala-type remittance systems and shell companies.

Furthermore, bribery schemes in the mining industry 
often have an international component involving 
numerous participants, which has the effect of 
diluting the liability of each individual. Between the 
complexity and non-transparency of the trade of 
some minerals and the difficulty of ensuring 
traceability, it is a challenge for authorities to detect 
bribery cases.

As a matter of fact, Tracfin does not receive many 
suspicious transaction reports with clear indications 
of bribery or money laundering in the mining sector. 
However, by working on multiple converging lines of 
evidence, Tracfin can help confirm suspicions of 
misappropriation of public funds committed by 
foreign PEPs or their associates with interests in 
mining operations, or the laundering of proceeds 
from such a crime in France.

The OECD has published a body of work 
on detecting crime in mineral supply 
chains, including bribery risks. One such 
publication is the third edition of 
“OECD Due Diligence Guidance for Res-
ponsible Supply Chains of Minerals 
from Conflict-Affected and High-Risk 
Areas”, published in April 2016.31

30.  “Trade-Based Money Laundering”, report published by the FATF, 
23 June 2006.

31. The OECD’s publications on mineral supply chains can be found on its 
website: www.oecd.org/corporate/mne/mining.htm
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In France: risks associated with PEPs and local elected officials
Tracfin’s contribution to combating corruption in France by public officials is 
largely attributable to the reports it is sent. Since the introduction of Order 
2016-1635 of 1 December 2016 bolstering France’s AML/CFT system, the definition 
of PEP, which had until then been limited to foreign individuals, now includes 
French nationals holding the positions listed in Article R.561-18 of the French 
Monetary and Financial Code.  

These individuals are subject to additional due diligence measures, as set out in 
Decree 2009-1087 of 2 September 2009 on the due diligence and reporting 
obligations for the prevention of the use of the financial system for ML/TF 
purposes.32 These due diligence measures ensure Tracfin receives relevant STRs, 
helping it to detect cases of suspected money laundering in relation to corruption, 
specifically bribery.

Although monitoring the PEPs defined in Article R.561-18 of the French Monetary 
and Financial Code does help mitigate bribery risks, it is not enough to prevent 
all types of corruption risk nationwide. That is why Tracfin also conducts increased 
due diligence on individuals holding local public office, government decision-
makers, executives of semi-public companies and members of the executive 
bodies of local and regional authorities. These due diligence measures are based 
on the work of the HATVP and the register of interest representatives. As of 
1 July 2022, the scope of this register will be extended to include certain executive 
roles within local and regional authorities and other public officials such as 
department and division heads within the central government.

Tracfin has a strong and fruitful partnership with the HATVP, resulting in 
notification reports for suspected corruption or failure to declare by public 
officials under the HATVP’s jurisdiction. These cases highlight particularly exposed 
sectors such as construction, transportation, the environment and waste and 
water management.

Cases observed by Tracfin involving ethics violations by public officials
The definition of PEP is now the primary criterion for AML/CFT reporting entities 
to apply additional due diligence measures. As a result, most STRs Tracfin receives 
involving suspected corruption pertain to French or foreign PEPs or their 
associates.

32.  The additional due diligence measures are set out in Article R.561-20-2 of the French Monetary and Financial 
Code in cases where the client or beneficial owner is a PEP, and in Article R.561-20-3 in cases where the beneficiary 
or beneficial owner of a life insurance or capitalisation policy is a PEP. These articles provide for heightened due 
diligence measures, as set out in Article R.561-12-1, and a search for the source of assets and funds involved in the 
business relationship.
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The circuit:

1 Mr X held multiple elected local government 
positions in a region where he and his family 
purchased a piece of land through a property holding 
company, Company A. Under Mr X’s mandates, 
decisions had been made that caused the value of 
the land to appreciate and made it easier to sell 
though a proposed property development.

2 Company B, which specialised in property 
development, purchased the land from Family X. The 
funds were paid into the account of Company A, 
then transferred to the bank accounts of the 
members of Family X. The deed of sale included a 
non-compete clause prohibiting the construction of 
commercial or business premises operating in the 
same industries in which Mr X operated companies 
as a private business owner.

3 At the same time, a social housing company in 
the region covered by the local government where 
Mr X held elected office paid €20m to Company B 
to carry out an “off-plan sale” property development.

Mr X was suspected of having profited from his 
position as an elected official by making or influencing 
decisions designed to increase the value of his land.

CASE STUDY 7

Suspected unlawful taking 
of interest by a local elected 
official
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The circuit:

1 Ms X was an elected local government official. 
As such, she was required to declare any assets and 
interests to the HATVP. 

2 Ms X founded Company B in order to support 
the reorganisation of Company A, which was in 
financial distress. Family members of Ms X were 
partners of Company A. When it was founded, 
Company B was never registered, either with a 
business registration centre or with the commercial 
court registry.

3 For several years, Ms X received funds from 
Company A without declaring them on her tax 
returns. These payments constituted compensation 
for undeclared activity, pursuant to paragraph 3 of 
Article L.169 of the French Book of Tax Procedures. 
By failing to declare these payments and reusing the 
funds, these offences could be considered tax evasion 
and money laundering.

4 Ms X did not declare the funds she received from 
Company A or her interests in Companies A and B in 
her asset and interest declarations to the HATVP. 
This was likely to be considered a “material omission” 
of a significant portion of her assets.

CASE STUDY 8

Tax evasion and failure 
to declare assets 
and interests to the HATVP 
by an elected official

Ms X
Local elected official

Managing 
partner

Company B
Consulting company,

never formally registered

Company A

Mr J and Mr K

Wife and mother of

€350,000

Failure to declare assets and interests 
to the HATVP

Sponsored a business recovery plan for Company A

Compensation for 
undeclared activity

Partners

1

2

3
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The circuit:

1 Mr X, a public official working at a remand centre, 
received funds in various formats, some of which 
were difficult to trace (cash, money transfers). There 
was no obvious economic reason for him to receive 
these funds, some of which came from individuals 
he had no ties to.

2 Mr X solicited donations from associates to help 
out a family member convicted of illegal trafficking. 
The money was not used as promised; bank drafts 
made out to the court that issued the conviction 
were cancelled.

3 Mr X sent an international money transfer to an 
investment partner in a property abroad. This was 
confirmed by information obtained from partner 
FIUs.

The financial flows suggest that Mr X’s intention was 
to conceal the source of the funds he received, which 
are likely to have been made in exchange for favours 
at the remand centre.

CASE STUDY 9

Undeclared income 
by a public official

ANALYSIS OF ILLICIT FINANCIAL NETWORKS IN 2020 35

No 
consideration

Associates of Mr X
Mr X

Prison guard€30,000

Cash
From unknown sources

Individuals

€8,000

€19,000

Mr X’s brother-in-law
Convicted of drug trafficking

€17,000

€600

Mr X’s brother Bed and breakfast

Purchase

Mr X’s country of origin

X
Payment of the brother-in-law’s fine

Bank drafts cancelled

€40,000

To help Mr X’s
brother-in-law pay a fine

1

2

3



However, Tracfin has noted that certain categories of public officials are exposed 
to higher risks of corruption due to the nature of their duties, particularly if they 
are involved in public procurement, human resources management or subsidy 
disbursements. There are also cases involving income from potentially undeclared 
activity by public officials; these cases are disclosed to the tax authorities or to 
the courts if Tracfin’s investigation leads to a finding of suspected passive bribery.

Tracfin has made several court disclosures involving cash payoffs received by 
public officials. Suspicions involve officials either actively employed or on leave 
of absence, and sometimes individuals in a position of public authority, who 
receive large cash deposits in their bank accounts from unknown sources, or 
whose bank accounts are not used to make many everyday purchases or any at 
all, suggesting they are paid for in cash.

HIGHER CASE VOLUMES OF FALSIFIED 
AND MANIPULATED ACCOUNTING RECORDS

After expanding its accounting capabilities, Tracfin is now able to further its 
investigations by detecting potentially falsified or manipulated accounting records 
by companies suspected of misusing company assets or fraudulently initiating 
insolvency proceedings. This information can help uncover violations of the 
French Commercial Code. Between 2018 and 2020, Tracfin sent 150 notification 
reports to the courts involving suspected misuse of company assets, misuse of 
credit, abuse of power and fraudulent insolvency.

Tracfin’s operations in this area rely on information received from accounting 
professionals. In terms of numbers, STRs received from chartered accountants 
and auditors increased by roughly 5% in 2020 (600 in 2019 and 629 in 2020), with 
different trends between the two professions: chartered accountants sent 516 
STRs in 2020, up from 504 in 2019 (a 2% increase) and auditors sent 113 STRs in 
2020, up from 96 in 2019 (a 17% increase). This is an encouraging development, 
stemming from awareness-raising efforts targeting these professionals in recent 
years and their having become more familiar with the AML-CFT system. It is 
important to keep up these efforts, given the reporting potential of the two 
professions, with nearly 20,000 chartered accountants and 13,000 auditors in 
France. However, the number of each that sent reports in 2020 (354 chartered 
accountants and 83 auditors) represent only a small fraction of France’s accounting 
professionals and the information they are privy to.

Tracfin also encourages these professionals to include supporting documentation 
in their reports in order to ground their suspicions and facilitate investigations. 
This could include disputed invoices, accounting records such as cash ledgers, 
partners’ current accounts, etc. Nearly half of all STRs submitted by chartered 
accountants and auditors are sent without supporting documentation. It is 
therefore essential to at least provide identifying information for the individuals 
and entities in question. This includes details found on both personal ID 
documents (full name, date and place of birth, address) and company registration 
or KBIS certificates (SIREN number, address, date of establishment).

Some 15% of STRs concern misuse of company assets, including cases of overdrawn 
partners’ current accounts, payment of personal invoices, unjustified cash 
withdrawals and falsified invoices. Accounting professionals also submit a high 
number of STRs concerning suspicions of tax evasion and social fraud, whether 
through under-declaring turnover, falsifying invoices or committing VAT fraud. 
The third broad category of STRs concern partners’ current accounts, thanks to 
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the due diligence efforts of accounting professionals in this area, particularly in 
terms of the origin of funds (e.g. received from abroad from an unknown source, 
generated from illegal activity).

While these three categories cover most of the STRs Tracfin receives, there have 
also been reports of suspected fraud of various kinds, laundering of the proceeds 
of bribery, breaches of trust and economic predation. Reporting entities should 
also not neglect to pay attention to non-profit organisations. Overall, for both 
auditors and chartered accountants, the types of cases reported in STRs to 
Tracfin align with the sectoral risk analysis for the profession.

Tracfin encourages accounting professionals to provide more detailed analysis 
in their STRs, for instance the nature of transactions, the amounts in question 
and the individuals under suspicion. The description of facts is still frequently 
lacking in detail, as is the analysis. To improve the quality of STRs, the following 
should be taken into account:

 → State the role of the individuals under suspicion and the nature of the 
relationship with the customer.

 → Provide dates and estimates for transactions whenever possible.

It bears reiterating the scope of the reporting obligation set out in Article L.561-15 
of the French Monetary and Financial Code, which legally requires AML/CFT 
reporting entities to inform Tracfin of any funds or transactions associated with 
amounts that they know, suspect or have good reason to suspect are the proceeds 
of an offence punishable by a custodial sentence of more than one year, are 
connected with terrorist financial or derive from tax evasion (if at least one of 
the criteria in Article D.561-32-1 of the Code is met).
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The circuit:

1 Holding Company A, a company without any 
of its own resources, purchased several ailing 
companies in need of immediate and substantial 
injections of cash.

2 Holding Company A financed these acquisitions 
by acquiring ailing companies with substantial cash 
assets, which were transferred under cash pooling 
agreements. However, these cash transfers were not 
made in the interests of the holding company’s 
subsidiaries. They were instead used to finance its 
own operations, fund external growth initiatives and 
offset its own losses.

3 The individual annual accounts of Holding 
Company A were approved without recording any 
significant asset impairments or the cash transfers 
that were made. That means there were inaccuracies 
in the accounts of Holding Company A and its 
subsidiaries. 

4. The accounting transgressions and misuse of 
company assets led to a court-ordered reorganisation 
of Holding Company A, under which the subsidiaries 
risked losing the cash that was transferred to their 
parent company.

CASE STUDY 10

Accounting transgressions 
amid aggressive acquisitions 
of ailing companies

Holding 
Company A

Holding Company A has 
none of its own 

resources or bank 
financing to fund 
external growth

Ailing companies Companies with strong cash 
positions

Court-ordered reorganisation

Acquired

Cash transfers

Acquired

Inaccuracies in the individual annual 
accounts of Holding Company A and its 

subsidiaries

1 2

3

4
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SCOPE OF THE REPORTING OBLIGATION 
FOR AML/CFT REPORTING ENTITIES

What is a reportable offence?

Article L.561-15 of the French Monetary and Financial 
Code is the enactment into French law of Article 33 
of amended Directive (EU) 2015/849 of 20 May 2015 
(the “4th Anti-Money Laundering Directive”), which 
refers to suspicions or reasonable grounds for sus-
picion that “funds, regardless of the amount involved, 
are the proceeds of criminal activity or are related 
to terrorist financing [...].”

Since the enactment into French law of the 3rd Anti-
Money Laundering Directive of 26 October 2005 by 
the Order of 30 January 2009, lawmakers decided to 
considerably expand the scope of the reporting 
obligation, which now covers virtually all profit-
generating criminal activity (now assessed based on 
the seriousness of the crime, as measured by 
minimum sentence length). 

The subject of a suspicious transaction report, 
defined as “funds [...] derived from an offence” does 
not only refer to the offence of money laundering; 
it includes any profit-originating offence, whether 
money laundering or a predicate offence that 
generated profit, including tax evasion (where the 
profit is the evaded taxes).

Apart from transactions related to terrorist financing, 
there are two criteria used to determine whether an 
offence falls under the reporting obligation: (1) Did 
it generate profit? and (2) Is it punishable by a prison 
sentence of more than one year? If the answer is yes 
to both – as it is for money laundering, which is 
defined as an autonomous offence punishable by 
five years in prison under Article 324-1 of the French 
Criminal Code – then it falls under the reporting 
obligation for AML/CFT reporting entities.

Tax evasion, which is punishable under Article 1741 
of the French General Tax Code by five years in prison, 
also falls within the scope of section I of Article 
L.561-15 of the Monetary and Financial Code. 
However, given the complexity and frequency of this 
type of fraud, and to ensure Tracfin is not inundated 
with dead-end STRs, lawmakers created a specific 
reporting system for tax evasion, set out in section II 
of Article L.561-15 of the French Monetary and 
Financial Code. AML/CFT reporting entities are only 
required to report suspicions of tax evasion if at least 
one of 16 criteria set out in section II of Article D.561-
32-1 of the code is met; then, to trigger the reporting 
process, at least one criterion defined by decree must 
also be met.



UNCOVERING FRAUD AGAINST 
THE PUBLIC PURSE AND ASSISTING 
WITH RECOVERY

Taken broadly, fraud against the public purse is understood to mean fraudulent 
abuse of a system involving public funds. It thus covers not only tax evasion, 
social fraud and customs fraud but also abuse of publicly funded assistance 
schemes (business and employment support) and tax incentive schemes (energy 
transition support, investment incentives). 

Since coming under Tracfin’s remit in 2009, this type of fraud has become one 
of the Unit’s key missions, reflected by significant and continuous growth in both 
the number of disclosures to the tax authorities and the amount of tax reassessed 
and penalties issued.33

Tracfin reports can result in legal proceedings if a case concerns laundering of 
the proceeds of tax evasion, for example, or conspiracy to commit large-scale 
fraud. On average eighty cases a year of fraud against the public purse are referred 
to the courts by Tracfin, some of which, with new and typical profiles, such as 
white certificate (CEE) fraud, bear witness to the FIU’s ability to uncover fraud 
on the basis of the financial information gathered.

In 2020 Tracfin’s fraud prevention work was marked by the COVID-19 pandemic, 
since the emergency business and employment support schemes introduced by 
the government were the target of new types of fraud. In order to mitigate 
existing risks and pre-empt future ones, Tracfin sought to identify shared 
vulnerabilities in schemes with a known potential for fraud. This meant that 
special attention was paid to schemes for which: 

 → Applications were made online, especially through simplified log-in procedures 
based on easily falsifiable information (turnover, balance sheet, losses) or 
stolen identities (name, social security number, e-mail address, company 
name, etc.)

 → The conditions governing disbursement and use of funds were not specified 
or regulated

 → Eligibility and character checks were carried out afterwards rather than 
beforehand

 → Part of the scheme depended on recourse to third parties, particularly 
companies, without the methods of operation being specified

33.  Between 2017 and 2020, Tracfin produced over 2,600 reports for the DGFiP, including 612 in 2020, leading to 
some €195 million in reassessed tax and €112 million in penalties.
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EMERGENCE OF NEW PATTERNS OF FRAUD ARISING 
FROM THE ECONOMIC AND HEALTH SITUATION

Over the past twelve months the most significant types of fraud noted by Tracfin, 
in terms of both the volume and the total amounts involved, concerned the 
economic support schemes set up during the health crisis at the end of March 
2020. Here, the short-time working benefits scheme, the roll-out of the Solidarity 
Fund and the marketing of government-backed loans have been the main sources 
of fraud against the public purse.

Short-time working scheme fraud
Fraud relating to the short-time working benefits scheme introduced by Decree 
no. 2020-35 of 25 March 2020 on short-time working, was uncovered by Tracfin 
in the weeks following its roll-out, leading to a drive by the Unit to educate 
reporting entities about the risks found34 and inform the authorities of the 
mitigation measures and remedial action required.

Most of these cases showed a similar approach:

 → The benefit application was made online using corporate names and SIRET 
identification numbers that were either invented or stolen from existing 
firms 

 → False declarations were made regarding hours worked and hours not worked
 → In some cases, fraudsters assumed the identity of the Services and Payments 

Agency (ASP) to tell companies that they were not eligible for the benefit 
received and ask them to pay back the amount into a bank account set up 
for the purpose 

The following warning signs were thus brought to reporting entities’ attention: 

 → The receiving companies had been reactivated after having been dormant 
for a while

 → The company had not declared any employees or paid any wages
 → The amount of benefit received did not seem to match the number of 

employees declared by the company
 → The benefit received was not used to pay wages or was followed by 

inter-national transfers to individuals or companies domiciled abroad
 → Fake or stolen documents were used to receive benefits in the place of 

another company

34.  Including through the ML/TF risk report published by Tracfin in December 2020 (cf. Tracfin, “ML/TF risk trends 
and analysis in 2019 2020”, December 2020, pp.16-17).
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As at 31 December 2020, 105 cases had been referred to the courts by Tracfin, 
representing a total amount of €27 million and an average of €260,000 per case. 
This entailed exercising the right to object some thirty times, resulting in seizure 
of €2.5 million in total. Taken together, Tracfin’s reports enabled the courts to 
seize almost €6 million of fraudulently obtained benefits.

Solidarity Fund fraud
Early on in the health crisis, the government, the regions and the French overseas 
communities set up a Solidarity Fund (FDS) to stop small businesses, micro-
entrepreneurs, the self-employed and members of the liberal professionals from 
going out of business. The object of the fund was to compensate for loss of 
turnover during months of health restrictions. Originally designed for very small 
enterprises (VSEs), the Solidarity Fund was extended to intermediate-sized 
businesses and its upper limit was raised on 1 December 2020. The support ranges 
from €10,000 to 20% of turnover up to a ceiling of €200,000, depending on the 
business’s capacity, sector of activity and monthly loss of turnover.35

This extension of the scheme, together with the increase in the amount awarded, 
has made it vulnerable to abuse. Tracfin found that most cases combined 
short-time working fraud with Solidarity Fund fraud, suggesting the existence of 
organised groups abusing publicly funded schemes introduced in connection 
with the crisis. 

Between August 2020, when the first cases were referred by the Unit, and the 
end of the year, 14 disclosures were made to the courts, concerning a total of 
€2.5 million. This figure includes the short-time working fraud uncovered in nine 
of the 14 cases. Taken on its own for each of the 14 cases, including the nine also 
involving short-time working fraud, the amount at stake in Solidarity Fund fraud 
was €190,000, averaging €14,000 per case. This trend, continuing in the first 
quarter of 2021, warranted introduction of a faster special communication channel 
with the tax authorities in order to block access to the support schemes for the 
businesses flagged.

Most of these cases concerned businesses that were dormant or not eligible for 
the Solidarity Fund on account of their status or that had no financial difficulties 
warranting award of support. The eligibility criterion for the Solidarity Fund was 
in fact complicated to understand: checking whether businesses met the 
loss-of-turnover requirement proved to be difficult when they did not comply 
with their tax obligations. 

In this respect, introduction of prior checks on the SIREN number and the account 
given for payment of the support constituted preliminary obstacles to fraud. 
Performance of enhanced due diligence by banks when a large sum of support 
was sought also helped reduce risks.

35.  Detailed information on how support from the Solidarity Fund is awarded can be found at: https://www.
economie.gouv.fr/covid19-soutien-entreprises/fonds-de-solidarite-pour-les-tpe-independants-et-micro (in French).
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The circuit:

1 Between July and November 2020, Mr X received 
€11,500 from the Solidarity Fund for the period from 
March to October 2020.

2 Mr X and his one-person business were not 
eligible for the scheme.

3 The support received by Mr X was withdrawn in 
cash.

CASE STUDY 11

Solidarity Fund fraud

Manager

€11,500 received between 
July and November 2020 from 

the Solidarity Fund One-person courier 
business

The support received was 
withdrawn in cash

The activities of Mr X and his 
one-person business are not 

eligible for the scheme

Cash 
withdrawals

Mr X

1

23
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Misappropriation of government-backed loans
Government-backed loans (PGE) were rolled out as a quick way of meeting the 
cash requirements of businesses and the self-employed whatever their size, 
activity or legal status. These loans were vulnerable, since there were no condi-
tions concerning disbursement of the money or regulation of its end use. For 
the sake of speed and efficiency, lending institutions were advised not to ask 
borrowers too many questions, for example about income projections for the 
coming months, and to rely more on their existing knowledge of clients.

The cases of fraud uncovered by Tracfin at this stage related mainly to use of 
forged documents, breach of trust at the expense of the lending institution and 
misuse of company assets to the detriment of the company receiving the loan. 
Although in 2020 Tracfin referred only one case relating to misappropriation of 
a government-backed loan, the upward trend noted in the first quarter of 2021 
(five cases referred) confirmed that this type of fraud was likely to be uncovered 
and dealt with throughout the repayment period, i.e. the six years following 
granting of the loan.

BEYOND THE HEALTH CRISIS, TRACFIN HAS FOUND 
SIGNIFICANT MISAPPROPRIATION OF GOVERNMENT 
GRANTS FOR VOCATIONAL TRAINING

The individual training account (CPF), which resulted from the vocational training 
reform that came into effect on 1 January 2015,36 allows any person in the labour 
force to acquire training rights that can be exercised throughout their working 
life. Every member of the labour force has a CPF capped at €5,000 and provisioned 
with €500 a year for training. Since 1 January 201937 the CPF has been credited 
in euros instead of hours. The monetisation of this scheme, supervised by the 
Pensions and Solidarity Directorate (DRS) of the Caisse des Dépôts et 
Consignations (CDC), has meant that training organisations can be paid directly 
by transfer for each individual training course invoiced.

In November 2019 online procedures for the individual training account were 
simplified. To set up an account only six pieces of information – easily stolen – 
were now required: name, social security number, address, telephone number, 
e-mail address and highest qualification. Until mid-December 2020, the account, 
once set up, could be viewed and used just by entering the individual’s social 
security number and the password chosen upon registration. This ease of access 
facilitated fraud, usually in the form of conspiracy to defraud. 

Patterns of fraud included organisation of bogus training courses with trainee 
identity theft or possible complicity to ensure release of CPF funds. These 
fraudulently obtained funds were either transferred to other accounts held in 
France or abroad, withdrawn in cash, or used to buy consumer goods, including 
electronic and IT equipment. 

36. Pursuant to Act no. 2014-288 of 5 March 2014 on vocational training, employment and social democracy.

37.  Pursuant to Career Choice Act no. 2018-771 of 5 September 2018.
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The circuit:

1 Three accredited training companies set up 
recently (first level) received €1.8 million from the 
Directorate for Pensions and Solidarity of the Caisse 
des Dépôts et Consignations, although they recorded 
no expenses for staff or subcontracting and one of 
the companies might have stolen individuals’ 
identities in order to have the funds released.

2 The funds received were transferred to a set of 
firms in commerce and the construction industry 
(second level), and some of these funds were used 
to buy luxury vehicles. Shared user log-ins and other 
data were found for the first- and second-level 
companies.

3 The second-level companies sent the funds to a 
set of companies in the European Union (third level) 
that were in the vehicle trade, veterinary products, 
phone accessory wholesaling and prepaid phone card 
selling.

CASE STUDY 12

Individual training account 
(CPF) fraud with identity 
theft and laundering of 
resulting sums through 
a complex circuit
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The following should be automatic warning signs for reporting entities:

 → A company has been set up recently or has recently registered either a change 
in business to in-service training for adults or a change in manager/partners 

 → Managers/partners do not have special qualifications for adult training 
 → A company has not filed any pre-recruitment declarations, declared any 

employees or paid any wages 
 → A company has its registered address with a service provider and does not 

have any training premises or training-related expenses
 → There is an increase in turnover for a short period, due solely or mainly to 

transfers from the CDC Directorate for Pensions and Solidarity for individual 
training accounts

 → CPF funds are transferred to third-party companies unconnected with training 
or to accounts abroad 

 → CPF funds are transferred to the manager, the partners or their associates
 → The funds are used to buy property or for purchases unconnected with the 

line of business

First uncovered by Tracfin in late 2020, this type of fraud led in November and 
December 2020 to five cases totalling some €8 million being disclosed to the 
courts, with an average of €1.5 million per case. This trend continued in 2021, 
with just as many cases being disclosed in the first few months.

As well as warning reporting entities as soon as the initial reports were received, 
Tracfin promptly took action with the CDC to curb such fraud by exchanging 
operational information on the organisations involved and tightening the online 
access procedure for individual training accounts, which is now linked to a France 
Connect authentication procedure.

CONTINUING ENHANCED DUE DILIGENCE FOR ENERGY 
TRANSITION SUPPORT AND PRODUCTIVE INVESTMENT 
INCENTIVE SCHEMES AS VEHICLES OF FRAUDS

Preparations are in progress for the fifth phase of white certificate 
with due regard for the risks still being uncovered by Tracfin
The white certificate (CEE) scheme introduced in 2006 is a key element of energy 
demand management policy. It is based on a multi-year requirement for energy 
suppliers (electricity, gas, heating, refrigeration, domestic fuel oil and vehicle 
fuel), known as “mandatory participants”, to collect a certain number of 
certificates in proportion to their sales. These certificates are obtained by 
financing energy efficiency measures across the economy (residential, service 
sector, industry, agriculture, utilities, transport). The mandatory participants 
meet this target by making energy savings themselves. They can also contract 
out the requirement to other companies, known as “delegatees”, which, after 
receiving the certificates, sell them to the mandatory participants, or they can 
obtain the certificates on the over-the-counter market.

In 2018 the scheme entered its fourth phase, carrying its targets a step further 
in terms of quantitative targets and tightening the rules on the status of 
delegatees, found by Tracfin to carry a high risk of fraud. Delegatee status, which 
was inadequately regulated, enabled some companies, in previous phases of the 
roll-out, to submit false applications in order to obtain white certificates from 
the Ecology Ministry, and these were then sold to brokers or energy sector groups 
that needed to fill their quotas. This type of fraud peaked in 2017, with a dozen 
cases referred to the courts for a total amount of over €70 million. Most of the 
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The circuit: 

1 Company Z was managed by Mr X, known for 
fraudulent organisation of insolvency and misuse of 
company assets. Company Z had already been 
investigated by the Unit, revealing – as a result of 
cooperation between FIUs – large payments to a 
luxury vehicle collector and an art gallery both 
located abroad and to the subsidiary of a company 
owned by Mr X.

2 Company Z sold white certificates to a company 
in the same group, Company Y, domiciled in a 
European country.

3 Company Y then sold the same certificates to 
another company in the group, Company X, domiciled 
in France, at twice the price that Company Z had 
sold these certificates to Company Y. This price had 
a damaging effect on the financial position of 
Company Z, which was subject to a precautionary 
attachment of €55.6 million in connection with a tax 
dispute.
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Misuse of company assets 
to the detriment 
of companies dealing 
in white certificates

Sale of white 
certificates at 

price x/2

Known for fraudulent organisation of insolvency and 
misuse of company assets. Claims to be resident in 

an EU country for tax purposes.

Mr X

Company Z

Group of companies 
including white 

certificate trading

Company YCompany X

White certificate providers for 
Company Z and known for 

concealment of tax evasion

€4.9m 
payment

Luxury vehicle 
collector

€3.25m 
payment

Art gallery

€8.3m
payment

Company A

Holding B

Holds

Holds

Manages

Sale of white 
certificates at price x

Deterioration in the financial position of Company Z, 
subject to a precautionary attachment 

of €55.6 million
 Suspected misuse of Company Z’s assets and 

suspected tax evasion

1

23

ANALYSIS OF ILLICIT FINANCIAL NETWORKS IN 2020 47



cases referred that year concerned recently established companies that were 
undercapitalised and had not paid taxes or social security contributions, which 
were using their delegatee status to obtain energy saving certificates from the 
National Unit for White Certificates (PNCEE) with the help of false documents 
and bogus invoices. 

The start of the fourth phase from January 2018 made it possible to mitigate the 
scale of the fraud without, however, stopping it: since 2018, Tracfin has continued 
to refer six or seven cases to the courts every year.

All the same, the tightening of the conditions for obtaining delegatee status has 
changed the nature of the fraud being detected: fraudsters have abandoned 
this status for that of an agent (mandataire),38 who does not require PNCEE 
certification; they now comply with tax and social security rules (paying VAT, 
social security contributions, etc.) and seem, at least to some extent, to be 
carrying out “energy-saving” work. The legality and effectiveness of this work, 
often performed by subcontractors not possessing the necessary environmental 
certification, has nevertheless been called into doubt.

The fifth phase of the white certificates scheme, which will run from 1 January 
2022 to 31 December 2025, will entail a 12.5% increase in the mandatory 
participants’ mean annual energy-saving obligation. For this new phase Tracfin 
has suggested possible changes to further limit abuse of the scheme:

 → Weighting the value of white certificates in relation to the cost of implementing 
the energy savings, since the sector is currently generating significant profits 
out of proportion to the costs incurred by companies

 → Regulating the status of companies in charge of the work more strictly by 
limiting use of subcontracting

 → Limiting trade in white certificates to between delegatees and mandatory 
participants or just between mandatory participants at the end of the phase 
in order to restore the balance between the volume of their obligations and 
to restrict foreign access to the market

38. Unlike a delegatee, an agent was not allowed to speculate on white certificate prices: the agent’s prices 
were guaranteed and regulated by the mandatory participant.
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The continuing abuse of productive investment incentive schemes 
is a feature specific to overseas France
Developed in connection with risk analysis for French overseas territories,39 the 
investment incentive schemes designed to stimulate the economy in France’s 
overseas départements, regions and communities (DROM-COM) by promoting 
investment from metropolitan France have been found by Tracfin to be a potential 
source of fraud against the public purse.

The most vulnerable of these schemes is the “Girardin” scheme, stemming from 
the Girardin Act no. 2003-660 of 21 July 2003 for overseas France. It is divided 
into an “industrial” component, which includes investment in the agricultural 
sector, and a “social housing” component. They both work in the same way: an 
investor provides funds through a nominee company, in which they become a 
partner. These funds are used to finance the investments of an operating company 
or a social housing agency. In return, the investor enjoys a tax benefit. Such 
transactions are set up by promoters, which are usually firms specialising in 
overseas tax relief. 

Investment eligible for the “industrial Girardin” scheme is new investment used 
by businesses engaged in agricultural, manufacturing, commercial or craft work, 
apart from certain activities that are specifically excluded. Investment under 
the “social housing Girardin” scheme is for purchase or construction of social 
housing: purchase of social housing built more than 20 years ago and being 
refurbished, and renovation or refurbishment of social housing built over 20 years 
ago and located in certain geographical areas. 

The Autorité des Marchés Financiers (AMF), which supervises and audits financial 
investment advisers marketing the Girardin schemes as intermediaries between 
promoters and investors, has identified three types of risk to which investment 
is exposed:40

 → A tax risk if one of the preconditions for tax relief ceases to be met, resulting 
in clawback of the relief by the tax authorities

 → An operating risk if the equipment or letting of the accommodation does 
not meet the criterion of continuous use for a minimum period of 5 years

 → A risk of fraudulent use of funds if an investor contracts with unscrupulous 
tax relief promoters who use the funds for purposes other than the investment 
originally offered

39. Tracfin, “ML/TF risk trends and analysis in 2018-2019”, December 2019, pp. 49-51.

40. Autorité des Marchés Financiers, “Investir en défiscalisation : que faut-il savoir sur les dispositifs « Girardin » ?” 
(“Investing in tax relief: What you need to know about the ‘Girardin’ schemes”), 10 December 2020, available 
(in French) at www.amf-france.org.
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The circuit:

1 Company A collected €1.4 million from individual 
investors for tax-exempt investments under the 
“social housing Girardin” scheme. This sum was never 
assigned to any investment projects complying with 
the scheme’s requirements.

2 The money was either kept by Company A or 
transferred to Company B, its parent company, 
together with instructions to purchase industrial 
equipment under the “industrial Girardin” scheme.

3 Company B sold on to the project’s nominee 
general partnerships, owned by individual investors, 
the industrial equipment that it had been instructed 
to buy, at 2.29 times the original price, thus artificially 
inflating the purchase price of the equipment for the 
general partnerships and therefore the tax relief basis 
under the “industrial Girardin” scheme.

CASE STUDY 14
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tax relief scheme 
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Artificially inflated purchase prices and tax 
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financial investment adviser

Individual 
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Since 2015, Tracfin has referred 10 cases to the courts or the tax authorities, 
including three in 2020 ; this type of fraud has thus persisted over the years. The 
Unit’s investigations highlighted three recurring patterns: 

 → Wholly or partly fictitious investment, either to obtain tax relief unlawfully 
or to defraud third-party investors through a pyramid scheme

 → Nominee companies facilitating injection of funds of illicit origin by replacing 
credit institutions to finance with their own funds investment that should 
have been funded by a bank loan. This practice may be considered 
tantamount to illegal banking.

 → Misuse of company assets to the detriment of nominee companies set up 
with a deliberate lack of transparency

CONTINUING RECOGNISED EXPERTISE IN TACKLING 
TAX EVASION AND SOCIAL FRAUD

Tax cases analysed by Tracfin related mainly to concealed or unreported 
income
In 2020 the proportion of STRs relating more or less directly to tax offences was 
23%, i.e. some 26,000. Analysis of these STRs showed eight main types of tax 
evasion: concealed business and underreporting of turnover, income of unknown 
origin, foreign accounts, tax residence abroad, disguised gifts, VAT fraud, tax 
relief fraud, and property wealth tax evasion.

PATTERN OF TAX STRS 
IN 2020
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4%

13%

32%

Concealed business and/or under-reporting
of turnover

2%

25%
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Handling cash

Income of unknown origin

Suspected disguised gifts

Foreign accounts or assets

Tax evasion (non-residents)

Other (repayment of anonymous cash
certificates, VAT fraud, suspected
underreporting of wealth tax/property
wealth tax)
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Enhancement of this information led to submission of 612 notification reports 
to the tax authorities in 2020, concerning an estimated total of €533 million, 
with an average of €871,000 per case.

The decline in the number of reports in comparison with 2019, highlighted in 
the table below, is due to the effects of the health crisis and adjustment to the 
first lockdown introduced in March 2020. Nevertheless, the amounts found by 
Tracfin were similar, reflecting the Unit’s strategy of refocusing its work on higher-
stake cases. 

2017 2018 2019 2020

Number of notification reports 625 637 734 612

Presumed amounts at stake €603,928,482 €598,798,422 €553,011,809 €533,210,638

Presumed amount at stake per case €966,286 €940,029 €753,422 €871,259

As far as the figures are concerned, Tracfin notification reports to the tax 
authorities show recurring types of fraud that generally confirm the pattern 
found in STRs: assets concealed abroad (bank accounts, life insurance, property), 
undeclared business and asset-related issues such as undeclared or disguised 
gifts.

MAIN TYPES REPORTED BY TRACFIN 
IN 2020

While the types of fraud specific to individual tax relief schemes are not 
numerically significant, they are nevertheless clear warning signs of new 
or complex patterns of tax evasion. In 2020 Tracfin thus reported five cases 
of suspected disguised payment through transfer of shares within a company.
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The circuit:

1 Mr X, the deputy managing director of Company 
A, 99%-owned by foreign Company B, itself a 
subsidiary of Company C domiciled in a neighbouring 
country, bought €550,000 of shares from Company 
C. The shares were split into two classes: a first block 
of 500,000 shares bought at €1 per share and a second 
block of 500,000 shares bought at €0.10 per share.

2 The following year Mr X sold these two blocks, 
i.e. 1 million shares, for €7 per share, thus making a 
total of €7 million.

3 He then reported a €6.45 million capital gain on 
sale of shares, subject to a 30% flat tax, i.e. a lower 
rate than the rate for income tax.

CASE STUDY 15
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Tackling social fraud covers both contribution fraud 
and benefit fraud
For social fraud, Tracfin works closely with the Central Agency for Social Security 
Bodies (ACOSS), the primary recipient of the Unit’s notification reports ahead 
of Pôle Emploi and the National Family Allowance Fund (CNAF). There are two 
main types of social fraud:

 → Social security contribution fraud, which accounts for most of the Unit’s 
reports (139 cases in 2020) and includes employing undeclared workers, 
concealing income from a business activity or reporting only some of a 
business activity

 → Social security benefit fraud, smaller in volume (42 cases in 2020), which 
includes wrongfully collecting social security benefits (unemployment benefit, 
social inclusion benefit, housing benefit, etc.), sometimes using false 
documents

Concerning social security contribution fraud, in 2020 Tracfin handled a number 
of cases in the health sector that demonstrated the risks incurred by another 
body not mentioned above, the National Health Insurance Fund (CPAM), and 
the due diligence required for the activity of the self-employed.
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The circuit:

1 Ms X, a self-employed nurse, was disqualified 
from practising for one year for fraud concerning the 
list of reimbursable treatments. The money entering 
her accounts from the National Health Insurance 
Fund (CPAM) revealed a volume of treatment 
procedures that was ten times higher than the 
average for her colleagues over a two-year period.

2 Making use of false invoices, Ms X received 
through her bank accounts at least a hundred 
transfers from some thirty local health insurances 
offices, totalling over €1.4 million.

3 The money received was used for personal 
expenses and to pay various costs (tax, repayment 
of property loans, legal fees and bailiffs’ fees). Ms X 
accrued a social security liability of €157,000 and a 
tax liability of €232,000.

CASE STUDY 16
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PREVENTING TERRORIST 
FINANCING AND HELPING 
DEFEND FRANCE’S FUNDAMENTAL 
INTERESTS

Tracfin is not only the French financial intelligence unit: since 2008 it has also 
been a specialised intelligence department which has the task, within the inner 
circle of the intelligence community, of defending and promoting France’s 
fundamental interests, national independence and territorial integrity. The Unit’s 
work is based on the specific nature of its financial flagging tools: the information 
handled is by its nature objective, reliable – concerning financial transactions 
that have already occurred or are about to – and continuous. 

With its specific value added, financial intelligence can thus be used in a 
coordinated manner to meet the needs of partner authorities swiftly through 
prompt disclosure of detailed and factual information. It also provides insight 
into the financing tools and structures behind activities prejudicial to France’s 
fundamental interests. 

Since 2015 the Unit has increasingly been handling information on possible threats 
to France’s fundamental interests in the areas of public safety and national 
security, as in the cases of terrorist financing, economic predation and 
counterintelligence. In 2020 the Unit thus sent 1,321 intelligence reports in these 
three fields.

In its 2021-2023 plan Tracfin has decided to expand its intelligence role, particularly 
with regard to preventing proliferation of conventional and non-conventional 
weapons, organised crime and all forms of interference and economic intelligence, 
especially when working on cases proactively.

THE MOST RECENT TERRORIST FINANCING NETWORKS 
UNCOVERED BY THE UNIT HAVE CORROBORATED THE RISKS 
FROM CRYPTO-ASSETS AND VINDICATED THE ENHANCEMENT 
OF THE AML/CFT SYSTEM IN 20200

In the antiterrorism field, 2020 saw the introduction of a number of legislative 
measures to curtail terrorist financing in France more effectively. They included 
asset freezing and regulation of crypto-asset transactions (new channels for 
terrorist financing).
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Overall, with regard to combating terrorist financing, Tracfin sent 974 reports 
to its partners in the course of 2020, broken down as follows:

Courts
Foreign 

FIUs

Fraud 
prevention 

depart-
ments 

Intelligence

DGSI
ALLAT 

Unit 
DGSE DNRED Total

94 1 1 496 352 27 3 878

Tracfin also conducted 439 investigative actions for the interdepartmental ALLAT 
Unit41 for information disclosure or screening.

Tracfin continued to provide reporting entities with information on how to 
combat terrorist financing. In this respect, a committee for combating the 
financing of terrorism (CFT committee), covering reporting entities in the financial 
sector, was set up on 4 December 2019. At the CFT committee meeting on 
23 September 2020 a charter was signed by the representatives of the compliance 
departments in attendance and by Tracfin in the presence of the Minister Delegate 
reporting to the Minister for the Economy, Finance and the Recovery, with 
responsibility for Public Accounts. On this occasion, the Antiterrorist Action 
Coordination Unit (UCLAT) gave a presentation on the state of the terrorist threat 
and signs of radicalisation. The CFT committee is a forum for exchanging 
information between the financial community (credit institutions and major 
payment institutions) and Tracfin – in accordance with the provisions of the 
French Monetary and Financial Code – on terrorist financing issues. 

Considering the risk identified by Tracfin, the AML/CFT system 
was expanded to reduce the anonymity of crypto-asset transactions 
There is a significant risk of terrorist financing associated with crypto-assets, 
since they can be used to transfer funds to jihadi groups. 

Tracfin’s investigations revealed that French regulations on e-money and 
occasional transactions by Virtual asset service providers (VASPs) were being 
abused in order to finance terrorism.42 This emerging trend was confirmed when 
a sophisticated terrorist financing network combining e-money stored on physical 
payment instruments (prepaid vouchers), digital assets (bitcoin) and informal 
remittance systems (hawala) was uncovered in 2020. In this circuit, prepaid 
vouchers were bought solely for conversion into crypto-assets. Once converted, 
the resulting crypto-assets were transferred to trading platforms in countries in 
the immediate vicinity of Syria and Iraq.

This financing network allowed some €250,000 to be transferred to members of 
al-Qaeda and jihadis of the Islamic State organisation.43 The case was referred 
to the National Anti-Terrorist Prosecutor’s Office (PNAT), which is continuing its 
investigations. 

41. In 2015 the Directorate General for Domestic Security (DGSI) set up the ALLAT Unit to coordinate operational 
intelligence on the terrorist threat in France. It brings together the six inner-circle departments of the intelligence 
community, together with the Central Regional Intelligence Department (SCRT) and the Intelligence Directorate 
of the Prefecture of Police (DRPP). Each department has one permanent representative in the ALLAT Unit.

42. Tracfin, “ML/TF risk trends and analysis in 2019-2020”, December 2020, pp. 58-61.

43.Tracfin, “ML/TF risk trends and analysis in 2019-2020”, Case study 17, pp. 59-60. 
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Following on from this work, Tracfin uncovered another new terrorist financing 
scheme in which prepaid vouchers were being converted into crypto-assets. In 
this new circuit, the crypto-assets were bought with consumer loans taken out 
using stolen identities. 

In response to the attack in Conflans-Sainte-Honorine and Tracfin’s demonstration 
of abuse of French regulations on e-money and occasional transactions by VASPs 
for the purpose of financing terrorism, Order no. 2020-1544 of 9 December 2020 
strengthening measures to combat anonymity of digital asset transactions was 
adopted. It supplemented regulation of the sector by extending the AML/CFT 
reporting system to cover not only crypto-to-fiat services and digital asset custody 
services for third parties but also crypto-to-crypto exchange services and digital 
asset trading platforms. 

The order also includes digital asset service providers among the entities 
prohibited from holding anonymous accounts and confirms the requirement for 
foreign VASPs targeting the French market to register with the Autorité des 
Marchés Financiers. The provisions of the order of 9 December 2020 bring the 
French regulatory framework into line with the international standards laid down 
by the FATF. They also anticipate the draft EU regulation looking to harmonise 
the European AML/CFT framework across the European Union. To overcome 
delays in enacting EU directives into domestic law and the incomplete 
harmonisation of the AML/CFT system at EU level, the European Commission is 
apparently planning to convert part of the directive into a regulation. The 
Commission is intending to put forward a number of plans in the course of 2021 
with the aim of strengthening the AML/CFT framework. 

At the behest of Tracfin and the Directorate General of the Treasury, the measures 
in the order of 9 December 2020 were supplemented by the regulatory provisions 
in Decree no. 2021-387 of 2 April 2021 on tackling anonymity of virtual assets 
and strengthening the national AML/CFT framework.44 This decree clarified the 
ban on using e-money anonymously to buy digital assets.45 Now, whenever 
e-money is used to buy digital assets, the issuers are automatically subject to 
due diligence requirements, which is not the case simply for purchase of consumer 
goods or services. VASPs have also been required, since 1 May 2021, to identify 
their customers prior to an occasional transaction. Previously Article R.561-10 of 
the French Monetary and Financial Code did not require identification for 
transactions under €1,000.

44. Decree no. 2021-387 of 2 April was published in the French official gazette (JORF) on 4 April 2021. It entered 
into force the day after its publication, with the exception of the requirement for VASPs to identify occasional 
customers, which came into force on 1 May 2021. 

45. Cf. French Monetary and Financial Code, Article R.561-16-1. 
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The circuit: 

1 Mr X opened a number of accounts with the same 
neobank using stolen identities.

2 At the same time Mr X took out a number of 
consumer loans with other financial institutions, also 
using stolen identities.

3 Once the consumer loans had been taken out, 
Mr X paid the money into the accounts opened with 
the neobank. 

4. The money held in the neobank accounts was 
used to buy crypto-assets on crypto-asset trading 
platforms in Europe, including France. The European 
platforms were uncovered through Tracfin’s 
cooperation with its counterparts in other countries.

5. The crypto-assets bought on these platforms 
were then transferred in bitcoin, after transit through 
various bitcoin addresses, to a cluster identified as 
having links to al-Qaeda. 

This report led to the opening of a preliminary police 
investigation by the Central Criminal Investigation 
Directorate (DCPJ) and the Directorate General for 
Domestic Security (DGSI) on counts of terrorist 
financing, conspiracy to commit terrorist crimes, 
fraud, forgery and use of forged documents.

CASE STUDY 17
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MONEY LAUNDERING RISKS 
ASSOCIATED WITH CRYPTO-ASSETS

In addition to the types of money laundering for financing terrorism, Tracfin’s 
investigations in this field have revealed use of crypto-assets for all forms of 
financial crime, including fraud against the public purse. The main trends 
uncovered are described below:

Hacking, including ransomware

Attacks on automated data processing systems uncovered by Tracfin included 
cryptojacking,46 exit scams47 and, a particular worry in 2020, ransomware.

This hacking can occur through direct connection to the target IT system by 
exploiting vulnerabilities in system security, through phishing by sending an e-mail 
with an attachment that installs the software when opened, or through use of 
an infected USB key containing the malware.

Reporting entities seem to be an apposite way of uncovering financial flows 
matching a digital ransom: an entity informs the Unit that it has paid a ransom 
on behalf of a victim either directly in the shape of crypto-assets or after having 
made a bank transfer to a VASP to obtain the crypto-assets needed to pay the 
ransom. In some cases insurance companies also alert the Unit to the existence 
of an attack on one of their policyholders. 

Tracfin sent seven reports on ransomware to the courts in 2019 and 2020,48 for 
amounts ranging between €11,000 and €1.5 million, with an average of €240,000 
per case. Fourteen cases are currently under investigation. Tracfin notes that 
most of the cases related to legal entities, including commercial firms and non-
profit organisations. In some cases the ransom was paid directly from the personal 
accounts of the legal entity’s manager. Most of the ransoms were paid in bitcoin. 
Tracfin also found that victims used IT companies to negotiate and pay the 
ransom and, sometimes, audit the victim’s computer security.

46. Cryptojacking occurs when hackers hijack the computing power of their victims’ IT systems to “mine” crypto-
assets. Bitcoin mining, for example, is a process whereby the “miners” electronically validate transaction blocks 
in the blockchain to receive a reward in bitcoin.

47. Hijacking of crypto-assets stored on an exchange platform.

48. To be more precise, six cases were disclosed to the courts in 2019 and one case in 2020.
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Analysis carried out by Tracfin’s Cyber Unit showed that a ransom paid in bitcoin 
was not always spent immediately by its beneficiary but was kept in crypto-asset 
portfolios. In other cases, the funds fraudulently obtained were promptly injected 
into a professional money laundering network through a number of layering 
stages before being converted into fiat money. They could be converted through 
various financial channels:

 → Institutions distributing Bitcointoplastic cards49

 → A peer-to-peer platform
 → An account opened with a bank, a payment institution or a digital asset 

service provider

The crypto-assets obtained can also be used to pay for purchases on the darknet 
market.

Trade in illegal content and products (darknet)

Use of crypto-assets has become standard on platforms for trading illegal content 
and products on the darknet (narcotics, weapons, stolen bank account details, 
false identity papers, etc.), where services are paid for in crypto-assets, mostly 
bitcoin. 

The proceeds from trade in illicit content and products can be laundered by 
converting crypto-assets into other crypto-assets or through Bitcointoplastic 
cards. Criminals use them to make cash withdrawals of proceeds acquired illicitly 
in bitcoin. Tracfin has also found that the crypto-assets thus obtained could be 
converted into commodities through payment service providers that offer this 
option.

Crypto-asset investment fraud

ICO pyramid fraud:
Initial coin offerings (ICOs) are used to raise funds in crypto-assets, mainly through 
the Ethereum blockchain. They offer possibilities for fraud and money laundering: 
illicit funds can be invested in tokens, which are sold on to other investors and 
then converted into fiat money. Money launderers can then account for the 
origin of their funds through project financing and the resulting return on this 
investment. It is therefore essential to be able to check the source of investors’ 
funds when an ICO is launched.

The rapid growth of ICOs globally has also attracted fraudsters offering bogus 
projects. Sophisticated investors on specialist forums have reported many ICOs 
to be fraudulent. 

49.  These payment instruments are described on p. 58 of the Tracfin report “ML/TF risk trends and analysis 
in 2016 ”.

ANALYSIS OF ILLICIT FINANCIAL NETWORKS IN 2020 61



Crypto-asset investment fraud
On the same model as unlicensed binary option trading websites,50 these are 
fake websites offering sale of crypto-assets with highly attractive returns. The 
website may be a pure fraud, offering investment in existing crypto-assets without 
ever giving back the investments’ exchange value to the victims, or the fraud 
may be a Ponzi scheme based on fake crypto-assets and rewards through a 
pyramid scheme.

These websites have been reported by the AMF and put on a blacklist with the 
binary option trading websites.

Tax evasion

Digital assets allow income to be concealed from the tax authorities. Tax evasion 
cases usually concern individuals receiving money from foreign crypto-asset 
trading platforms without accounting for the origin of these funds. It should be 
recalled that individuals and non-trading companies established or resident in 
France for tax purposes are required to declare digital asset accounts held abroad 
when they complete their annual tax returns.

50. The mid-2010s saw the emergence of unregulated binary option trading websites encouraging customers, who 
were canvassed insistently, to put money on a predicted rise or fall in the price of an asset, usually a currency. 
Given the scale of the fraud, the authorities, namely the AMF, the ACPR, the DGCCRF and the Paris Public Prosecutor’s 
Office informed the general public about the risks of this activity, which had resulted in customer losses of 
€175 million. A blacklist of unlicensed websites is available on the AMF website. See Tracfin, “ML/TF risk trends 
and analysis in 2015”, pp. 22-23.
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Bolstering asset freezing measures to combat terrorist networks
Freezing the assets of an individual or legal entity is a financial obstacle 
instrumental in preventing criminal or terrorist activities, enabling access to bank 
accounts and economic resources to be blocked immediately. With the help of 
international cooperation and feedback from financial institutions, Tracfin has 
uncovered channels for circumventing asset freezing. The target of the measures 
uses various ways of evading them. The following two methods in particular have 
been uncovered: 

 → Use of a close third party within the family or business circle who receives 
income and incurs expenses on behalf of the asset-freezing target without 
prior authorisation from the Directorate General of the Treasury;

 → Use of neobanks and, more broadly, EU financial service providers operating 
in France under freedom to provide services, since these providers are required 
to implement only the asset-freezing measures applying in their home 
countries. 

Order no. 2020-1342 reinforcing the asset-freezing system and measures prohibiting 
use of assets was adopted on 4 November 2020.51 It was specifically designed 
to ensure faster, more systematic and more effective enforcement of asset-
freezing measures, since immediate enforcement of these measures, coupled 
with penalties in the event of evasion or contravention, is central to the system’s 
effectiveness. 

National asset-freezing measures are now to be implemented by any individual 
or legal entity – no longer just by reporting entities subject to AML/CFT 
obligations – holding funds or economic resources on behalf of a customer. This 
makes it possible to prevent individuals covered by these measures from using 
the financial services of financial service providers operating in France from 
another EU state. It is not uncommon for individuals or entities subject to an 
asset freezing measure to open an account in a neobank established in another 
EU country and thus continue to have access to the financial system.

The order enables asset-freezing measures enacted by the United Nations (UN) 
and the EU to be enforced promptly throughout French territory to ensure that 
they are effective immediately. It also makes it easier for government depart-
ments to identify funds and resources covered by these freezes. 

These provisions are consistent with the adoption of the 2021-2022 national 
action plan for combating money laundering and the financing of terrorism and 
proliferation of weapons of mass destruction.52

51. Order no. 2020-1342 was adopted on the basis of section 203 of the Business Growth and Transformation 
Act no. 2019 486 of 22 May 2019 (PACTE).

52. COLB, Plan d’action pour lutter contre le blanchiment de capitaux, le financement du terrorisme et de la prolifération 
(2021-2022), published in March 2021 and available at: https://www.economie.gouv.fr/tracfin/le-gouvernement-
finalise-son-plan-daction-pour-lutter-contre-le-blanchiment-de-capitaux (in French).

ANALYSIS OF ILLICIT FINANCIAL NETWORKS IN 2020 63



COMBATING INTERFERENCE AND PROMOTION 
OF RADICALISATION REQUIRES ENHANCED DUE DILIGENCE 
FOR THE NON-PROFIT SECTOR

The cases handled by Tracfin have revealed the use of non-profit organisations 
established in France to fund radical movements, or even terrorist activity, on 
French soil. These organisations have various means of funding: private donations, 
public grants depending on the organisation’s purpose, tax and social-security 
relief, property buying, and funding from abroad. 

The flexibility of the legal framework for non-profit organisations can thus result 
in diversion to ends other than their official purpose, including a risk of financing 
within France of activities associated with religious radicalisation, a risk of financing 
of terrorism in France and abroad, and a risk of misappropriation (breach of trust 
or misappropriation of public funds). 

The risks of financing of religious radicalisation in France relate mainly to 
non-profit organisations that fund in France the construction and establishment 
of cultural and religious centres and the expansion of social and educational 
activities (language and religion courses, academic support, social relief), with 
a view to promoting radicalisation.53

This financing channel shows the need to step up supervision of non-profit 
organisations exposed to foreign funding. In connection with the bill strengthening 
respect for the principles of the French Republic and prevention of separatism,54 
Tracfin has supported measures to regulate accounting and reporting requirements 
for non-profit organisations in order to ensure greater financial transparency of 
the latter and better anticipate the risks associated with the foreign funding that 
they may receive. 

The bill will thus introduce a reporting requirement for religious or mixed-purpose 
non-profit organisations in direct or indirect receipt of benefits or resources from 
a foreign state, a foreign legal entity, a legal arrangement governed by foreign 
law (such as a trust) or an individual not resident in France. The limit above which 
non-profit organisations would have to report these resources would be set at 
€10,000 for the financial year. These foreign donations would then have to be 
reported to an administrative authority (prefect). In addition, above a regulated 
ceiling, religious organisations that had received foreign donations would be 
required to have their annual accounts certified by an auditor. Lastly, some 
accounting requirements would also be introduced for organisations governed 
by the French 1901 Act and for endowment funds receiving benefits or resources 
from a foreign state. These requirements would include a separate statement of 
accounts for these benefits and resources. 

The bill is also going to strengthen one of Tracfin’s powers: the right of opposition, 
which, under Article L.561 24 of the French Monetary and Financial Code, allows 
the Unit to stop a transaction for ten days. This power is used to secure future 
seizures of funds suspected of being the proceeds of crime. Tracfin’s right of 
opposition could eventually cover not just a specific transaction but also, in 
anticipation, the blocking for 10 days of any transaction or class of transactions 

53. COLB, Analyse nationale des risques de blanchiment de capitaux et de financement du terrorisme en France 
(“National risk analysis of money laundering and terrorist financing in France”), September 2019 (in French).

54. The text of the bill was submitted to a Cabinet meeting on 9 December 2020. On 12 April 2021, the bill passed 
its first reading by the Senate, with amendments. The act is expected to be published in late 2021.
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The circuit: 

1 A French endowment fund and non-profit 
organisation formed a non-trading property 
investment company to manage construction of a 
place of worship. 

2 To this end, both organisations received funds 
from foreign powers. Foreign funding was estimated 
to total tens of millions of euros. 

3 The scale of the foreign funding and the lack of 
transparency on the part of the non-profit 
organisation and the endowment fund led the French 
banks to close the accounts held by these two 
entities. 

4. These closures resulted in the two entities 
opening accounts in other EU countries in order to 
continue receiving foreign funding and building the 
place of worship. 

5. The endowment fund was wound up by the Paris 
Court of Justice.

CASE STUDY 18

Funding of a place 
of worship in France 
through foreign 
investment 

French bank 
accounts

Non-trading property 
investment company

Endowment fund

Non-profit 
organisation

Place of worship

Manages 
construction

Partners

Foreign powers

Accounts opened 
in Europe

Have

Foreign funding

1

2

3

4

Wound up by Paris 
Court of Justice5

ANALYSIS OF ILLICIT FINANCIAL NETWORKS IN 2020 65



requested by a customer. This right would therefore no longer be limited to a 
single transaction, which has sometimes meant exercising the right several times 
for a single case. For example, in September 2020, Tracfin exercised this right 
eight times for the same case, and five times for another case in October 2020.55 
The bill is going to complement this system with immunity for the entities in 
charge of the transaction when they refrain from executing it pursuant to Tracfin’s 
opposition. This provision would protect reporting entities that might be sued 
by customers for being civilly, commercially or criminally liable. Consequently, 
despite the principle of confidentiality applying to the right of opposition, these 
entities would be allowed to reveal to the courts the existence of an opposition 
from Tracfin if they incurred liability.

Non-profit organisations are also vulnerable to misappropriation of public funds 
if they receive grants and to breaches of trust that could help fund proselytising 
or could support terrorist activities financially. The organisations targeted in this 
case are small and loose-knit, proclaiming huma-
nitarian goals in order to collect money in France 
for transfer to jihadi networks in Europe or war 
zones. 

These organisations show few signs of material 
existence: geographically they may use letterbox 
addresses, and they exist mainly online through 
propaganda websites, specialist fora, crowdfunding 
platforms and money collection websites.56

RISKS OF BREACH OF TRUST 
AND MISAPPROPRIATION 
OF PUBLIC FUNDS TO THE DETRIMENT 
OF NON-PROFIT ORGANISATIONS

The risks of breach of trust and misappropriation 
of public funds to the detriment of non-profit 
organisations contribute to the risk level ascribed 
to the non-profit sector. This lies mainly in the lack 
of administrative and accounting transparency on 
the part of non-profit organisations because of 
the rules applying to them with regard to their 
organisation, public disclosures and financial ties.1 

Ensuring financial transparency is one of the five 
goals laid down by France’s 2021-2022 plan of 
action to combat money laundering and terrorist 
financing, presented on 23 March 2021.2 This action 
plan, led by the COLB, advocates upgrading the 
national register of non-profits, available online 
and from prefecture registries, to make the 
information collected more easily accessible and 
easier to use by investigation and intelligence 
departments. The COLB notes that certification 
of accounts guarantees the credibility and fairness 
of budgets managed by non-profit organisations. 
It also suggests that non-profit organisations 
issuing tax receipts to donors should report the 
total amount of donations each year, together 
with the number of receipts issued.

1. Tracfin, “ML/TF risk trends and analysis in 2017-2018”, pp. 17-21.

2. Plan d’action pour lutter contre le blanchiment de capitaux, le 
financement du terrorisme et de la prolifération (2021-2022). Another of 
its five goals is to curtail access to the financial system for terrorists, 
their networks and the states seeking to acquire weapons of mass 
destruction, particularly by freezing the funds and economic resources 
of entities seeking to finance them (asset freezing).

55. See “Statistical Overview”, p. 86.

56. Tracfin, “ML/TF risk trends and analysis in 2018-
2019”, p. 80.

66 TRACFIN 2020 - OPERATIONS AND ANALYSIS REPORT



Bank account

Money collection websites

Mr X

Fundraising appeal€800,000

Holds

Bank account in
Middle East

President

Fundraising non-profit 
organisation 

Non-profit organisation 
subject to some accounting 

requirements
Non-compliance with 

accounting 
requirements

Money transfer

Individuals

Non-profit organisation

Holds

- On the security watch list
- Under surveillance by DGSI for radicalisation

1

2
3

4

5

CASE STUDY 19

Breach of trust to the detriment of a humanitarian 
fundraising non-profit organisation

The circuit: 

Background to non-profit organisation: President on 
the security watch list, under surveillance by the DGSI 
for radicalisation and exiled in the Middle East. This 
case arose from an information request from the local 
prefecture and enabled funding of the non-profit 
organisation to be curtailed on the grounds of breach 
of trust and non-compliance with accounting 
requirements.

1 The president of a humanitarian non-profit 
organisation, Mr X, was on the security watch list and 
under surveillance by the DGSI for radicalisation. 
He was established in the Middle East and ran 
the organisation remotely from there. 

2 Every year the non-profit organisation launched 
fundraising appeals through a money collection 
website. This enabled it to raise almost a million euros 
each year.

3 The non-profit was held to be a fundraising 
organisation (AGP). It was therefore subject to 
specific accounting requirements: keeping of annual 
accounts, certification of the accounts by an auditor, 
and publication of donations in the Journal officiel 
if the total annual amount exceeded €153,000.

4 However, the non-profit organisation did not 
comply with its accounting requirements, including 
certification of the accounts, despite its financial 
stature. 

5 Most of the funds received by the organisation 
were paid into its president’s personal account in the 
Middle East.
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The circuit: 

1 Ms Y was president of a non-profit organisation 
established in 1996 and governed by the French 1901 
Act. Its purpose was to raise funds for various projects 
in West Africa. 

2 Over two years the organisation received more 
than €100,000, of which €60,000 were public funds. 
The organisation justified these public funds by 
financing various drinking water projects in West 
Africa. But in fact the organisation was not found to 
have carried out any projects since being established.

3 Over the same period, Ms Y and her husband 
Mr Z paid a number of cheques drawn by the 
organisation into their personal bank accounts. These 
cheques totalled €90,000, representing almost the 
sum total of funds received by the organisation. 

4. These funds were then transferred to a personal 
account held by Mr Z in Africa. 

These acts could be deemed to constitute breach of 
trust by Ms Y and Mr Z to the detriment of the 
non-profit organisation. The latter could only have 
been established to misappropriate what were mostly 
public funds.

CASE STUDY 20

Misappropriation 
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FINANCIAL INTELLIGENCE IS A NECESSARY AND RELIABLE 
SOURCE OF INFORMATION FOR DEFENDING AND PROMOTING 
THE FRANCE’S FUNDAMENTAL INTERESTS 

As an intelligence department of the Economy and Finance Ministries, Tracfin 
gathers and processes intelligence relating to defence and promotion of France’s 
fundamental interests.57 Over and above counterterrorism, this entails preventing 
all forms of foreign interference and every type of crime (both organised and 
unorganised), defending the country’s economic, industrial and scientific interests 
and preventing proliferation of weapons of mass destruction. 

Defending economic, industrial and scientific interests
In the field of economic security, Tracfin works with the inner-circle departments 
of the intelligence community and with the Economic Strategic Intelligence and 
Security Department (SISSE), coordinated by the National Intelligence and 
Counter-Terrorism Coordinator (CNRLT), to protect sensitive sectors, technologies 
and entities.

Through key partnerships with the private sector (court-appointed receivers and 
trustees, commercial court registrars, auditors), Tracfin has developed considerable 
analytical capability in the field of economically predatory activities targeting 
French scientific and industrial potential. Often marked by incongruous capital 
inflows and by takeover bids through financial arrangements where the source 
of funds is suspect or the beneficial owners are unclear, such strategies may be 
conducted by states (foreign intelligence services) or the private sector (activist 
investors).

In this respect, and in an economic context undermined by the health crisis, the 
biotechnology sector and sectors beset by economic difficulties arising from 
the various health restrictions introduced have been more easily at risk of 
economic interference. 

For over eighteen months, Tracfin has also been working to defend France’s 
economic interests through a close partnership with the Directorate General of 
the Treasury and its Interministerial Committee for Industrial Restructuring (CIRI). 
Tracfin’s expertise, particularly in examining the reputation of buyers and the 
credibility of a takeover bid, has thus helped drive CIRI policy regarding individual 
support for ailing companies with over 400 employees.

Defence of economic, industrial and scientific interests also protects French 
firms more effectively from extraterritoriality. For example, regarding corruption, 
Tracfin’s financial intelligence enables it to identify at a very early stage the 
companies that may be subject to sanctions by foreign jurisdictions. Economic 
intelligence can thus give public authorities information that is vital for maintaining 
their sovereignty and, where necessary, for bringing a case within the jurisdiction 
of the French courts before a foreign court claims jurisdiction.

57.  France’s fundamental interests are listed in Article L.811-3 of the French Internal Security Code.
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Tracfin’s momentum in the field of economic intelligence has been confirmed 
by the Unit’s 2021-2023 plan and the establishment of a division with more 
resources in all these fields. There will be three priorities:

 → Widening the analytical remit: the Unit will refine its knowledge of the value 
chains making up France’s industrial and scientific assets. The challenge is 
to anticipate economic interference strategies by making optimum use of 
all the information available to Tracfin.

 → Harnessing the ecosystem of the Ministry for the Economy, Finance and the 
Recovery (MEFR) more effectively: Tracfin aims to become the MEFR’s 
operational nerve centre for economic security. Supported by partnerships 
with the Directorate General of the Treasury, the SISSE and the French Anti-
Corruption Agency (AFA), its monitoring, warning and anticipatory roles are 
expected to increase.

 → Taking stronger action to combat bribery of foreign public officials: substantial 
resources will be committed to forestalling transactions likely to result from, 
or constitute the offence of, bribery of foreign public officials. Tracfin thus 
plans to bolster its partnerships not only with public entities working in this 
field (French Financial Prosecutor’s Office, AFA, High Authority for 
Transparency in Public Life (HATVP), etc.) but also with reporting entities, 
particularly auditors and chartered accountants. Through its dual identity, 
Tracfin is ideally placed to marry intelligence with protection of national 
interests and resolute action to combat corruption.

Combating proliferation of conventional and non-conventional weapons
Proliferation refers to the global spread of nuclear, biological, chemical and 
ballistic-missile weapons. It reflects a country’s desire to have a mass destruction 
capability in order to strengthen its international position. Proliferation involves 
various types of player – scientific, technical and industrial – and is a domino 
process: when a state gains a mass destruction capability, its enemies may in 
turn be tempted to seek such weapons. 

The concept of proliferation covers: 

 → Networks where dual-use goods in the strict sense (nuclear, ballistic and 
chemical) can be procured for countries under surveillance

 → Circumvention of embargoes on conventional weapons or petroleum 
products 

 → Conventional import/export networks bypassing international financial 
sanctions: many economic players in countries under international sanctions 
are driven to use unofficial or informal payment channels for legitimate 
economic activities unconnected with proliferation-sensitive materials.
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CASE STUDY 21

Unlicensed munitions brokering

The circuit: 

1 Mr X operated in the arms industry and was 
known to the intelligence services for his work in 
Company A, specialising in purchase, sale, import 
and export of all types of IT products and advanced 
technology, of which he was a partner and sales 
director.

2 Financial analysis of Company A showed that 
almost €315,000 had been received from a third-party 
firm, Company B, in connection with an aviation 
defence project in a Middle Eastern country. Through 
bogus invoices, Mr X had been using this licensed 
arms broker to bypass the fact that his own company 
was not licensed for arms and to facilitate its access 
to sensitive military structures in the country where 
the project was being promoted.

3 At the same time, Company A paid €65,000 to a 
firm in the Middle East, Company C, whose manager, 
Mr Z, was also the CEO of Company A, where Mr X 
was a partner and sales director. These flows, which 
were payment for a contract between two firms 
managed by the same person, could be used to 
legitimise remittances to the Middle East. 

4 Scrutiny of Mr X’s personal accounts also showed 
transactions benefiting Company C, €50,000 for a 
loan agreement and frequent travel to the United 
States and Middle East. 

The total sum associated with Mr X’s brokering of 
munitions for the Middle East through Company A 
was estimated to be more than €600,000.
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Proliferation control seeks to anticipate and counteract proliferating countries’ 
activities in France, particularly acquisition of dual-use goods and of the 
knowledge, skills and technologies needed for their programmes for weapons 
of mass destruction. 

Financial intelligence is a counterproliferation flagging tool in its own right. 
To tackle proliferation, Tracfin relies on three approaches and dual leverage:

 → Assisting the work of the intelligence departments: as part of the intelligence 
community’s interagency structures and close to the Ministry for the Armed 
Forces, the lead body in this field, Tracfin provides input for cases with 
national ramifications and also has highly reliable partners that help improve 
its knowledge.

 → Proactively uncovering patterns that may reveal cases of proliferation: 
expertise gained from relevant entities in the field of proliferation control 
enables Tracfin to apply an analytical frame of reference (sectors or 
geographical areas particularly at risk, for example) as soon as a report is 
entered in its information system and allows it to process the information 
in detail.

 → Making use of international cooperation: since proliferators employ strategies 
that seek to separate capital flows from commodity flows, uncovering 
financial circuits has become critical for identifying proliferators and 
intermediaries. In this respect Tracfin has solid support through long-standing 
cooperation with its counterparts abroad. 

The cases to which the Unit has contributed have related mostly to proliferation 
of nuclear, chemical or ballistic-missile weapons and, to a lesser extent, to 
conventional arms dealing, mainly in the Middle East.

To tackle proliferation of weapons of mass destruction, France has increased its 
capacity to enforce economic and financial sanctions against states developing 
proliferation programmes through public or private operators or individuals who, 
while playing no direct part in financing proliferation activities, are involved in 
a country’s political and economic decision-making process and in development 
and management of these programmes. These provisions supplement 
departmental action to curtail procurement by proliferating states of goods and 
services that could be used in their programmes to develop nuclear, biological, 
chemical or ballistic-missile capabilities. There is to be more cooperation between 
investigation departments, both government and judicial, to punish evasion of 
sanctions.  

58. Paragraph based on the 2021-2022 action plan for combating money laundering and the financing of terrorism 
and proliferation of weapons of mass destruction: Plan d’action pour lutter contre le blanchiment de capitaux, 
le financement du terrorisme et de la prolifération (2021-2022).
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Proliferation of weapons of mass destruction is an important part of the FATF’s 
remit in the security field, which was expanded in 2008 to include countering 
proliferation financing. The FATF accordingly adopted Recommendation 7 aimed 
at ensuring consistent and effective implementation of targeted financial 
sanctions when these were called for by the UN Security Council.59 The FATF is 
currently developing counterproliferation guidance60 to help the public and 
private sectors identify their risks and assist them in implementing mitigation 
measures.

60. The FATF began a public consultation in March 2021, which ended the following month on 9 April. 
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DOMESTIC AND 
INTERNATIONAL 
INSTITUTIONAL 
ACTIONS 

Tracfin’s new Institutional and International Affairs 
Department (DAII) is responsible for coordinating 
relations both at national level, with AML/CFT 
reporting entities, their supervisory authorities and, 
at international level, with foreign partners and 
international cooperation entities.



DOMESTIC INSTITUTIONAL 
ACTIONS

ONGOING AWARENESS-RAISING INITIATIVES 
FOR REPORTING ENTITIES

In 2020, despite the pandemic, Tracfin continued to work closely with reporting 
entities, including those in the non-financial sector, through awareness-raising 
activities and meetings devoted to the reporting process. This approach has two 
complementary goals. The first is to make professionals aware of the challenges 
posed by AML/CFT and to explain their reporting obligations. The second goal, 
as a corollary to the first, is to develop the 
reporting activity of certain entities and, more 
broadly, to improve the quality of the STRs received 
by Tracfin.

These partnering efforts consisted of bilateral 
meetings with financial institutions to exchange 
information on their reporting practices. These 
meetings are a means of presenting each profession 
and each institution with quantitative and 
qualitative assessments of their reporting practices. 
They enable professionals to better understand 
the Unit’s expectations, based on examples of high-
quality STRs that include an accurate description 
of a suspicious transaction and the appropriate 
supporting documents. These meetings are also 
an opportunity to present reporting entities with 
the outcomes of the reports they have sent to 
Tracfin, in a bid to spotlight the importance and 
usefulness of the quality of the information 
transmitted.

Tracfin’s awareness-raising activities also take the 
form of presentations of case studies of money 
laundering, fraud against the public purse and 
terrorist financing. The Unit ensures that these 
presentations are both practical and proactive by 
emphasising the specific warning criteria to which 
reporting entities should pay attention.

Lastly, Tracfin assists reporting entities by drawing 
on a network of specialised correspondents in the 
financial and non-financial sectors, who are familiar 
with the regulatory framework and the types of 
transactions associated with each sector. They are 
responsible for analysing STRs and for relations 
with reporting entities, representative federations 
and professional bodies. 

THE DEVELOPMENT OF A NATIONAL 
ACTION PLAN TO COMBAT MONEY 
LAUNDERING, TERRORIST FINANCING 
AND THE PROLIFERATION OF WEAPONS 
OF MASS DESTRUCTION.

This inter-ministerial action plan is the result of 
extensive collaborative work carried out in 2020 
under the guidance of the AML/CFT Advisory 
Board (COLB). It is a bold public policy supported 
by the government and the public authorities, with 
the assistance of private sector professionals. 

It sets out five priorities areas:

 → Preventing risks nationwide, by continuing to 
rally all stakeholders 

 → Ensuring financial transparency
 → Detecting, prosecuting and sanctioning
 → Preventing terrorists, their networks and states 

seeking to acquire weapons of mass 
destruction from gaining access to the financial 
system

 → Improving coordination of the national AML/
CFT policy

The action plan, which is set to run for two years, 
has a direct impact on Tracfin’s activities, 
particularly in terms of expanding the Unit’s 
preventive arsenal, its prerogatives and the way it 
processes information. As an illustration of the last 
of these objectives, Tracfin will continue to work 
with reporting entities to improve the quality of 
STRs, including through redesigning the STR form 
to make it more user-friendly and better adapted 
to the specificities of financial and non-financial 
professions.
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PARTNERSHIP HIGHLIGHTS IN 2020

Compliance with reporting requirements and operational exchanges 
with commercial court registrars
Commercial court registrars have been subject to AML/CFT reporting requirements 
since 12 February 2020.61 Previously, due to their public service mandate, they 
filed reports under Article L.561-27 of the French Monetary and Financial Code. 
This new requirement contributed significantly to the increase in reporting 
activity by registrars in 2020, which in turn led to the detection of an organised 
crime network in the field of VAT fraud, based on the large-scale creation of 
companies using false documents. 

The drafting of sector guidelines between Tracfin and the National Council of 
Commercial Court Registrars (CNGTC), which began in 2020, will enable these 
professionals to gain a better understanding of their role in the French AML/CFT 
system in the years to come. 

Reporting requirements for Lawyers’ Financial Settlement Funds (CARPAs)
The Order of 12 February 2020 provides for reporting requirements for CARPAs. 
These funds, which are affiliated with one or more bar associations, are responsible 
for administering bank accounts intended for court case funds, settlement 
protocols or deposits of sums of money. CARPAs are now obliged to ascertain 
the identity of the client and the beneficial owner, the origin of the funds and 
to report any suspicion of money laundering, related predicate offences and 
terrorist financing to Tracfin. Making the CARPAs subject to this obligation will 
make it possible to expand the means of detecting atypical transactions and to 
compensate, in part, for the lack of STR submissions from lawyers. 

Guidelines for auctioneers
In November 2020, the DGDDI and Tracfin issued updated AML/CFT guidelines 
for auctioneers. These non-binding guidelines are intended to help reporting 
entities better understand their AML/CFT obligations. By clarifying legal issues 
such as the definition of PEPs and business relationships, they help professionals 
take ownership of their responsibilities. The guidelines also address more 
operational issues, such as the content of reporting forms, a guide to using the 
ERMES remote reporting platform, case studies and a checklist of warning signs 
to help detect atypical transactions. 

Meetings with financial institutions 
In September 2020, working in conjunction with the Prudential Supervision and 
Resolution Authority (ACPR), Tracfin organised a meeting for banks, payment 
institutions and professional associations. During the meeting, a report on STRs 
submitted by the financial sector in 2019 and 2020 was presented, with a focus 
on new types of fraud detected in connection with the pandemic. The chairman 
of the COLB spoke about the issues involved in the FATF’s assessment of France’s 
AML/CFT system. The ACPR also gave a presentation on strengthening the 
European framework for AML/CFT supervision.

61. Order no. 2020-115 of 12 February 2020, strengthening the national AML/CFT system.

DOMESTIC AND INTERNATIONAL INSTITUTIONAL ACTIONS 77



In October 2020, the ACPR organised a financial sector meeting with insurance 
industry professionals in the presence of Tracfin. Similar to the meeting with 
banking and payment institutions, the topics discussed included the FATF 
evaluation and the strengthening of the European AML/CFT supervisory 
framework. As part of a review of the sector’s reporting practices, the Unit 
presented case studies specific to the insurance sector, including instances of 
tax evasion, breach of trust and terrorist financing. 

Ensuring the continuity of the CFT committee
The CFT committee was created in December 2019 and adopted an operational 
charter in September 2020. This committee, which consists of Tracfin and the 
leading credit and payment institutions, is intended to be a forum for operational 
exchanges on terrorist financing topics (risk detection criteria, new threats and 
presentations of case studies). The committee, which is a turning point in relations 
between Tracfin and financial sector reporting entities, marks a major step 
forward in cooperation between the private sector and the public authorities 
in the fight against terrorism.

Raising awareness among reporting entities about pandemic-related fraud
The health crisis has led to new AML/CFT risks (fictitious or non-compliant sales 
of medical equipment, fraud in connection with the government’s economic 
support measures, fraud relating to the government-backed loans and to the 
Solidarity Fund).62 Confronted with this situation, in the spring of 2020 Tracfin 
stepped up its efforts to raise awareness among reporting entities and to 
implement appropriate due diligence measures. The Unit produced and 
distributed an analysis of the STRs received and the key fraud and money 
laundering risks associated with them. The purpose of this publication was to 
bolster professionals’ awareness of specific pandemic-related risks and to clarify 
the warning signs to be implemented in their risk classifications.

In addition, Tracfin organised two teleconferences in June 2020 with financial 
and non-financial reporting entities to explain this analysis and present its main 
findings. These sessions, which were attended by nearly 120 entities, were an 
opportunity to share case studies and warning signs identified by both Tracfin 
and the reporting entities.

In this respect, Tracfin would like to acknowledge the excellent responsiveness 
of banking institutions since the beginning of the pandemic in terms of reporting 
cases of fraud directly linked to public subsidies implemented to support the 
economy.

62. See “ML/FT Risk Trends and Analysis in 2019/2020” report and p. 41 and 42 of this report.
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AML/CFT IN OVERSEAS FRANCE

Although the AML/CFT regulations are consistent throughout France, the creation 
of a network of AML/CFT correspondents in each overseas département or 
territory has been identified at interministerial level as an appropriate means of 
improving and adapting the French AML/CFT system.

At the initiative of the COLB, this network was set up to improve knowledge of 
the specific risks in each overseas territory and to help non-financial sector 
entities in Overseas France to better understand the AML/CFT system. 

The kick-off meeting of the network was held on 
18 November 2020, in the presence of the Deputy 
Director General for Overseas France, the Chair of 
the COLB, the prefect in charge of preparing the 
FATF evaluation for the Ministry of the Interior, 
and the Director of Tracfin. This meeting was an 
opportunity to present the French AML/CFT system 
to the local liaisons, as well as the system’s stake-
holders. Subsequently, various speakers discussed 
the challenges and known AML/CFT risks in 
Overseas France. Lastly, the roles and duties of the 
AML/CFT correspondents and their interactions 
with the various stakeholders in the French AML/
CFT system (reporting entities, professional bodies, 
supervisory authorities and Tracfin) were des-
cribed.

The AML/CFT correspondents in Overseas France 
are drawn from the departments of the Prefec-
tures, the Directorates for the Economy, 
Employment, Labour and Solidarity (DEETS) and 
the High Commissariats and have a good 
knowledge of the local economic fabric and the 
problems associated with combating fraud. The 
network of overseas correspondents, which is fully 
in line with the government’s priorities, will be a 
key tool for improving the effectiveness of the 
French AML/CFT system in Overseas France.

As permanent local liaisons for the government’s 
actions, they will be able to approach Tracfin to 
take part in on-site or remote awareness-raising 
activities at the request of non-financial reporting 
entities (presentations of risks and sectoral case 
studies but also, where appropriate, local case 
studies).

EXTENDING THE WORK 
OF THE NATIONAL RISK ANALYSIS 
TO OVERSEAS FRANCE

Under the aegis of the COLB, interministerial work 
on analysing overseas risks began in 2020. This 
work is in line with the National Risk Analysis that 
was released on 17 September 2019 and which 
provided for a specific risk analysis to be 
conducted in the inhabited overseas territories 
that are subject to French AML/CFT legislation 
(New Caledonia, Wallis and Futuna, French 
Polynesia, Saint Pierre and Miquelon, Saint 
Barthélemy, Saint Martin, Guadeloupe, Martinique 
and French Guiana, which together represent 
approximately 4% of the French population and 
a combined GDP of some €60 billion).

Thus, given these territories’ geographical 
remoteness, economic circumstances and 
legislative and regulatory specificities, the aim of 
this interministerial analysis, jointly conducted by 
the Ministry for the Economy, Finance and the 
Recovery (Directorate General of the Treasury and 
Tracfin), the supervisory authorities, the Ministry 
of Justice and the Ministry of the Interior, is to gain 
a better understanding of the specific nature of 
the AML/CFT threats and vulnerabilities in 
Overseas France, in order to identify ways of 
improving the system.

To this end, when the COLB’s work identifies 
common vulnerabilities in the overseas territories 
(including heavy use of cash, cross-border flows, 
special tax arrangements and tax exemption 
schemes), the public authorities implement 
measures aimed at blunting their impact: Tracfin 
awareness campaigns for financial and non-
financial reporting entities, actions by the 
supervisory authorities, etc.
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Interview with 
MS Pierrette ROBINE, 
AML/CFT liaison 
for Martinique

WHAT DOES YOUR ROLE AS AML/CFT 
LIAISON FOR MARTINIQUE ENTAIL?

My duties, as outlined in an engagement letter dated 
27 January 2021 from the Prefect of Martinique, 
include the following: coordinating the region’s AML/
CFT community to help prepare risk analyses, 
circulating relevant information and resources, and 
organising – in conjunction with the Directorate 
General for Overseas France (DGOM), Tracfin and 
the relevant national authorities – regular exchanges 
between stakeholders on the current state of AML/
CFT risks and the assessment of the measures taken 
to reduce them. Lastly, I am also responsible for 
organising awareness-raising and training sessions 
with Tracfin for the benefit of reporting entities.

WHAT ACTIONS HAVE YOU UNDERTAKEN 
SINCE NOVEMBER 2020 AND 
WHAT ACTIONS ARE YOU PLANNING 
TO IMPLEMENT?

My initial actions involve identifying the members of 
the AML/CFT community and organising meetings 
– which are chaired by the director of the prefect’s 
private office – of the deputy public prosecutor, the 
heads of the investigation and intelligence services, 
the Overseas France Issuing Institution (IEDOM) and 
the Public Finances Regional Directorate (DRFIP). The 
goal is to draw up a shared inventory of AML/CFT 
risks. Meetings will then be organised with 
representatives of the various entities’ supervisory 
authorities and with representatives of local 
organisations of the legal and accounting professions 
to obtain their views of the situation, the risk analysis 
procedures in place and the difficulties encountered.

Other projects are in the pipeline: meeting with all 
reporting entities, without exception, organising 
targeted awareness-raising activities with Tracfin, 
implementing relevant resources for coordinating 
the AML/CFT network, holding interdisciplinary 
meetings, possibly involving the judicial authorities 
and investigative services, on specific topics, such as 
“AML/CFT in the property sector in Martinique”, 
among others.

WHAT RESULTS DO YOU EXPECT FROM 
YOUR ACTIONS IN THE SHORT AND 
MEDIUM TERM?

I see the role of a liaison as one link in the AML/CFT 
chain, a small local relay for the larger AML/CFT 
system. The initial outcome will be to raise awareness 
of the issue amongst reporting entities by the end of 
the year. Beyond that, my objective is to help these 
entities to take better ownership of their obligations 
and to make the AML/CFT system meaningful, for 
example by setting up an appropriate risk map for 
each group, systematically implementing a due 
diligence questionnaire, and improving the quality 
and quantity of STRs submitted to Tracfin. 

WHAT SORT OF INTERACTIONS 
DO YOU HAVE WITH THE OTHER 
OVERSEAS FRANCE LIAISONS?

Under the proactive leadership of the DGOM, training 
sessions are organised on a regular basis in conjunction 
with Tracfin, the Directorate General of the Treasury, 
and the ACPR, in which the network of Overseas 
France liaisons takes part. This is an opportunity for 
us to discuss AML/CFT risks in our respective 
jurisdictions, to share common problems and best 
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practices in the actions we carry out, and to compare 
the intricacies and obstacles we encounter. I also 
work with the liaisons in French Guiana and Saint 
Pierre and Miquelon, some of whose reporting entities 
are members of professional organisations based in 
Martinique. 

WHAT IS YOUR RELATIONSHIP 
WITH TRACFIN? DO YOU HAVE 
ANY SPECIFIC EXPECTATIONS?

It’s an operational, efficient partnership with 
frequent exchanges. Tracfin’s expertise is essential 
to the success of my work. Therefore, each meeting 
with reporting entities is systematically preceded by 
a meeting with the relevant supervisory authority on 
the one hand, and the “profession” liaison person at 
Tracfin on the other. This meeting is important 
because, over and above the key principles and 
general objectives that govern the AML/CFT system, 
it is also important to tailor one’s approach to 
professionals and to discuss the points that concern 
them in tangible terms. On my end, I share 
information gathered from the AML/CFT community 
here with my colleagues at Tracfin. THE ROLE OF TRACFIN’S 

AML/CFT LIAISON FOR OVERSEAS 
FRANCE 
Within Tracfin, the department in charge of 
relations with reporting entities has had a liaison 
for Overseas France since 2014. This person deals 
with local AML/CFT risks and the reporting 
practices of entities in Overseas France. Under the 
supervision of the DGOM’s national liaison for 
Overseas France, they take part in coordinating 
the network of AML/CFT correspondents. The 
Tracfin liaison has given several presentations on 
the French AML/CFT system, including a 
presentation of the obligations of reporting 
entities and another on the possibilities for 
exchanges between Tracfin and government 
departments.

Furthermore, the TRACFIN liaison takes part in 
regular exchanges with the members of the 
network aimed at gaining a better understanding 
of local AML/CFT risks (issues relating to tax relief, 
tax evasion and social fraud, property issues, etc.).

Lastly, at the request of local correspondents, the 
Overseas France liaison discusses more directly 
the reporting practices of various categories of 
taxable persons in the financial sector at national 
level, as well as in a given overseas territory.
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INTERNATIONAL INSTITUTIONAL 
ACTIONS

TRACFIN’S CONTRIBUTIONS TO EU INITIATIVES

Directive (EU) 2019/1153
With impetus from France, the European Union has begun work on a bolder 
response in terms of cooperation. These efforts culminated in the Parliament 
and the Council adopting, on 20 June 2019, Directive (EU) No 2019/1153 laying 
down rules to facilitate the use of financial and other information for the 
prevention, investigation, detection or prosecution of certain criminal offences.

This directive thus supplements the legal framework established at European 
level by Directive (EU) 2015/849 as amended by Directive 2018/843, the so-called 
“Fifth Anti-Money Laundering Directive”. The goal is to improve access by Member 
States’ authorities to information contained in centralised registers of bank and 
payment accounts, and to strengthen operational cooperation between national 
FIUs.

Since 2020, Tracfin – which had already been closely involved in the European 
negotiations on this directive – has been fully engaged in the interministerial 
work involved enacting the directive into French law, a process that must be 
completed by 1 August 2021. 

Specifically, the directive provides for measures aimed at:

 → Laying down rules granting access to the information held in centralised bank 
account registries by designated Member States’ authorities competent for 
the prevention, detection, investigation or prosecution of criminal offences 
on the on hand, and Europol on the other 

 → Laying down rules to strengthen the FIUs’ ability to share financial information 
and financial analysis with the designated competent authorities in their 
Member State for all serious criminal offences, and with Europol

 → Setting out a clearly defined legal framework to enable FIUs to request 
relevant data stored by designated competent authorities in their Member 
State in order to enable them to prevent, detect and combat money 
laundering, the associated predicate offences and terrorist financing 
effectively 

 → Specifying any additional safeguards and conditions for ensuring the 
protection of personal data should be laid down in this Directive in respect 
of mechanisms to ensure the processing of sensitive data and records of 
information requests

 → Setting out the type and scope of information that can be exchanged 
between FIUs, between FIUs and designated competent authorities and 
between designated competent authorities of different Member States
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As regards exchanges of information between FIUs and the competent authorities, 
the latter must be understood as being competent authorities within the meaning 
of Directive (EU) 2019/1153 of 20 June 2019. The standard French procedures for 
requests from the courts under French law therefore already meet this objective. 
However, the enactment of the new provisions into domestic law will lead to 
the authorisation, expansion and provision of the conditions for the application 
of these exchanges and the use of the data of which they consist.

Moreover, the directive’s provisions shall apply without prejudice to Directive 
(EU) 2015/849 as amended which, like the FATF standards, enshrines the principles 
of FIU autonomy and operational independence: the decision to analyse or 
release information remains with the FIU. Even after Directive (EU) 2019/1153 has 
been enacted into French law, therefore, Tracfin will continue to assess the release 
of information to the competent authorities on a case-by-case basis.

An action plan for a comprehensive AML/CFT policy
On 7 May 2020, the European Commission published its “Action plan63 for a 
comprehensive Union policy on preventing money laundering and terrorism 
financing”. The goal of the plan is to harmonise rules applicable at European 
level by establishing a single set of regulations. At present, revision of the common 
legislative framework is largely based on successive anti-money laundering direc-
tives. It also provides for the creation of a support and cooperation mechanism 
for Financial Intelligence Units. These twin objectives, which were also advocated 
by the Member States, led to the adoption on 5 November 202064 of EU Council 
Conclusions on anti-money laundering and countering the financing of terrorism.

A constructive and coordinated contribution by European FIUs to this legislative 
review process was deemed essential and was quickly organised. Tracfin has 
played a very active role in all of these efforts, in conjunction with European, 
national and supranational representatives. The work is continuing with a view 
to the publication of a legislative proposal by the Commission expected in 
mid-2021. 

Alongside the preparation of this roadmap, Tracfin’s involvement in the work 
carried out at EU level and its active contribution to coordinating its partner 
FIUs have continued to expand. With respect to strategic, normative and policy 
implementation issues, this European coordination is taking place within the EU 
Financial Intelligence Units’ Platform65 and the regional Egmont Group community 
(see below).

63. C(2020) 2800 final.

64. 12608/20 https://data.consilium.europa.eu/doc/document/ST-12608-2020-INIT/en/pdf 

65. A European Commission Expert Group, set up in 2006 and whose advisory role has been reaffirmed by the 
Fourth Anti-Money Laundering Directive.

DOMESTIC AND INTERNATIONAL INSTITUTIONAL ACTIONS 83



TRACFIN’S CONTRIBUTION TO THE FATF AND MONEYVAL 

One of the FATF’s main tasks is to assess members’ compliance with its 
recommendations as regards their domestic legislative, regulatory and operational 
systems. This assessment is conducted by experts from different FATF member 
jurisdictions (and FATF-style regional bodies) and is based on the FATF’s 
methodology.66 The current assessment cycle is focused on gauging the 
effectiveness of national systems. The strengths and weaknesses of France’s 
AML/CFT system will be presented and analysed in the mutual assessment report 
to be published by the FATF at the outcome of the February 2022 plenary meeting, 
based on a rigorous technical and operational assessment process led by a 
team of French-speaking assessors. 

There are two phases to the assessment: the first is a technical casework 
assessment based on a dossier submitted by French authorities. The initial phase 
took place during 2020. 

The second phase is an on-site visit to evaluate the effectiveness of France’s 
system. It will take place in 2021. Usually conducted by means of face-to-face 
meetings between the country’s AML/CFT stakeholders and the FATF assessors, 
the arrangements for this important phase will be adjusted to take account of 
the current health crisis. Given the impossibility of holding in-person meetings 
in certain cases, the FATF members have agreed to allow part of the exchanges 
to take place remotely. The assessment will rely on the National Risk Analysis 
(ANR)67 developed by the French authorities meeting within the COLB that was 
published in September 2019. 

TRACFIN WITHIN THE EGMONT GROUP

The Egmont Group is an operationally oriented forum for FIU members, who 
came together for the first time in 1995 when they decided to set up an informal 
network to foster international cooperation.

Tracfin sits on the Group’s Committee, which is its advisory and coordinating 
body, and is co-representative for the Europe I Region, for which it was re-elected 
by its peers in 2020. The purpose of organising the Group into regional groups 
is to ensure the best possible communication and distribution of work between 
the Group’s FIUs, the Committee and the working groups, and to foster a collective 
sense of commitment. 

In 2019 and 2020, as part of the work on case studies and sharing of best practices 
between FIUs, Tracfin co-chaired a project with its Argentinian counterpart on 
the laundering of the proceeds of aggravated tax evasion. This was carried out 
within the Information Exchange Working Group.

66.  FATF Methodology for assessing compliance with the FATF Recommendations and the effectiveness of AML/
CFT systems: http://www.fatf-gafi.org/publications/mutualevaluations/documents/fatf-methodology.html

67.  “National analysis of money laundering and terrorist financing risks in France”, Report by the AML/CFT Advisory 
Board (COLB), September 2019: https://www.economie.gouv.fr/files/files/directions_services/tracfin/analyse-
nationale-des-risques-lcb-ft-en-France-septembre-2019.pdf
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Tracfin and its Argentinian counterpart compiled 
the experiences (technical and legal, but also ope-
rational via case studies) of some fifty Egmont 
Group FIUs and analysed their capacities to deal 
with this type of money laundering. The goal was 
to be able to propose solutions for improving infor-
mation sharing on these issues at both national 
and international levels. A report, adopted by the 
organisation in July 2020, presents several solutions 
to better combat this phenomenon:

 → Ways to enable effective cooperation between 
FIUs and tax authorities at national level – 
implementation of agreements, facilitating access 
to information, better understanding and use of 
tax information, development of training and 
strategies to improve the quality of the information 
exchanged

 → National strategies to improve the fight against 
laundering the proceeds of aggravated tax evasion 
– a legislative framework for exchange of tax 
information between competent authorities, broad 
access to tax information by the FIU, cooperation 
between national authorities, marshalling the 
private sector to improve the quality and quantity 
of STRs, and the use of new technologies 

 → The essential role of international cooperation 
between FIUs in this respect – advanced 
information exchange capabilities, in line with 
international standards (requesting information 
from the private sector on behalf of another FIU, 
spontaneous disclosure of information likely to be 
of interest to a counterpart), implementation of 
feedback mechanisms, multilateral exchanges, 
special case of jurisdictions with little or no 
taxation, etc.

A Public Bulletin has also been issued to enable 
legislative authorities to establish national 
strategies in this area and to help reporting entities 
to better detect these offences: it is available on 
the Egmont Group’s website.68

TRACFIN’S TECHNICAL ASSISTANCE 
PROVIDED TO ITS FOREIGN 
COUNTERPARTS

As part of Tracfin’s international commitment, 
technical assistance activities with its counterparts 
enable sharing of best practices, exchanges of 
information on the types of cases observed and 
an opportunity to describe how Tracfin designs 
and carries out its duties. 

In 2020, Tracfin began providing technical 
assistance in the area of strategic analysis to its 
counterparts in Montenegro and Ecuador. This 
core function of FIUs is a part of the FATF 
Recommendations and one of the criteria for 
membership in the Egmont Group. The rationale 
for including it in international standards is that 
strategic analysis enables FIUs to identify the 
underlying trends and patterns in their day-to-day 
operational investigations. The perspective on 
which it is based allows for a better understanding 
of the AML/CFT risk faced by countries and the 
responses to it. 

Working in close collaboration with the French 
embassy in Podgorica, Tracfin organised an 
exchange session with its Montenegrin counterpart. 
Noting that a strategic analysis can be structured 
in different ways within an FIU, the workshop 
presented the organisation of Tracfin’s Strategic 
Analysis Unit (CAS), its position within the Unit 
and its interactions with the operational 
departments. Tracfin’s presentation of the 
available information sources and a range of 
productions also underlined the value added and 
complementarity of this approach in terms of 
making use of the intelligence produced during 
operational investigations. Lastly, Tracfin’s 
involvement with the AML/CFT Advisory Board 
(COLB), including during discussions on the 
development of the French AML/CFT system, and 
its active participation in the work of updating the 
National Risk Analysis were presented as evidence 
of the value added of sharing Tracfin’s analyses.

This exchange confirms the interest shown by the 
Unit’s counterparts in the expertise it has 
developed since it was set up 30 years ago.

68. Money Laundering of Serious Tax Crimes – Enhancing Financial 
Intelligence Units’ Detection Capacities and Fostering Information 
Exchange, Public Bulletin, July 2020: https://egmontgroup.org/en/
filedepot_download/1661/117
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Tracfin is a department with national scope reporting to the Minister for the 
Economy and the Minister for the Budget. It is both:

 → France’s financial intelligence unit (FIU), as defined by the Financial Action Task 
Force (FATF), European directives and France’s Monetary and Financial Code. 
In this capacity, it is responsible for combating illicit financial networks, money 
laundering and terrorist financing (AML/CFT).

 → One of the specialised intelligence departments making up France’s “inner 
circle” pursuant to Article R.811-1 of the French Domestic Security Code.

This dual identity is a major distinguishing feature, giving Tracfin a broad scope 
of authority and strong investigative and referral powers.

Tracfin’s dual identity enables a three-fold mission:

 → Combating economic and financial crime. Over the past few years Tracfin 
has uncovered several business networks specialising in large-scale financial 
fraud such as false transfer orders and fake investment scams. It has also 
been instrumental in uncovering several corruption cases involving foreign 
politically exposed persons. 

 → Combating fraud against the public purse. Tracfin has uncovered and 
investigated major case types such as carbon credit VAT fraud, white 
certificate fraud and fraud involving COVID-19 economic support measures. 

 → Defending the fundamental interests of France. Through its financial flagging 
tools and intelligence techniques, Tracfin plays an important counter-terrorism 
role by identifying fundraising circuits set up to provide money to war zone 
combatants, as well as new financing methods involving cryptocurrency. 
Tracfin has also uncovered foreign influence and economic predation 
schemes.

Tracfin gathers and enhances information relating to suspicious financial 
transactions, which it receives in the form of suspicious transaction reports and 
official reports as well as systematic information disclosures (COSIs).

It uses a variety of investigation methods: right to discovery, database consultation, 
intelligence techniques. It discloses the results of its investigations to the courts, 
to partner government departments (particularly those within the economy and 
finance ministries) and to other intelligence units. Tracfin regularly exchanges 
information with its foreign counterparts, with whom it maintains close operational 
relationships.
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€533 million
The number of reports provided 
by Tracfin to its partners in 2020

67,239
INVESTIGATIVE MEASURES
The number of investigative measures 

carried out by Tracfin staff in 2020

115,601
NOTIFICATIONS

The number of notifications 
submitted to Tracfin (+16%), 
including 111,671 STRs (+17%)

A 2.5
FOLD INCREASE

The number of notifications received 
has increased by a factor of 2.5 since 2015

191 employees
The Unit now has 191 members of staff, 

a 60% increase over 2015

3,033 reports
The number of reports provided 
by Tracfin to its partners in 2020

+3.85 million
3,859,311 COSIs received concerning 

fund transfer transactions carried out 
through a cash transfer or using a digital 

currency that exceeded €1,000, 
or an aggregate amount for the same 

client over one calendar month 
that exceeded €2,000

+37 million
37,161,266 COSIs received concerning 
cash deposits or withdrawals of more 
than an aggregate amount of €10,000 

over a one-month period

KEY FIGURES 2020
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Reporting entities 2016 2017 2018 2019 2020
Change 

2019–2020
Change 

2016–2020

Banks, credit institutions 
and issuing institutions

47,378 47,173 51,087 56,588 62,033 10% 31%

Payment institutions 5,110 8,603 12,073 21,912 31,271 43% 512%

Electronic money 
institutions

36 178 507 2,020 3,683 82% 10131%

Bank transaction 
intermediaries

0 209 120 150 29 -81% -

Insurance companies 3,200 4,939 5,409 4,794 4,564 -5% 43%

Mutual insurance 
companies and provident 
institutions

213 241 346 394 424 8% 99%

Insurance intermediaries 107 103 108 144 105 -27% -2%

Money changers 2,255 1,810 1,379 1,468 799 -46% -65%

Digital asset service 
providers

0 13 20 37 87 135% -

Investment management 
companies

60 63 92 93 133 43% 122%

Investment companies 120 62 90 151 132 -13% 10%

Financial investment 
advisers

32 57 55 37 85 130% 166%

Crowdfunding 
investment advisers

0 2 1 3 12 300% -

Crowdfunding 
intermediaries

6 23 72 1,751 2,106 20% 35000%

FIUs – Cross-border1 0 568 246 32 10 -69% -

Settlement system 
participants 

0 0 0 0 0 - -

Financial reporting 
entities

58,517 64,044 71,605 89,574 105,473 18% 80%

1. Cross-border information comes from a system of voluntary disclosure by local reporting entities to EU FIUs of information of interest to France, 
made available by these FIUs under Article 53.1 of Directive (EU) 2015/849, known as the “Fourth Directive».

REPORTING ACTIVITY 
OF AML/CFT 
REPORTING ENTITIES

(in number of STRs received)
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Reporting entities 2016 2017 2018 2019 2020
Change 

2019–2020
Change 

2016–2020

Commercial court regis-
trars

not subject to AML/CFT requirements 720 - -

Notaries 1,044 1,401 1,474 1,816 1,546 -15% 48%

Lawyers and CARPA2 4 0 1 12 16 33% 300%

Bailiffs 73 109 121 134 65 -51% -11%

Court-appointed 
receivers and trustees

995 932 862 1,272 1,098 -14% 10%

Chartered accountants 442 514 466 507 516 2% 17%

Auditors 132 151 124 96 113 18% -14%

Dealers in precious goods 
and fine arts goods

15 8 16 10 22 120% 47%

Auctioneers 
and auction houses

51 67 40 72 69 -4% 35%

Commercial registered 
office providers

9 31 22 23 25 9% 178%

Real estate professionals 84 178 274 376 271 -28% 223%

Casinos 602 929 933 1,261 1,017 -19% 69%

Gaming circles, games 
of chance, and sports 
and horse-racing betting

268 248 279 345 346 - 29%

Online gaming operators 23 49 99 233 374 61% 1526%

Sports agents 0 0 0 0 0 - -

Persons authorised under I 
of Article L.621-18-5 
of the French Monetary 
and Financial Code

0 0 0 0 0 - -

Non-financial reporting 
entities

3,742 4,617 4,711 6,157 6,198 1% 66%

Total 62,259 68,661 76,316 95,731 111,671 17% 79%

From 2016 to 2020 the number of suspicious transaction reports received by Tracfin increased by a factor 
of 1.8, rising from over 62,000 to close on 112,000. This upward trend continued in 2020, despite the context 
of the pandemic, which had a major impact on the national economy and the organisation of the work of 
all AML/CFT professionals. This outcome is proof of the maturity and resilience of the French AML/CFT 
system, which is capable of adjusting to exceptional situations. It also underscores the commitment of all 
AML/CFT stakeholders, which is made possible by the significant human, technical and financial resources 
allocated by reporting entities. In 2020, the share of STRs received by Tracfin from the financial sector 
accounted for 94% of total reporting activity, which was stable compared to 2019.

The overall reporting activity by non-financial professions remained stable between 2019 and 2020 (+1%). 
This stability should not, however, mask the significant differences between categories of reporting entities. 
For example, the decrease in the number of reports from several non-financial professions (bailiffs, real 
estate intermediaries, notaries, court-appointed receivers and trustees) was offset by a surge in the number 
of STRs submitted in 2020 by commercial court registrars and online gaming operators. 

2. Commercial court registrars and CARPAs have been subject to AML/CFT requirements since the publication of Order 2020-115 of 12 February 2020 
strengthening the national AML/CFT system.
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QUALITY OF SUSPICIOUS TRANSACTION REPORTS

To be comprehensive and meaningful, an analysis of the reporting activity of reporting entities must 
include a qualitative aspect. In this regard, Tracfin identified two major recurring areas for improvement 
in 2020: 

 → Suspicious transaction reports, pursuant to Article L.561-15 of the French Monetary and Financial 
Code, are distinguished from COSIs by the analysis they require in terms of defining a suspicion. 
An STR must be the result of a process of reflection and questioning prompted by atypical financial 
flows: it must clearly state the nature of the suspicion and not simply list facts or transactions. As 
in previous years, Tracfin considers that the quality of STRs is generally satisfactory, sometimes 
even excellent for some entities, but the department still receives too many reports that are not 
analysed or are insufficiently analysed and are therefore of little or no use.

 → Reporting entities need to step up their efforts to detect fraud and money laundering mechanisms 
related to complex legal or financial arrangements in order to enable Tracfin to deal with cases 
involving substantial amounts of money. To achieve this objective, close attention must be paid 
to legal entities and to the layering and interposition of commercial structures, which can be used 
to conceal the illicit origin of financial flows.
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FACT SHEETS BY REPORTING 
ENTITY

CONTENTS

1. Banks, credit institutions and issuing institutions

2. Payment institutions

3. Electronic money institutions

4. Insurance sector: insurance companies, mutual insurance companies and 
provident institutions, insurance intermediaries

5. Money changers

6. Digital asset service providers

7. Crowdfunding investment advisers and crowdfunding intermediaries

8. Commercial court registrars

9. Notaries

10. Lawyers and CARPA

11. Bailiffs

12. Court-appointed receivers and trustees

13. Chartered accountants and auditors

14. Art sector: dealers in precious goods and fine arts goods, auctioneers, auction 
houses

15. Commercial registered office providers

16. Real estate professionals

17. Gaming sector: casinos, gaming circles, games of chance, and sports and 
horse-racing betting, and online gaming operators
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FACT SHEET 1 – BANKS, CREDIT 
INSTITUTIONS AND ISSUING INSTITUTIONS
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Between €50,000 
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and €1 million More than €1 million

94 TRACFIN 2020 - OPERATIONS AND ANALYSIS REPORT



The increase in the number of STRs submitted by credit institutions in 2020 
(+10%) bears witness to the efforts made by these operators, as well as the 
entire financial sector, since the beginning of the pandemic. These institutions 
have demonstrated a remarkable ability to adapt to meet their obligations 
and enable Tracfin to fulfil its remit.

The private banking, asset management and wealth management sector 
continued its upward trend in reporting activity (around 1,000 reports in 2019 
and over 1,500 in 2020). The sector mainly reported tax-related offences, in 
line with the sector’s clientele. Several flags were also raised for suspected 
fraud, misuse of company assets and offences related to organised crime. The 
institutions in the sector made a commendable effort to provide detailed 
descriptions of the facts that gave rise to the suspicion and to supplement 
the report with attachments to support their analysis.

The reporting activity of online banks, including “neo-banks”, increased by 
45% in 2020, continuing the strong and regular increase that has been underway 
for several years. Consistent with the risks to which online banks are exposed, 
the primary reasons for reporting are undeclared activity and fraud. The 
reporting of terrorist financing by online banks is more of a reaction than an 
a priori detection (suspicious transaction reports are rarely initiated by the 
banks and most of the time they follow on from Tracfin’s right to discovery 
or requests from the courts that mention this reason). For neobanks, the 
quality of the STRs, the diversity of the underlying assets and evidence of the 
suspicion varied widely, depending on the institution. It was this sector, 
however, that reported new types of fraud very early on (e.g. fraud in connection 
with vocational training leave), as well as fraud in connection with the economic 
support measures introduced during the 2020 health crisis.

Reports from money transfer firms accounted for almost 80% of the reporting 
activity of the payment institution sector in 2020. The proportion of requests 
for information sent to payment institutions engaged in money transmission 
activities (around 20%) reflects Tracfin’s focus on the information available 
to these institutions.
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FACT SHEET 2 – PAYMENT INSTITUTIONS
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The increase in the number of reports from electronic money institutions 
(+83% in 2020) went hand in hand with an improvement in the quality and a 
wider range of types of reports: mainly fraud, documentary fraud and 
transactions linked to new means of payment (prepaid cards and crypto 
assets).
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FACT SHEET 3 – 
ELECTRONIC MONEY INSTITUTIONS
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FACT SHEET 4 – THE INSURANCE SECTOR
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Insurance intermediaries
105
2%

Insurance companies
4564
90%

Mutual insurance 
companies and 

provident institutions
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Breakdown of STRs by category of reporting entity
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Non-life insurance 
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21%

Mixed insurance 
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2652
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Not determined
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3%

Breakdown of STRs from insurance companies by type
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The 5% drop in the volume of STRs submitted by the insurance sector in 2020 
should not mask the reporting efforts in the fire, accident and miscellaneous 
risks and art sectors. In 2020, Tracfin observed a positive trend, since several 
STRs (suspicions of abuse of weakness or fraud) were received in this area, 
whereas the Unit had noted deficiencies in these types of transactions in 
previous years.
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FACT SHEET 5 – MONEY CHANGERS
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In 2020, 799 reports were sent to TRACFIN by the money changers sector: 
591 STRs and 208 additional reports. This total reflects a very sharp drop over 
2018 (-45%), due to the COVID-19 health crisis and its effects on tourism and, 
by extension, the activity of these reporting entities.
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FACT SHEET 6 – 
VIRTUAL ASSET SERVICE PROVIDERS VASPS
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FACT SHEET 7 – CROWDFUNDING INVESTMENT ADVISERS 
AND CROWDFUNDING INTERMEDIARIES
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The reporting activity of crowdfunding entities continued its strong growth, 
with more than 2,000 STRs received in 2020. It should be noted that a large 
number of money collection websites with the status of crowdfunding 
intermediary have not been registered with Tracfin – and therefore have not 
submitted STRs.
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FACT SHEET 8 – COMMERCIAL COURT REGISTRARS

Tracfin highlights the involvement of commercial court registrars, who have 
been transmitting STRs pursuant to Article L. 561-15 of the French Monetary 
and Financial Code since February 2020. The information provided has enabled 
the Unit to identify large-scale fraud networks which have been referred to 
the judicial authorities.
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FACT SHEET 9 – NOTARIES
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The number of STRs submitted by notaries dropped by nearly 15%. Although 
this decrease was primarily observed between the months of March to May, 
at the height of the pandemic, this trend continued throughout the year.
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FACT SHEET 10 – LAWYERS AND CARPA

The reporting obligation for CARPAs partly explains the slight increase in the 
number of STRs submitted by the legal profession. This should in no way 
conceal the limited involvement of lawyers in the fight against money 
laundering and terrorist financing. This is all the more regrettable given that 
the sensitivity of STRs and the amount of money at stake in the reports 
processed in 2020 demonstrate the importance of more active participation.

4

0
1

12

16

2016 2017 2018 2019 2020

Number of suspicious transaction reports

STATISTICAL OVERVIEW 113



FACT SHEET 11 – BAILIFFS
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FACT SHEET 12 – COURT-APPOINTED 
RECEIVERS AND TRUSTEES
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The fall-off in the number of STRs filed by court-appointed receivers and 
trustees can be at least partly attributed to the economic stimulus package, 
which had the effect of reducing the impact of the pandemic.
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FACT SHEET 13 – CHARTERED ACCOUNTANTS 
AND AUDITORS
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OVERSEAS FRANCE: 25
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FACT SHEET 14 - THE ART SECTOR

In the art sector, the number of STRs rose by 10%. The total amount of money 
at stake was also up sharply (€26m) and seems to correspond to the economic 
momentum observed.
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Auctioneers and auction houses

Dealers in precious goods and fine arts goods
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FACT SHEET 15 – COMMERCIAL REGISTERED 
OFFICE PROVIDERS

The low volume of reports from commercial registered office providers 
remained the same in 2020 (25 reports). One reporting entity accounted for 
more than 50% of all STRs. Reporting entities in the Île-de-France region, which 
has a large number of these companies, file an abnormally low number of 
reports.
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FACT SHEET 16 – REAL ESTATE PROFESSIONALS
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STRs submitted by real estate professionals dropped by one-quarter between 
2019 and 2020 (-27%). The health crisis alone cannot explain this trend, since 
the number of transactions is only slightly down. This highlights the need to 
continue awareness-raising efforts so as to build and consolidate reporting 
habits.
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FACT SHEET 17 – GAMING SECTOR
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Gaming circles, games of chance, and sports and horse-racing betting
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Gaming circles, games of chance, and sports and horse-racing betting
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Online gaming operators
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Online gaming operators
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NOTIFICATION AND INTELLIGENCE 
REPORTS PROVIDED BY TRACFIN 
TO ITS PARTNERSS

2016 2017 2018 2019 2020
Change 
2019–
2020

Change 
2016–
2020

Notification reports to the courts 691 891 949 954 738 -23% 7%

Intelligence reports 493 614 1,105 1,482 1,321 -11% 168%

Notification reports to anti-fraud 
departments, social security 
departments and customs

574 888 967 1,019 828 -19% 44%

Notification reports abroad 121 202 231 246 126 -49% 4%

Notification reports to other 
government departments 17 21 31 37 20 -46% 18%

Notification  and intelligence reports 1,896 2,616 3,283 3,738 3,033 -19% 60%
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2018 2019 2020 Change 
2019–2020

Reports sent by Tracfin to the courts 948 954 738 -23%

Notification reports concerning suspicions of one or 
more criminal offences

469 492 454 -8%

Other notification reports to magistrates 294 309 174 -44%

Notification reports to law enforcement and judicial 
customs departments 185 153 110 -28%
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THE ROLLOUT OF TRAJET

The year 2020 witnessed the start of the rollout of TRAJET. 
This IT project has been the subject of a major investment by Tracfin because its aim is:

 → To enable paperless transmission of the Unit’s notification reports to the judicial authorities. This 
method of transmission now replaces the sending of notices by post. 

 → To inform Tracfin, in return, of the judicial authorities’ follow-up to the reports thus transmitted.

By optimising and securing the circulation of data between Tracfin and prosecutors’ offices and the 
courts, Tracfin will be able to improve the quality and content of reports provided to them. The idea 
is to boost the effectiveness of the global AML/CFT system, in line with the FATF’s Recommendations.

After a successful pilot phase conducted from November 2020 to January 2021 with the National 
Financial Prosecutor’s Office, the Nanterre Judicial Court Prosecutor’s Office and the Paris and Versailles 
Public Prosecutor’s Offices, TRAJET is now being deployed and used by all French courts.

Amounts at stake
(in €m)

792 788

707

2018 2019 2020
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49%
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2020
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Less than €100,000

Between €1 million 
and €10 million

Between €100,000 and €1 million

More than €10 million

The main offences included in notification reports concerning at least one 
criminal offence
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2016 2017 2018 2019 2020

PARIS 287 537 433 472 348

VERSAILLES 40 46 60 77 58

AIX-EN-PROVENCE 44 42 52 34 42

DOUAI 26 22 25 17 25

LYON 20 21 14 14 23

RENNES 20 11 13 25 16

BORDEAUX 10 7 13 14 11

ROUEN 7 5 5 6 10

AMIENS 5 4 19 5 9

GRENOBLE 6 4 5 11 8

POITIERS 4 3 6 10 8

MONTPELLIER 12 8 7 14 7

ANGERS 2 2 3 4 6

REIMS 3 7 9 4 6

DIJON 6 3 6 5 6

PAU 6 4 6 5 5

COLMAR 7 6 5 8 5

RIOM 6 3 5 6 4

CAEN 3 4 6 4 4

CHAMBERY 7 6 7 6 3

NIMES 5 4 10 6 3

BASSE-TERRE 3 2 2 2 3

ORLEANS 8 4 11 7 3

SAINT-DENIS-DE-LA RÉUNION 0 0 3 3 2

METZ 8 4 2 4 2

AGEN 3 0 3 0 2

BESANCON 3 3 1 8 2

NANCY 5 4 5 9 2

CAYENNE 1 0 1 3 1

BASTIA 5 7 2 7 1

TOULOUSE 6 14 19 6 1

NOUMEA 4 0 0 1 1

PAPEETE 3 1 1 1 1

POINTE A PITRE 0 0 0 0 0

FORT DE FRANCE 1 1 2 1 0

BOURGES 3 2 0 1 0

LIMOGES 2 2 3 1 0

TOTAL 581 793 764 801 628

Breakdown of reports to prosecutors’ offices by court of appeal
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In 2018, TRACFIN exercised its right of opposition seven times, compared 
with 11 times in 2019 and 50 times in 2020. However, the figures for 2020 were 
heavily affected by the Unit’s involvement in the fight against fraud relating 
to the short-time working scheme set up during the pandemic. For example, 
in the area of short-time working fraud alone, in just a few months, Tracfin 
exercised its right of opposition in 30 cases for a total amount in excess of 
€2.2 million.

19
24

7
11

58

2016 2017 2018 2019 2020

The use of the right of opposition
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2018 2019 2020

184 128 61

POLICE 61 62 25

GENDARMERIE 83 47 18

FINANCIAL INVESTIGATIONS 
JUDICIAL DEPARTMENT 
(CUSTOMS)

35 17 3

COURTS 5 2 13

FINANCIAL INVESTIGATIONS 
JUDICIAL DEPARTMENT (PUBLIC 
FINANCES DIRECTORATE 
GENERAL – DGFiP)

0 0 2

Requests from the courts

61 62

25

83

47

18

35

17

3

5

2

13
2

2018 2019 2020

POLICE GENDARMERIE SEJF (DOUANES)

TRIBUNAUX SEJF (DGFIP)

FINANCIAL INVESTIGATIONS JUDICIAL 
DEPARTMENT (CUSTOMS)

COURTS

FINANCIAL INVESTIGATIONS JUDICIAL 
DEPARTMENT (CUSTOMS)

POLICE GENDARMERIE

COURTS FINANCIAL 
INVESTIGATIONS 
JUDICIAL 
DEPARTMENT 
(PUBLIC FINANCES 
DIRECTORATE 
GENERAL – DGFiP)
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Notification reports to anti-fraud departments

Tackling tax evasion

350

625 637

734

612

2016 2017 2018 2019 2020

Notification reports to the DGFiP

494

604 599
553 533

2016 2017 2018 2019 2020

Presumed amounts at stake (in €m)

1 412

966 940

753
871

2016 2017 2018 2019 2020

Presumed amounts at stake per case
(in thousands of euros)
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Foreign-held 
assets
33%

Undeclared 
activity

26%

Undeclared gifts
13%

VAT Fraud
9%

Income of 
unknown origin

9%

Specific tax 
exemption

5%

Property wealth 
tax fraud

3% Tax residency
2%

Main types of tax-related notification reports

Tackling customs fraud

59

40

67

48

35

2016 2017 2018 2019 2020

Notification reports to the Directorate General of 
Customs and Excise (DGDDI) Notification reports 
to the Directorate General of Customs and Excise 

(DGDDI)

22   
28   

25   

15   

61   

2016 2017 2018 2019 2020

Presumed amounts at stake (in €m)

Notification reports to the Directorate 
General of Customs ans Excise (DGDDI)
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Tackling social security fraud

165

223

261

237

181

2016 2017 2018 2019 2020

Notification reports to social security funds

140   

200   
212   205   

127   

2016 2017 2018 2019 2020

Presumed amounts at stake (in €m)

2016 2017 2018 2019 2020
Change 

2019–2020

Social contributions fraud 137 169 194 195 139 -29%

Central Agency for  
Social Security Bodies 
(ACOSS)

135 168 193 192 135 -30%

Social Agricultural 
Mutual Fund (MSA)

2 1 1 3 4 33%

Social security benefit fraud 28 54 67 42 42 0%

POLE EMPLOI 5 6 15 17 20 18%

National Family 
Allowance Fund (CNAF)

6 26 40 19 16 -16%

National Health 
Insurance Fund for 
Employees (CNAMTS)

7 6 4 4 5 25%

National Pension Fund 
(CNAV)

1 8 1 2 1 -50%

Social security scheme 
for the self-employed 
(RSI)

9 8 7 N/A

TOTAL 165 223 261 237 181 -24%
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Intelligence reports

2018 2019 2020 Change 
2019–2020

Directorate General for Domestic Security 
(DGSI) 920 1 216 1 046 -14%

Directorate General for External Security 
(DGSE) 148 174 137 -21%

Directorate for Defence Intelligence and 
Security (DRSD) 22 75 64 -15%

National Directorate for Customs 
Investigations and Intelligence (DNRED) 5 9 19 111%

Military Intelligence Directorate (DRM) 4 4 13 225%

National Intelligence and Counter-Terrorism 
Coordinator (CNRLT) 6 8 13 63%

OTHERS* - - 29 N/A

TOTAL 1 105 1 486 1 321 -11%

DGSI
79%

DGSE
10%

DRSD
5%

DNRED
2%

DRM
1%

CNRLT
1%

OTHERS
2%

Breakdown by department in 2020
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Notification and intelligence reports relating to terrorist financing in 2020

Intelligence reports 878

of which DGSI 496

of which the ALLAT Unit for information and screening 352

of which DGSE 27

of which DNRED 3

Notification reports to the courts 94

Notification reports abroad 1

Notification reports to anti-fraud departments 1

Total 974

of which DGSI
51%

of which the 
ALLAT Unit 

36%
of which DGSE

3%

Notification 
reports to the 

courts
10%

Intelligence 
reports

90%
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Information exchanges with foreign FIUs

1365 1303

1740

1367
1514

2016 2017 2018 2019 2020

Number of notifications received from foreign FIUs

1454
1760

2254

2912 2875

2016 2017 2018 2019 2020

Number of requests for information submitted to foreign FIUs

121

202
231 246

126

2016 2017 2018 2019 2020

Number of notification reports sent to foreign FIUs

760

643
704 734

575

2016 2017 2018 2019 2020

Number of incoming requests from foreign FIUs
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Investigative action
Tracfin’s investigative work is based mainly on 
information searches. Tracfin has a number of powers, 
regulated by the French Monetary and Financial Code 
(CMF), in fulfilling its mission. Firstly, the Unit has a fairly 
extensive right to discovery (see above), as well as – for 
the purpose of carrying out its mandate, access to 
several datasets managed by the tax and customs 
authorities, the Ministry of the Interior, etc. Lastly, staff 
may send requests to their foreign counterparts or 
other specialised intelligence departments. Exercising 
the right to discovery, consulting databases and 
requesting information from partner departments all 
form part of Tracfin investigations. These types of 
research are known as “investigative actions”.

Reporting entities
These are the professionals referred to in Article L.561-2 
of the CMF who are subject to the French AML/CFT 
system. Today, they represent more than 200,000 
professionals in France.

Systematic information disclosures COSIs

Pursuant to Article L.561-15-1 of the CMF, these reports 
are compulsory provided that the conditions set out 
in the legislation are met, notwithstanding any idea of 
suspicion. This information, submitted by the entities 
mentioned in 1° to 1° quater of Article L.561-2, namely 
credit institutions, payment institutions and electronic 
money institutions,1 is entered into the Unit’s database 
and is used to enhance ongoing investigations. Since 
14 February 2020, Tracfin has been allowed to exercise 
its prerogatives solely on the basis of COSIs.

The transactions in question are listed by decree. Two 
types of transactions are currently covered by this 
measure, in Article R.561-31-1 on the one hand and 
Articles R.561-31-2 and R.561-31-3 on the other:

 → Fund transfers carried out through a cash transfer 
or using a digital currency that exceeded €1,000, 
or an aggregate amount for the same client over 
one calendar month that exceeded €2,000 (COSI 1) 

 → Cash deposits or withdrawals for an aggregate 
amount of €10,000 over one calendar month 
(COSI 2)

French Internal Security Code CSI

As a specialised intelligence department, Tracfin takes 
action to defend and promote France’s fundamental 
interests, particularly as concerns the prevention of 
terrorism and organised crime and the protection of 
France’s key economic, industrial and scientific inte-
rests. In order to fulfil its mandate to defend and 
protect France’s fundamental interests, Tracfin has 
investigative powers that are strictly regulated by the 
French Internal Security Code.

French Monetary and Financial Code CMF

To fulfil its remit of combating money laundering and 
the financing of terrorism, Tracfin possesses powers 
that are strictly regulated by the French Monetary and 
Financial Code (under the legislative provisions on com-
bating money laundering and the financing of ter-
rorism).

Suspicious Transaction Report STR

Article L.561-15 of the CMF requires all reporting entities 
to report suspicious transactions. Reports are sub-
mitted to Tracfin and constitute the raw material that 
the Unit then processes. These reports concern 
amounts or transactions involving sums that financial 
institutions know, suspect or have good reason to 
suspect are the proceeds of an offence punishable by 
a prison sentence of more than one year or are related 
to the financing of terrorism.2 The report must be made 
prior to performance or completion of the transaction. 
Only as an exception, in specific circumstances, is a 
reporting entity allowed to send a suspicious tran-
saction report subsequent to a transaction. Attempted 
transactions must also be reported to Tracfin. 

Article R.561-31 of the CMF stipulates the content of 
a suspicious transaction report.

DEFINITIONS

1. This concerns French institutions, but also branches established in 
France of credit institutions (ECs), payment institutions (PEs) and electronic 
money issuers (EMEs) whose head office is located in the European Economic 
Area (EEA) as well as payment service providers (ECs, PEs and EMEs) 
authorised to operate in the EEA, which carry out their activities in France 
using payment service agents or electronic money distributors.

2. The provisions of II of Article L.561-15 provide for special application 
procedures when the reporting entity suspects that the funds are the 
proceeds of tax evasion.
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Right to discovery
In accordance with Article L.561-25 of the CMF, Tracfin 
may exercise its right to discovery vis-à-vis reporting 
entities. To reconstruct all the transactions carried out 
by a person or company that has been the subject of 
a report, Tracfin staff collect and analyse any and all 
useful documentation (bank account statements, nota-
rised deeds, company articles of association, 
accounting documents, invoices, account opening 
documents, etc.). Tracfin may also obtain information 
held by private entities not subject to AML/CFT 
reporting requirements listed in paragraphs II bis, II ter 
and II quater of Article L.561-25. Tracfin also has a right 
to discovery of information from government depart-
ments, local authorities and public institutions or any 
person entrusted with a public service mandate. This 
prerogative is provided for in Article L.561-27 of the 
CMF.

Right of opposition
In accordance with Article L.561-24 of the CMF, Tracfin 
may, for a 10-day period, defer the execution of a 
transaction of which it has become aware under the 
provisions of the CMF. Exercising this prerogative makes 
it possible to secure future criminal seizures of funds 
suspected of being the proceeds of an offence. In 
practice, Tracfin uses this prerogative in close 
consultation with its partners, mainly the courts, in 
order to prevent disputed funds from being diverted 
abroad or dissipated (cash withdrawals, etc.).

The bill to strengthen respect for the principles of the 
Republic and to combat separatism provides for an 
extension of the scope of this right. The right of 
opposition could thus relate to a transaction but also, 
in advance, to any transaction or category of 
transactions requested by the customer/client within 
10 days of the implementation of the right of 
opposition. 

ERMES
ERMES is an electronic reporting system. Reporting 
entities can create an account, and then fill in STR 
forms and submit them to Tracfin via a secure, powerful 
and user-friendly interface. ERMES also enables users 
to exchange files with Tracfin, particularly when Tracfin 
exercises its right to discovery. This system is highly 
secure, ensuring the confidentiality of the data being 
sent.

Foreign counterparts
Tracfin relies on a network of cooperation with its 
foreign counterparts, foreign FIUs, to obtain relevant 
information held by them. The Unit’s ability to 
exchange information with foreign counterparts is set 
out in Articles L.561-29 and 561-29-1 of the CMF. A large 
proportion of Tracfin’s activity involves operational 
exchanges with its foreign counterparts. Information 
received from a foreign FIU is treated the same way as 
a suspicious transaction report. This means that, based 
on information received from a foreign FIU, Tracfin can 
exercise the same powers as for investigations based 
on domestic STRs. In the same vein, Tracfin responds 
to requests from foreign counterparts and 
communicates information with them in the form of 
spontaneous disclosures or requests for financial 
information. 

Official report3

In addition to suspicious transaction reports from 
reporting entities covered by the CMF, Tracfin receives 
reports from various public bodies and bodies with a 
public service mandate: they include government 
departments, local authorities, government-funded 
institutions and any individual with a public service 
mandate. The Unit also receives reports connected 
with money-laundering activities, fraud or terrorist 
financing identified by supervisory authorities and 
professional associations as part of their duties.4 
Reports transmitted in this way have the same legal 
value as suspicious transaction reports, and can be 
used as a basis for in-depth investigations by Tracfin.

3. Article L.561-27 of the French Monetary and Financial Code

4. Article L.561-28 of the French Monetary and Financial Code
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Notification report concerning suspicion 
of a criminal offence, known as a ”disclosure 
to the courts”5

If, at the end of its investigations, Tracfin discovers 
possible evidence of the laundering of money derived 
from an offence punishable with a custodial sentence 
of more than one year, or of terrorist financing, the 
Unit sends a notification report to the public prosecutor 
with territorial jurisdiction, on the basis of Article L.561-
30-1 of the French Monetary and Financial Code. 

Notification report
The Unit is authorised to disclose information to all the 
recipients listed in Article L.561-31 of the CMF for the 
performance of their respective duties, and in particular 
to the departments in charge of combating public 
finance fraud and to intelligence departments (in the 
latter case, the terminology used is “intelligence report”, 
see below). These notification reports may also concern 
the courts or criminal investigation departments when 
they do not reveal facts likely to be related to the 
laundering of money derived from an offence 
punishable with a custodial sentence of more than one 
year, or of terrorist financing, but when they provide 
these recipients with information that is useful for the 
performance of their duties.

Intelligence report
Notification report sent to one or more intelligence 
department(s) (term common to the intelligence 
community) and meeting one or more of the objectives 
listed in Article L.811-3 of the French Internal Security 
Code concerning the protection of France’s 
fundamental interests.

Requests from the courts
Both magistrates and criminal investigation depart- 
ments may, as part of their investigations, send requests 
to Tracfin in order to obtain information that is critical 
to these investigations. Two types of requests may be 
sent to Tracfin’s director for the purposes of obtaining:

 → Any information held by Tracfin that may shed 
light on an ongoing investigation (ordinary law of 
Articles 60-1, 77-1-1 and 99-3 of the French Code of 
Criminal Procedure)

 → Confirmation of a suspicious transaction report 
to confirm or refute an allegation made by a 
reporting entity6 during a criminal procedure 
(Article L.561-19 (1) of the CMF), as well as disclosure 
of the content of the said STR, but only if the 
judicial investigation indicates that the reporting 
entity could be involved in the money laundering 
or terrorist financing scheme that they uncovered 
(Article 561-19 (2)-2 of the CMF). In this case, the 
request may only come from the magistrate in 
charge of the investigation.

5. Article L.561-30-1 of the French Monetary and Financial Code

6. As a reminder, only the professionals mentioned in 1° to 7°c of Article 
L.561-2 may disclose the existence of a suspicious transaction report to the 
courts or to criminal investigation officers acting under delegation.
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ABBREVIATIONS AND ACRONYMS

ACOSS 
Central Agency for 
Social Security Bodies 

ACPR 
Prudential Supervision 
and Resolution 
Authority

AFA 
French Anti-Corruption 
Agency

AMF 
Autorité des marchés 
financiers

AML/CFT 
Anti-Money Laundering 
and Combating the 
Financing of Terrorism

ANJ 
National Gaming 
Authority

ANR 
National Risk Analysis

ARJEL 
Online Gaming 
Regulatory Authority

ASP 
Services and Payments 
Agency

BTP 
Building and public 
works

CA 
Turnover

CARPA 
Lawyers’ Financial 
Settlement Fund

CAS 
Strategic Analysis Unit

CDC 
Caisse des Dépôts 
et Consignations

CEE 
White certificates

CFT 
Combating the 
financing of terrorism

CMF 
French Monetary 
and Financial Code

CNAF 
National Family 
Allowance Fund

CNGTC 
National Council 
of Commercial Court 
Registrars

CNRLT 
National Intelligence 
and Counter-Terrorism 
Coordinator

COLB 
AML/CFT Advisory 
Board 

COM 
Overseas Community

COSI 
Systematic information 
disclosure

CPAM 
National Health 
Insurance Fund

CPF 
Individual Training 
Account

DAII 
Institutional and 
International Affairs 
Department

DCEFI 
Economic 
and Financial Crime 
Department 

DCPJ 
Central Criminal 
Investigation 
Directorate

DEETS 
Directorate for the 
Economy, Employment, 
Labour and Solidarity

DGDDI 
Directorate General 
of Customs and Excise

DGFiP 
Public Finances 
Directorate General

DGOM 
Directorate General 
for Overseas France

DGSE 
Directorate General 
for External Security

DGSI 
Directorate General 
for Domestic Security

DLCF 
Fraud Department 

DNRED 
National Directorate 
for Customs 
Intelligence and 
Investigations

DRFiP 
Regional Public 
Finances Directorate

DRLT 
Intelligence and 
Counter-Terrorism 
Department

DROM 
Overseas Community

DRPP 
Intelligence 
Directorate of the 
Prefecture of Police

DRS 
Pensions and Solidarity 
Directorate

EEA 
European Economic 
Area

EU 
European Union

FATF 
Financial Action Task 
Force

FDJ 
Française des jeux 
(Public lottery and 
betting company)

FDS 
Solidarity Fund

FIU 
Financial Intelligence 
Unit

HATVP 
High Authority 
for Transparency 
in Public Life

IARD 
Fires, accidents 
and various risks

ICO 
Initial coin offering

IEDOM 
Overseas France Issuing 
Institution

ML/TF 
Money laundering 
and terrorist financing

OCLCIFF 
Central Office for 
the Fight against 
Corruption and 
Financial and Tax 
Crime

OECD 
Organisation 
for Economic 
Co-operation and 
Development

OFAST 
Anti-Narcotics 
Office
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PBJ 
Gross gaming revenue

PEP 
Politically Exposed 
Person

PGE 
Government-backed 
loan

PMU 
Pari mutuel urbain 
(French horse-race 
betting operator)

PNAT 
National Anti-Terrorist 
Prosecutor’s Office

PNCEE 
National Unit for White 
Certificates

PNF 
French Financial 
Prosecutor’s Office

PNOR 
France’s national 
intelligence plan

SCRT 
Central Regional 
Intelligence 
Department

SIREN 
French business 
register information 
system

SISSE 
Economic Strategic 
Intelligence and 
Security Department

STR 
Suspicious Transaction 
Report

TBML 
Trade-based money 
laundering

TRACFIN 
France’s Financial 
Intelligence Unit 

UCLAT 
Antiterrorist Action 
Coordination Unit

UN 
United Nations

VASP 
Virtual asset service 
provider 

VAT 
Value added tax

VSE 
Very small enterprise
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